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summary

The aim of “Decentralized Management and Law” (Principal Investigator: Prof. Tatsuhiko
Yamamoto, Professor of Constitutional Law at Keio Law School), which is a part of the Moonshot
R&D Program (Goal 9) by Japan Science and Technology Agency (JST), is to analyze the benefits
and challenges of implementing personal Al in society from legal perspective. Personal Al is
Artificial Intelligence that assists individual in management of his or her personal data, based on
their privacy preference. This tool is expected to back up the right to informational self-

determination or the right to control personal information.

In this research project, we analyze personal data protection laws from comparative law
perspective in various countries such as the EU, Germany, Switzerland, France, Thailand,
Taiwan, South Korea, China, Canada and the United States. We asked legal scholars from those
countries to write reports on the right of data subjects to control their personal data, such as the
right to erasure, access, and data portability. We considered the implications and challenges of the
right to informational self-determination, focusing on the relationship between constitutional law

and personal data protection laws.
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Question List(English)

1. The Relationship between Constitutional Law and Personal Data Protection
Law

D Constitutional Status of the Right to Privacy or the Right to Informational Self-
Determination

Is the right to privacy or the right to informational self-determination (i.e., the right to
self-determination in the management of personal data; das Recht auf informationelle
Selbstbestimmung) guaranteed as a constitutional right? If so, is the right to privacy
interpreted to be different from the right to informational self-determination?

@ Constitutional Significance of the Personal Data Protection Law

If the right to privacy or the right to informational self-determination is constitutionally
protected in any sense, is such right defined or stipulated as a purpose or guiding principle
of the personal data protection law? In other words, is the personal data protection law
characterized as a statute that implements constitutional values or norms such as the
right to privacy?

2. The Overview of Personal Data Protection Law

@D The Influence of other countries’ legal systems

Are there any countries that you have referred to as models in enacting your country’s
personal data protection law?

@ Definition and Scope of “personal data”

Are cookies and other online identifiers included among personal data under the
personal data protection law? What is the definition of personal data under the personal
data protection law?

@3 The Rights of Data Subjects and the Obligations of those who process personal data

(a) The right to erase personal data (e.g., GDPR Article 17) or the right to utilization
cease

(b) The Status and Significance of Consent in Personal Data Protection Law (opt-in or
opt-out?): When is the consent of the individual required under the personal data
protection law? Whether a business is required to obtain the consent of the individual
(data subject) when acquiring personal data? When personal data is provided to a third
party, is the consent of the individual required to be obtained?

(¢) The Limit of the Notice and Consent model and the countermeasure: If there are
limits to the self-management model in terms of the limitations of human cognitive
abilities, how does your country's personal data protection law address these challenges?
For example, is an effective notice required for businesses?

(d) How are devices or architectures such as a Personal Data Store (PDS) being utilized to
assist with the person's controllability of their personal data?

(e) Profiling regulations. E.g., the right to object to profiling (GDPR Article 21).



(f) The right to data portability or the right to transmit personal data (e.g., GDPR Article
20) And in what situations are these rights implemented in practice?

@ Organization and authority of the supervisory body enforcing personal data protection

law. Sanctions and complaint mechanisms.

® Judicial proceedings or judicial remedy (standing to sue. class action.)

©® Utilization of health data for research purposes: Is the consent of the patient required for the use of
his/her medical record or biometric data for research purposes or drug development? What legal
obligations (such as anonymization) do research institutions have when collecting and utilizing patient
health data for research purposes?
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I. EU

Prof. Elaine Fahey, City Law School, City, University of London
Elaine.fahey.1@city.ac.uk

Question List: EU data privacy

1. The Relationship between Constitutional Law and Personal Data Protection Law

@Constitutional Status of the Right to Privacy or the Right to Informational Self-

Determination

European data protection law rests on the assumption that individuals should have control of
personal data about them. This control is often labelled as “informational self-determination?
which is an underlying rationale of the fundamental right to the protection of personal data as
enshrined in Art. 8 of the Charter of Fundamental Rights of the European Union. It is understood
to relate to the individuals’ right to determine which information about themselves will be
disclosed, to whom and for which purpose.? It differs to a degree from self-management of data
privacy, which is not a form of concept applicable to EU law. This distinctive turn backed up by
a broad bureacractisation of rights through an architecture of decentralised enforcement with
oversight has generated one of the most important divides as to privacy globally. US law has
shifted somewhat towards these ideals yet ultimately still champions values that are the

antithesis of EU values eg 7 US states now have data privacy laws.3

The right to the protection of personal data is enshrined in Article 16 of the Treaty on the
Functioning of the European Union (EU) and Article 8 of the EU Charter of Fundamental Rights,

thus primary EU law and is subject of a vast enforcement regime at national level and EU level .*

1 Kuner, Christopher and others (eds), The EU General Data Protection Regulation (GDPR): A Commentary(New York, 2020; online
edn, Oxford Academic), https://doi.org/10.1093/0s0/9780198826491.001.0001, accessed 30 June 2023.

2 P. Schwartz, “The Computer in German and American Constitutional Law: Towards an American Right of Informational Self-
Determination”, The American Journal of Comparative Law, Vol. 37, No. 4, 1989, pp. 675-701

3 IAPP, “US State Privacy Legislation Tracker”, https://iapp.org/resources/article/us-state-privacy-legislation-tracker/, accessed 26
June 2023.

4 Vogiatzoglou, Plixavra, and Peggy Valcke (eds), ‘Two Decades of Article 8 CFR: A Critical Exploration of the Fundamental Right to
Personal Data Protection in EU Law’, Eleni Kosta, Ronald Leenes and Irene Kamara (eds), Research Handbook on EU Data Protection
Law (Edward Elgar Publishing 2022) https://www.elgaronline.com/display/edcoll/9781800371675/9781800371675.00010.xml ;

Chris Jay Hoofnagle, Bart van der Sloot & Frederik Zuiderveen Borgesius (2019) The European Union general data protection


mailto:Elaine.fahey.1@city.ac.uk
https://doi.org/10.1093/oso/9780198826491.001.0001
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
https://www.elgaronline.com/display/edcoll/9781800371675/9781800371675.00010.xml

In each Member State there is a data protection authority (DPA) that supervises the application
of the data protection law and handle complaints against its violations and a vast range of

procedures and remedies are applicable, as outlined below.

Art. 52(3) of the Charter provides that in so far as both documents of the Charter of Fundamental
Rights and the European Convention on Fundamental Rights contain corresponding rights the
meaning and scope of the rights laid down in the Charter shall be the same as those laid down
by the European Convention on Human Rights. However, this provision does not prevent EU law
from providing more extensive protection and EU law has developed an autonomous
understanding of privacy of note. The European Court of Human Rights ECtHR requires an
additional element of privacy in order for personal information to be included in the scope of
private life. In this regard, however, EU law may be said to autonomously grant a broad range

of rights, albeit with close links conceptually and substantively to ECHR law.

@ Constitutional Significance of the Personal Data Protection Law

According to Art. 1 (2) GDPR the regulation aims at protecting “fundamental rights and freedoms
of natural persons and in particular their right to the protection of personal data” The Charter
of Fundamental Rights provides for the protection of personal data in Article 8. In EU law, the
Charter of Fundamental Rights is now a binding source of rights since the Treaty of Lisbon,
including a reference to data protection rights. ECHR law is an important source of law for EU
law as its basis, given that the Charter is inspired by it and EU law provides for the accession of
the EU to the ECHR in its treaties, currently still ongoing. The Court of Justice increasingly relies
upon the Charter of Fundamental Rights to influence the evolution of European data protection

law.

Nz

2. The Overview of Personal Data Protection Law

@ The Influence of other countries’ legal systems

regulation: what it is and what it means, Information & Communications Technology Law, 28:1, 65-98, DO
https://doi.org/10.1080/13600834.2019.1573501 ; Paul De Hert, Serge Gutwirth, ‘Data Protection in the Case Law of Strasbourg and
Luxemburg: Constitutionalisation in Action’ in Serge Gutwirth and others (eds), Reinventing Data Protection? (Spriner 2009)

https://link.springer.com/book/10.1007/978-1-4020-9498-9#toc


https://doi.org/10.1080/13600834.2019.1573501
https://link.springer.com/book/10.1007/978-1-4020-9498-9#toc

Several global and international organsiations are widely understood to have had the first
privacy treaties eg OECD or Council of Europe yet Eurpesan countries retain a specific place for
their early adoption of privacy rules. For instance. Sweden, Germany, Austria, Denmark, France,
and Luxembourg legislated for privacy laws after the first world data protection law in Germany
in 1970.° In January 1981, the Council of Europe adopted its Convention No 108 for the
Protection of Individuals with regard to Automatic Processing of Personal Data, the world’s first
data protection treaty which influenced EU law. Now, rather than tracing other countries
influence upon EU law, it is important to note the EU’s intent to influence other countries

stnadards through global standards on privacy in the form of the GDPR.®

@ Definition and Scope of “personal data”

The ePrivacy Directive, commonly called the Cookie Law, was passed in 2002 and was amended
in 2009 and was intended to be passed to become a so-called ePrivacy Regulation in 2018, at
the same time as the GDPR came into force, but it is yet to be adopted. A later ePrivacy
Regulation proposal of 2021, was intended to introduce stricter rules regulating the use of
cookies (ID identifiers from a user’s browser). Under the GDPR, cookie IDs are considered
personal data. The law on cookies has provided an extensive basis for the UK to consider

removing certain key protections of the GDPR in UK post-Brexit.

N

@ The Rights of Data Subjects and the Obligations of those who process personal data

a) The right to erase personal data (e.g., GDPR Article 17) or the right to utilization cease

An individual can ask the data controller to erase their personal data, for example if the data is
no longer needed to fulfil the processing purpose. In 2014 in its landmark decision in Case C-

131/12 Google Spain and Google EU:C:2014:317 the CJEU set out the so-called right to be

5 Streinz, Thomas, The Evolution of European Data Law (January 18, 2021). Paul Craig and Grainne de Burca (eds), The Evolution of
EU Law (OUP, 3rd edn 2021), 902-936, Available at
SSRN: https://ssrn.com/abstract=3762971 or http://dx.doi.org/10.2139/ssrn.3762971; Graham Greenleaf, How far can Convention
108+ ‘globalise’? Prospects for Asian accessions, Computer Law & Security Review, Volume 40, 2021, 105414,
https://doi.org/10.1016/j.clsr.2020.105414.

6 E.g.2017 Communication from the European Commission, ‘Exchanging and Protecting Personal Data in a Globalised World’ COM

2017 7 final.


https://ssrn.com/abstract=3762971
https://dx.doi.org/10.2139/ssrn.3762971

forgotten. This right is now enshrined in law in Art. 17 of the GDPR). In Google v CNIL (C-507/17),
the Court had to determine the territorial scope of the right to be forgotten and established a
general rule of EU-wide de-referencing in connection with measures preventing or at least
seriously discouraging access to non-EU search results. Nonetheless, it has as a concept been
adopted globally and such caselaw is regarded to be iconic of EU law and has generated much

debate as to its implementation, search engine transparency and public figures.’

b) The Status and Significance of Consent in Personal Data Protection Law (opt-in or opt-out?)

Processing personal data is generally prohibited, unless it is expressly allowed by law, or the data
subject has consented to the processing. While being one of the more well-known legal bases
for processing personal data, Consent is only one of six bases mentioned in the General Data
Protection Regulation (GDPR). The others are: contract, legal obligations, vital interests of the
data subject, public interest and legitimate interest as stated in Article 6(1) GDPR. The basic
requirements for the effectiveness of a valid legal consent are defined in Article 7 and specified
further in recital 32 of the GDPR. Consent must be freely given, specific, informed and
unambiguous. In order to obtain freely given consent, it must be given on a voluntary basis.
Caselaw In C-673/17 — Planet 49 GmbH ECLI:EU:C:2019:80 as to Article 6(1) GDPR the CJEU held
that consent must be given by a clear affirmative act and this rights-centric view of EU law

appears key.®

c) The Limit of the Notice and Consent model and the countermeasure

As noted above, consent is a core principle of the operation of the GDPR. Its individualism and
focus upon human-centric applications of privacy dominates its operation and arguably is at the

anthtiesis of the principles outlined by Solove.

7 See https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2014/wp225_en.pdf Vrabec, Helena
U., 'The Right to Be Forgotten', Data Subject Rights under the GDPR (Oxford, 2021; online edn, Oxford Academic, 22 July
2021), https://doi.org/10.1093/0s0/9780198868422.003.0006, accessed 22 May 2023.

8 Wiedemann, K. The ECJ’s Decision in “Planet49” (Case C-673/17): A Cookie Monster or Much Ado About Nothing?. IIC 51, 543—

553 (2020). https://doi.org/10.1007/s40319-020-00927-w

10
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d) How are devices or architectures such as a Personal Data Store (PDS) being utilized to assist

with the person's controllability of their personal data?

Personal data stores (PDSs) represent a complex class of technologies that raise interesting
many uncertainties in relation to the responsibilities under the GDPR. Processing special
categories of personal data is prohibited by Article 9(1) GDPR unless an exemption applies; in
commercial contexts, this is generally explicit consent® The ‘personal and household
exemption’, which precludes the GDPR from applying to data processing whenever processing
occurs ‘by a natural person in the course of a purely personal or household activity” with no
connection to a professional or commercial activity, is interpreted narrowly. Although PDSs
raise challenges under the GDPR where platforms themselves can also pursue commercial
objectives by processing user data for their own intentions. PDSs are consent-oriented and may
provide means to assist in appropriately obtaining user consent.!® Overall, their objectives are
similar: to empower individual users with more transparency and control over the processing of

their personal data.

e) Profiling regulations. E.g., the right to object to profiling (GDPR Article 21).

Under Article 22 of the GDPR, data subjects have the right not to be subject to a decision with
legal or significant effects based solely on automated processing or profiling. When automated
decisions are exceptionally allowed, according to the conditions set in the second paragraph,
the data controller shall implement suitable safeguards for the data subject, such as the right to
obtain human intervention, to express their point of view and to contest the decision (Article
22(3) GDPR).

Profiling is ‘any form of automated processing of personal data consisting of the use of
personal data to evaluate certain personal aspects relating to a natural person, in particular to

analyse or predict aspects concerning that natural person’s performance at work, economic

9 Janssen, Heleen and Cobbe, Jennifer and Norval, Chris and Singh, Jatinder, Decentralised Data Processing: Personal Data Stores
and the GDPR (December 28, 2020). International Data Privacy Law, Volume 10, Issue 4 Pages 356-384,
https://doi.org/10.1093/idpl/ipaa016 (28 December 2020).

10 Bodd, B. and Irion, K. and Janssen, H. and Giannopoulou, A. (2021). Personal data ordering in context: the interaction of meso-
level data governance regimes with macro frameworks. Internet Policy Review,[online] 10(3). Available at:
https://policyreview.info/articles/analysis/personal-data-ordering-context-interaction-meso-level-data-governance-regimes

[Accessed: 22 May. 2023].
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situation, health, personal preferences, interests, reliability, behaviour, location or
movements.’ (Art. 3(4) LED; Art. 4(4) GDPR). Profiling is itself thus a form of automated
decision-making Article 21 GDPR provides that the data subject shall have the right to object,
on grounds relating to his or her particular situation, at any time to processing of personal

data concerning him or her which is based on point (e) or (f) of Article 6(1), including profiling
based on those provisions. EU data protection law does not prevent the use of either systemic
or individualised predictive policing applications if such applications are provided for by law
while an array of provisos and conditions detract from the law’s certainty and may further limit

its utility.!

f) The right to data portability or the right to transmit personal data (e.g., GDPR Article 20)
And in what situations are these rights implemented in practice?

Article 20 GDPR provides for the right to data portability and the exercise of the right is said to
still requires clarification, as a narrow interpretation of this would result in fewer benefits for
individuals whilst a wide interpretation of this concept would be a concern for data controllers.
As despite the lack of clarity, Article 20 of the GDPR will potentially not cover the transfer of data
that has been generated by the service provider for statistical and analytical purposes such as
online reputations. It is argued that the wording of the Article 20 of the GDPR limits the scope
of the right to data portability to a great extent.

Businesses cannot use Article 20 of the GDPR as the right to data portability is only available to
living and identifiable individuals. The right to data portability under Article 20 of the GDPR might
not deliver the intended results due to its ambiguity and due to the inherent limitations
contained therein such as the rights and freedoms of other data subjects. The right to data
portability has many implications eg facilitating market access, preventing high switching costs

and alleviating network effects that threaten potential competition in a marketplace.?

@O0rganization and authority of the supervisory body enforcing personal data protection law.

Sanctions and complaint mechanisms.

11 Lynskey, Orla, ' Article 20 Right to data portability', in Christopher Kuner and others (eds), The EU General Data Protection
Regulation (GDPR): A Commentary (New York, 2020; online edn, Oxford
Academic), https://doi.org/10.1093/0s0/9780198826491.003.0052, accessed 30 June 2023

12 Peter Swire and Yianni Lagos, 'Why the Right to Data Portability Likely Reduces Consumer Welfare: Antitrust and Privacy Critique'

(2013) 72 Maryland Law Review 335.

12
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A vast apparatus of provisions is provided for in the GDPR as to supervision mechanisms,
authorities and procedures in Articles 75 GDPR onwards, as outlined in the literature review.
The CJEU in Case C-132/21 Budapesti Elektromos M{ivek ECLI:EU:C:2023:2 that it was up to the
Member States to ensure the consistent and homogeneous application of such GDPR remedies
provisions, but they also had to provide safeguards, such as ensuring that Article 47 CFR would

not be violated

A not-for-profit body, organisation or association whose statutory objectives are in the public
interest and which is active in the field of the protection of data subjects' rights and freedoms
may lodge a complaint to a DPA on behalf of a data subject or exercise the right to judicial
remedy and the right to seek compensation on behalf of data subjects on account of Article 80
GDPR. The CJEU held recently that under Article 80(2) GDPR, national legislation may allow
consumer protection associations to bring legal proceedings for GDPR violations. C-319/20 Meta
Platforms Ireland Limited v Bundesverband der Verbraucherzentralen und Verbraucherverbinde
ECLI:EU:C:2022:32.

The Advocate General issued an opinion in Case C-300/21 Ul v Osterreichische Post AG
ECLI:EU:C:2022:756 regarding preliminary questions asking about the nature of non-material
damages for violations of Article 82 GDPR. Among other things, the AG concluded that the
compensation for non-material damage does not cover mere upset which a data subject may

feel as a result of an infringement.

According to Article 83(5)-(6) GDPR the maximum fine that can be imposed for serious
infringements of the GDPR is the greater of €20 million or four percent of an undertaking's
worldwide turnover for the last financial year and has been the subject of a highly significant

decision in 2023.%3

(®Judicial proceedings or judicial remedy (standing to sue, class action.)

13 See EDPB/ Irish Data Protection Commissioner decision as to Meta March 2023. ‘Decision of the Data Protection Commission
made pursuant to Section 111 of the Data Protection Act, 2018 and Articles 60 and 65 of the General Data Protection Regulation’

https://edpb.europa.eu/system/files/2023-05/final_for_issue_ov_transfers_decision_12-05-23.pdf

13
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As outlined in Recital 143 of the GDPR, a vast range of judicial remedies apply as to the
Regulation from Article 78 GDPR onwards as will be outlined here. The supervisory authorities
under the GDPR are mandated with the powers to consider complaints against infringements
of the rights of individuals under the GDPR and also to impose penalties in the form of fines up
to a very significant maximum amount on controllers or processors in order for the penalties to
be effective. As a result, such entities must be established by Member State law as independent
authorities with a fixed term of office and legal guarantees against premature removal from
office and full jurisdiction in the matters entrusted to their powers of investigation and decision.
As data protection supervisory authorities do not satisfy the requirements for being ‘tribunals’
under EU law, their decisions must be subject to judicial review by a court pursuaunt to Article
78 GDPR. The objectives of Articles 77—-79 must be fulfilled effectively in national law irrespective

of any other remedies which may exist under national law.

@0Organization and authority of the supervisory body enforcing personal data protection law.

Sanctions and complaint mechanisms.

Article 78(1) requires there to be the opportunity under national law to appeal to a court
against legally binding decisions of a supervisory authority. In addition, Article 78(2) requires a

judicial remedy to be available against the inactivity of a supervisory authority which has been

seized of a complaint.”!

National courts which consider a decision on the question necessary to enable them to give
judgment, may, or in the case provided for in Article 267 TFEU, must, request the Court of Justice
to give a preliminary ruling on the interpretation of Union law, including this Regulation.’® that
national court does not have the power to declare the Board’s decision invalid but must refer
the question of validity to the Court of Justice in accordance with Article 267 TFEU as interpreted

by the Court of Justice, where it considers the decision invalid.

14 Indeed, the CJEU has emphasised that it is incumbent on supervisory authorities to examine such complaints ‘with all due
diligence’. See Case C-362/14 Maximillian Schrems v Data Protection Commissioner ECLI:EU:C:2015:650, para 5.

15 Case C-645/19 Facebook Ireland Ltd and Others v Gegevensbeschermingsautoriteit ECLI:EU:C:2021:483.

14



(®Judicial proceedings or judicial remedy (standing to sue. class action.)

The main reason for the increased attention garnered by the GDPR can be attributed to its new
sanctions regime, which seems inspired by EU competition law. Whereas the DPD had largely
left it to Member States how to sanction violations, the GDPR required ‘effective, proportionate
and dissuasive penalties’ and stipulated that administrative fines could amount to up to 4 per

cent of an undertaking’s worldwide annual turnover.

As noted above, a not-for-profit body, organisation or association whose statutory objectives
are in the public interest and which is active in the field of the protection of data subjects' rights
and freedoms may lodge a complaint to a DPA on behalf of a data subject or exercise the right
to judicial remedy and the right to seek compensation on behalf of data subjects on account of
Article 80 GDPR.

(®Utilization of health data for research purposes

Article 9 (2) (g) of GDPR provides that “the processing of genetic data, biometric data for the
purpose of uniquely identifying a natural person [and] data concerning health” are permitted
if “ [such a] processing is necessary for reasons of substantial public interest, on the basis of
Union or Member State law which shall be proportionate to the aim pursued, respect the
essence of the right to data protection and provide for suitable and specific measures to
safeguard the fundamental rights and the interests of the data subject”.

We have a question about the relationship between this provision and the utilization of health
data for research purposes. Is the consent of the patient required for the use of his/her
medical record or biometric data for research purposes or drug development? What legal
obligations, other than consent, do research institutions have when collecting and utilizing
patient health data for research purposes?

And we would like to know about a recent development in European Health Data Space
(EHDP).

In the European Union General Data Protection Regulation 2016/679 (GDPR) there are

four elements to its operation: data protection principles; legal bases for processing

personal data; information that must be given to the data subject; and, rights of the
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data subject; Each element contains a balance of interests. For stand-alone research
with human participants directly contacted by the researcher Security and data
minimisation standards (i.e. only gathering, analysing and keeping data for such a time
necessary for the purpose of the project) must be clear; data subjects must be informed
about the project fully, and data subjects rights must be respected. More complex data-
sharing methodologies are said to be more difficult to negotiate through the GDPR eg
as to whether original consents are valid for the new processing.'® Together with
the Data Governance Act (DGA) and the General Data Protection Regulation (GDPR),
the proposal for a Regulation on the European Health Data Space (EHDS) forms the new
regulatory and governance framework for the use of health data in the European
Union.Y” The European strategy for data, aims to create a single market for data in the
EU, and to establish common European data spaces in several strategic fields including
health to enable data to become available for use in the economy and society, whilst
also protecting the individuals who generate the data in control.'® Still, there are many
controversies as to the rights-centric nature of these issues in EU data protection law-
or lack thereof.?

A major debate has existed as to decisional privacy and much complexity surrounds how

informed must a choice be to qualify as a valid choice from an individual eg  in many modern

6 Townend, D. (2021). Privacy. In G. Laurie, E. Dove, A. Ganguli-Mitra, C. McMillan, E. Postan, N. Sethi, et al. (Eds.), The
Cambridge Handbook of Health Research Regulation (Cambridge Law Handbooks, pp. 73-80). Cambridge: Cambridge University
Press. doi:10.1017/9781108620024.010

17 European Health Data Space.” European Commission.; European Commission, “Proposal for a Regulation of the European
parliament and of the Council on the FEuropean Health Data Space” COM/2022/197 FINAL, May 3, 2022

<https://health.ec.europa.eu/ehealth-digital-health-and-care/european-health-data-space_en> _(accessed 1 July 2023).

18 Also: in the Digital Services Act (DSA), online platforms and online search engines must assess their risk from design,
functioning or use on the protection of public health, minors, and serious negative consequences to a person’s physical and
mental well-being. In the Digital Markets Act (DMA), the Commission grants an exemption to gatekeepers on the
grounds of public health and allows the processing of personal data previously prohibited.

1% EDRI. “EU’s proposed health data regulation ignored patients’ privacy rights.” EDRi. March 6, 2023. <https://edri.org/our-work/eu-

proposed-health-data-regulation-ignores-patients-privacy- rights/>(accessed 1 July 2023).
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biomedical research methodologies, is contested.? Prior to the EHDS, although Article 7(3)
GDPR provided that that data subjects had the right to withdraw their consent at any time, there
was no indication of the correlative duties of data controllers. The EHDS introduces additional
non-scientific justifications for the secondary use of health data. development and innovation
activities, algorithmic and Al projects and applications of personalized health care (Art. 34 (1)f-
g EHDS). Developing further upon the GDPR, the EHDS will make provisions for the secondary
use of health data and is intended to contribute to the ‘general interest of society’. Article 34
provides for a permitted purpose as to training, testing and evaluating of algorithms. Other
provisions related to other purposes eg scientific research, public health, health-related
statistics, education activities, and providing personalised healthcare. Secondary use is
prohibited for activities that are detrimental or otherwise harmful to individuals or society at

large.

a:The right of access by data subjects (Article 15 GDPR) and Al Article 15 (h) of GDPR
provides that the data subjects shall have the right to obtain from the controller
confirmation as to “the existence of automated decision-making, including profiling, referred
to in Article 22(1) and (4) and, at least in 22 those cases, meaningful information about the
logic involved, as well as the significance and the envisaged consequences of such processing
for the data subject”. What does “meaningful information” in this provision mean?
Generally, common people have no special capacity or expertise to understand the
algorithm of Al. What kind of explanation is considered "meaningful information" under

case law and guidelines?

Health Data Access Bodies (HDABs) may grant access to health data for secondary use, by issuing
a data permit eg to support development, training, testing, and validation of Al systems in health

domain under the Al Act.?* Empirical research in 30 countries (27 EU and 3 EFTA EEA Member

2 Townend, D. (2021). Privacy. In G. Laurie, E. Dove, A. Ganguli-Mitra, C. McMillan, E. Postan, N. Sethi, et al. (Eds.), The
Cambridge Handbook of Health Research Regulation (Cambridge Law Handbooks, pp. 73-80). Cambridge: Cambridge University
Press. doi:10.1017/9781108620024.010.

21 See Teodora Lalova Spinks, ‘People Have the Power: Patient empowerment in the European Health Data Space proposal
(Part 1)’

https://www.law.kuleuven.be/citip/blog/people-have-the-power-patient-empowerment-in-the-european-health-data-space-proposal-

part-i/ (accessed 1 July 2023); Tjasa Petro¢nik and Sofia Palmier ‘The Al Act and European Health Data Space Proposal Seeing Al
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States), consisting of a survey amongst all Data Protection Authorities (DPAs) and interviews
with experts of privacy organisations has shown that several types of potentially ‘meaningful
information’ that could be in scope of right of access requests were assessed, as well as several
types of information on the consequences for data subjects but rather most of these types of

information are rarely or not at all provided in practice.?

B)The right of access by data subjects (Article 15 GDPR), the right to data portability and
medical records

By exercising the right of access by data subjects (Article 15 GDPR), can the data subject
obtain from a hospital his/her medical records or health data? And are these health data
included in the data portability rights?

It is conceivable that medical data could be aggregated into an individual app for more
personalized medical services. | would like to know about the relationship between such a

personalized medical service and European Health Data Space (EHDP).

The GDPR defines the right to data portability in Article 20(1), stating that individuals have the
right to receive their personal data in a clear, easy way, and the right to send these data to
another controller without hindrance from the original controller. Under the EHDS, the right
data portability is found in Article 3(8) EHDS.% It is understood to be linked to the primary use
of health data in order to allow patients to exchange and provide access to their primary health
data processed by public or private controllers between multiple healthcare providers (Article

10(2)(0)(4) EHDS as pharmacies, hospitals, and other points of care).?* According to the

to Ai with one another European Law” Blog 26/2023 < https://europeanlawblog.eu/2023/05/30/the-ai-act-and-european-health-data-

space-proposal-seeing-ai-to-ai-with-each-other/> (accessed 1 July 2023).

22 Bart Custers, Anne-Sophie Heijne, “The right of access in automated decision-making: The scope of article 15(1) (h)
GDPR in theory and practice’ (2022) 46 Computer Law & Security Review’ 105727.
23 Florina Pop and Laura Grant ‘Data portability in the European Health Data Space: Benefits, Risks, and Challenge’

<https://www.eipa.eu/blog/data-portability-in-the-european-health-data-space/#> EUIA Blog (accessed 1 July 2023);

24 See Teodora Lalova Spinks, ‘People Have the Power: Patient empowerment in the European Health Data Space

proposal (Part 1)’

https://www.law.kuleuven.be/citip/blog/people-have-the-power-patient-empowerment-in-the-european-health-data-space-proposal-

part-i/ (accessed 1 July 2023).
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definition of “electronic health data” and Recital 12, primary data portability in the EDHS,

unlike the GDPR, also covers inferred data.

The CJEU held that Article 15(1)(c) GDPR obliges the controller to disclose the identity of specific
recipients of personal data if the data subject requests it, unless the request is manifestly
unfounded or excessive, in which case information about categories of recipients is sufficient:
C-154/21, RW v Osterreichische Post, 12 January 2023.%° In 2023, Advocate General Nicholas
Emiliou, in an Opinion in the case of C-307/22 FT v DW found that Art. 12(5) and Art. 15(3) GDPR
had to be interpreted as requiring a data controller to provide the data subject with a copy of
his or her personal data, even relating to proceedings where the data subject requested the
copy for purposes unrelated to data protection.?® In that case, a patient of a dental practice,
who suspected a treatment error, requested that the dental practice provide him, free of charge,
with a copy of all medical records concerning him that were in the possession of the dental

practice in preparation for litigation.

#¢This work was supported by JST [Moonshot R&D][Grant Number JPMIMS2293]
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1. Germany

Report on personal data protection law in Germany

Report Uber Datenschutzrecht in Deutschland

by Prof. Dr. Meinhard Schrdder and Alexander Frammersberger

University of Passau

Question List/ Fragenkatalog

1. The Relationship between Constitutional Law and Personal Data Protection Law

(1)Constitutional Status of the Right to Privacy or the Right to Informational Self-Determina-

tion

“Is the right to privacy or the right to informational self-determination (i.e., the right to self-
determination in the management of personal data; das Recht auf informationelle Selbstbes-
timmung) guaranteed as a constitutional right? If so, is the right to privacy interpreted to be

different from the right to informational self-determination?”

a) Right to privacy

Art. 2 Abs. 1 GG er6ffnet mit den Worten: ,,Jeder hat das Recht auf die freie Entfaltung seiner
Personlichkeit. Damit sollen nach verbreiteter Ansicht! zwei eigenstandige Grundrechte zum
Ausdruck gebracht werden, zum einen die allgemeine Handlungsfreiheit? und zum anderen das
allgemeine Personlichkeitsrecht. 3 Wihrend der allgemeinen Handlungsfreiheit nur die
Funktion eines Auffanggrundrechts zukommt und sie gegeniber spezielleren Freiheitsrechten
subsidiar ist,* wurde das allgemeine Personlichkeitsrecht durch die Rechtsprechung zu einem
den Spezialfreiheitsrechten gleichen Recht entwickelt. ®> Es wird stets als

,,Kombinationsgrundrecht* in Verbindung des Personlichkeitsrechts aus Art. 2 Abs. 1 GG mit

! Andere Ansicht wohl Kube, in: HStR VII, § 148 Rn. 108.

2 Die Garantie derselben ergibt sich vor allem aus einer historischen Auslegung — Art. 2 des Herrenchiemsee-
Entwurfs lautete: ,,Jedermann hat die Freiheit, innerhalb der Schranken der Rechtsordnung und der guten Sitten
alles zu tun, was anderen nicht schadet.«, vgl. J0OffR, NF Bd. 1 S. 55 — und aus einer systematischen Auslegung
unter Berticksichtigung der weiten Schrankenregelung.

3 BVerfGE 95, 267 (303); BVerfGE 6, 32 (36 f.); BVerfGE 80, 137 (152 f.).

4 BVerfGE 85, 214 (217 f.); BVerfGE 148, 267 Rn. 38.

5> BVerfGE 153, 182 Rn. 205; BVerfGE 118, 168 (183); BVerfGE 106, 28 (36).
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der Menschenwiirde gem. Art. 1 Abs. 1 GG zitiert.® Allerdings kommen dogmatisch nicht zwei
Grundrechte kumulativ zur Anwendung, sondern die Verbindung mit Art. 1 Abs. 1 GG dient
lediglich als Interpretationsimpuls und Verdeutlichung des Gewahrleistungsumfangs.’ Die
Aufladung des allgemeinen Personlichkeitsrechts durch die Menschenwirde fuhrt dazu, dass
von der urspriinglichen ausdriicklichen Kodifikation in Art. 2 Abs. 1 GG etwas abgeruckt
wurde; der tatsachliche Umfang des allgemeinen Personlichkeitsrechts also erst in der
Kombination dargestellt werden kann. Gewahrleistungsgehalt des allgemeinen
Personlichkeitsrechts ist die Integritat der Personlichkeit, das heif3t, das Sein im Unterschied
zum Tun. ® Das Grundrecht gewahrleistet dem Einzelnen einen Riickzugsraum der
Individualitit; er hat das Recht, ,,in seiner Privatheit in Ruhe gelassen zu werden®®, , sich selber
zu gehdren“!C. Das beinhaltet bis zu einem gewissen Grade auch ein Recht auf Anonymitat.*!
Das BVerfG hat dies in der Lebach-Entscheidung anschaulich in die Worte gefasst: ,,Jedermann
darf grundsétzlich selbst und allein bestimmen, ob und wieweit andere sein Lebensbild im

ganzen oder bestimmte Vorgénge aus seinem Leben 6ffentlich darstellen dirfen 1?

b) Informationelle Selbstbestimmung

Aus dem allgemeinen Personlichkeitsrecht gem. Art. 2 Abs. 1 iVm. Art. 1 Abs. 1 GG hat das
BVerfG 1983 im Volkszahlungsurteil das Recht auf informationelle Selbstbestimmung
entwickelt. 1* Das Gericht filhrte dabei aus, dass die bisherigen Konkretisierungen des
Allgemeinen Personlichkeitsrechts nicht abschlieRend sind; insoweit kann sich dieses also auch
im Zuge neuer Gefahren durch die fortschreitende Entwicklung der Technologie
weiterentwickeln.* Es bestand also auch bereits vor dem Volkszéhlungsurteil Schutz fir
personenbezogene Daten, was das BVerfG mit den Verweisen auf die Entscheidungen

15

,,Mikrozensus®, ,»Scheidungsakten®, 16 Arztkartei“, 7 ,Lebach*, ® und

Im Anschluss an die zivilrechtliche Rechtsprechung BVerfGE 34, 269 (278); schon in der Liith Entscheidung
Art. 2 Abs. 1 GG mit Art. 1 GG in Verbindung bringend BVerfGE 6, 32 (41).

" BVerfGE 27, 344 (351); Rixen, in: Sachs, GG, 9. Aufl. 2021, Art. 2 Rn. 63.

8 Vgl. Rixen, in: Sachs, GG, 9. Aufl. 2021, Art. 2 Rn. 59; siehe auch bereits Diirig, JR 1952, 259 (261).

9 Starck, in: v. Mangoldt/Klein/Starck, GG, 7. Aufl. 2018, Art. 2 Abs. 1 Rn. 85.

10 Arndt, NJW 1967, 1845 (1846).

1vgl. dazu Neumann-Duesberg, Juristen-Jahrbuch VII, S. 138. Siehe auch v. Mutius, Anonymitat als Element
des allgemeinen Persdnlichkeitsrechts — terminologische, rechtssystematische und normstrukturelle Grundfragen,
in: Baumler/v. Mutius, Anonymitét im Internet, 2003, S. 12 ff. Siehe auch BGH, NJW-RR 2007, 619 (620).

12 BVerfGE 35, 202 (220).

13 BVerfGE 65, 1.

14 BVerfGE 65, 1 Rn. 152.

15 BVerfGE 27, 1 (6).

16 BVerfGE 27, 344 (350 f.).

17 BVerfGE 32, 373 (379).

18 BVerfGE 35, 202 (220).
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,Suchtkrankenberatungsstelle<® belegt. Das BVerfG nahm allerdings die neuen Gefahren
durch moderne Informationstechnologie zum Anlass, eine spezifische Auspragung aus dem
Personlichkeitsrecht in Form der informationellen Selbstbestimmung abzuleiten und so der
durch die technischen Neuerungen gesteigerten Bedeutung des Allgemeinen
Personlichkeitsrechts Rechnung zu tragen.?’ Obwohl es sich bei dem Recht auf informationelle
Selbstbestimmung um eine Ableitung aus dem Allgemeinen Personlichkeitsrecht handelt, hebt
die Rechtsprechung dessen Eigenstiandigkeit zunehmend hervor. 22 Das Recht auf
informationelle Selbstbestimmung ist als urspriingliche Auspragung des Allgemeinen
Personlichkeitsrechts auch von Verfassungsrang; weist aufgrund seiner Ableitung und der
damit verbundenen spezifischen Schutzrichtung allerdings keinen expliziten Niederschlag in
der Verfassung auf.

c) Difference

Da sich das Recht auf informationelle Selbstbestimmung aus dem Allgemeinen
Personlichkeitsrecht entwickelte, muss man weniger von der Unterschiedlichkeit, sondern eher
von der Spezialitat sprechen. Das Allgemeine Personlichkeitsrecht schitzt vor staatlichen
Eingriffen in die personliche Integritit. Die einzelne Person muss ihre ,Individualitét
selbstbestimmt entwickeln und wahren* kénnen.?? Das allgemeine Personlichkeitsrecht schiitzt
dabei nur solche Elemente der Entfaltung der Personlichkeit, die — ohne bereits den besonderen
Freiheitsgewahrleistungen  des  Grundgesetzes zu  unterliegen — diesen an
personlichkeitskonstituierender Bedeutung nicht nachstehen.?® Dementsprechend umfasst das
Allgemeine Personlichkeitsrecht etwa das Recht am eigenen Wort,?* das Recht an eigenen
Aufzeichnungen und am eigenen Bild,? oder auch die Sexualitat des Menschen.? In diese
Fallgruppen reiht sich grundséatzlich auch der Schutz vor der Verarbeitung personenbezogener
Daten ein: Die Daten werden geschiitzt, da sich aus ihnen Ruckschlisse auf die Personlichkeit
ziehen lassen. Durch die automatisierte Datenverarbeitung ist das allgemeine
Personlichkeitsrecht in besonderem Mal3e bedroht, worauf mit der besonderen Auspréagung des

Rechts auf informationelle Selbstbestimmung reagiert wurde. Insoweit differieren das

19 BVerfGE 44, 353 (372 f.).

2 Dreier, in: Dreier, GG, 3. Aufl. 2015, Art. 2 1 Rn. 79.

21 BVerfGE 115, 320 (341); BVerfGE 120, 351(360); BVerfGE 133, 277 Rn. 105; ebenso Jarass, in: Jarass/Pieroth,
GG, 17. Aufl. 2022, Art. 2 Rn. 40.

22 BVerfGE 141, 186-220, Rn. 32; BVerfGE 35, 202 (220); BVerfGE 79, 256 (268); BVerfGE 90, 263 (270);
BVerfGE 117, 202 (225).

2 BVerfGE 141, 186-220, Rn. 32; BVerfGE 79, 256 (268); BVerfGE 99, 185 (193); BVerfGE 120, 274 (303).

24 BVerfGE 34, 238 (246 ff.); hinsichtlich der Abgrenzung zu Art. 10 GG oder Art. 13 GG vergleiche etwa Starck,
in: Mangoldt/Klein/Starck, GG, 7. Aufl. 2018, Art. 2 Abs. 1 Rn. 92.

% BVerfGE 80, 367 (375).

2 BVerfGE 47, 46 (73 f.).
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Allgemeine Personlichkeitsrecht und das Recht auf informationelle Selbstbestimmung primér
hinsichtlich des sachlichen Anknupfungspunktes und weniger hinsichtlich der abstrakten
Schutzintensitat. Gleichwohl ,,flankiert und erweitert die informationelle Selbstbestimmung
den Schutzbereich hinsichtlich spezifischer Gefahren moderner Datenverarbeitung; so
verschiebt sich der potentielle Eingriff in den Schutzbereich schon auf das Stadium einer
Gefahrdung. 2" Fir einen effektiven Grundrechtsschutz erweitert die Rechtsprechung den
Schutzbereich der informationellen Selbstbestimmung auch dahingehend, dass jede
Verarbeitung personenbezogener Daten einen Eingriff darstellt, insoweit soll es kein

,.belangloses Datum* mehr geben.?®

Zusammenfassend l&sst sich festhalten, dass die informationelle Selbstbestimmung als
verselbststandigte Auspragung des Allgemeinen Personlichkeitsrechts zu begreifen ist, welche
in ihrer Ausformung an die besonderen Anforderungen der Datenverarbeitung bzw. die damit
verbundenen Gefahren angepasst wurde. Diese Abgrenzung findet auch Rickhalt in den
Ausfuhrungen des BVerfG zu ,,Recht auf Vergessen I*“. Darin lag dem Gericht ein Sachverhalt
uber die Bereithaltung von Presseberichten in einem Onlinearchiv vor. Die Abgrenzung
zwischen dem Allgemeinen Personlichkeitsrecht und der informationellen Selbstbestimmung
nahm das Gericht anhand des Schutzbedurfnisses des Betroffenen vor. Insoweit realisiert sich
die Gefahr in diesem Fall nicht durch die Datenverarbeitung, sondern durch die offentliche

Verbreitung bestimmter Informationen.?°

(2) Constitutional Significance of the Personal Data Protection Law

“If the right to privacy or the right to informational self-determination is constitutionally pro-
tected in any sense, is such right defined or stipulated as a purpose or guiding principle of the
personal data protection law? In other words, is the personal data protection law characterized

as a statute that implements constitutional values or norms such as the right to privacy?”

Die DSGVO statuiert in Art. 1 Abs. 2 DSGVO ausdrucklich, dass es Ziel der Verordnung ist,
die Grundrechte natlrlicher Personen zu schutzen, insbesondere deren Recht auf Schutz
personenbezogener Daten. Entscheidend dabei ist, dass die DSGVO nicht nur auf den Schutz
personenbezogener Daten abzielt, was bereits durch das ,,insbesondere” in Art. 1 Abs. 2 Hs. 2
DSGVO zum Ausdruck gebracht wird, sondern die Grundrechte insgesamt geschiitzt werden

27 30 etwa bei der automatischen Kennzeichenerfassung BVerfGE 150, 244 Rn. 37.
28 BVerfGE 65, 1 (45).
PBVerfGE 152, 152 Rn. 91.
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sollen. Dies tragt auch dem Umstand Rechnung, dass effektiver Datenschutz nur durch den

Schutz verschiedener Grundrechte gewahrleistet werden kann.*

Aus der Perspektive der europdischen Grundrechte realisiert die DSGVO vor allem Art. 7 und
Art. 8 GRCh.*! Das Ziel des Datenschutzrechts, die einschlagigen verfassungsrechtlichen
Positionen zu wahren, verdeutlichen sich auch durch die das Datenschutzrecht pragenden
Prinzipien  (Prinzip der Schutzrdume, Zweckbindungsgrundsatz, Grundsatz  der
Datenminimierung, Grundsatz des verantwortlichen Datenumgangs). 3 Diese Grundsétze
versuchen den Eingriff in die grundrechtliche Positionen auf das Notwendigste zu begrenzen
und gewahrleisten auch im Falle einer Datenerhebung einen interessengerechten Umgang mit

den Daten; insoweit wird dadurch der Grundrechtsschutz des Betroffenen maximiert.

Aus der Sicht des Verfassungsrechts, das im Fall von Offnungs- und Spezifizierungsklauseln
der DSGVO sowie bei der Umsetzung der JI-Richtlinie bedeutsam bleibt, stellt das BDSG
einfachgesetzliche Auspragungen des Rechts auf informationelle Selbstbestimmung dar,
insbesondere mit Blick auf die hinreichende Bestimmtheit der gesetzlichen Grundlagen fur
Datenverarbeitungen, und zugleich auch zum Schutz der Art. 10 GG und Art. 13 GG. Die
Einwilligung (Art. 6 Abs. 1 lit. a), Art. 7 DSGVO) ist dabei in besonderem Male Ausdruck
informationeller Selbstbestimmtheit (zur Einwilligung noch S. 11), aber gerade bei der
Datenverarbeitung durch o6ffentliche Stellen aufgrund der mdglicherweise fehlenden
Freiwilligkeit kontrovers diskutiert. Die Hinweispflichten, welche vor allem bei mittelbarer
Erhebung von Bedeutung sind, realisieren Selbstbestimmung (auf einer niedrigeren Stufe),
indem sie dem Betroffenen die Information verschaffen, ,wer was Uber ihn weiR“3 und
vermitteln ihm erst die Mdglichkeit zur Wahrung seiner Rechte (zur Hinweispflicht, noch S.
14).

30 Hornung/Spiecker gen. Dohmann, in: Simitis/Hornung/Spiecker, gen. D6hmann (Hrsg.), Datenschutzrecht, 1.
Aufl. 2019, Art. 1 Rn. 36.

31 Hinsichtlich weiterer relevanter Grundrechte Buchner, in: Kihling/Buchner, 3. Aufl. 2020, Art. 1 Rn. 13 f.

32 Siehe dazu etwa Wolff, in: BeckOK Datenschutzrecht, Stand 01.11.2021, Einl. Rn. 6 ff.

33 BVerfGE 65, 1 (42).
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2. The Overview of Personal Data Protection Law

(1) The Influence of other countries’ legal systems

“Are there any countries that you have referred to as models in enacting your country’s per-

sonal data protection law?”

Weltweit erkannten zuerst die deutschen Bundeslénder die Notwendigkeit einer gesetzlichen
Regelung moderner automatisierter Datenverarbeitung. So wurde am 30.09.1970 durch das
Hessische Datenschutzgesetz der weltweite Grundstein des Datenschutzrechts gelegt.3* Daran
anschlielend erlie3 auch das Land Rheinland-Pfalz im Jahr 1974 ein Landesdatenschutzgesetz,
welches erstmalig neben der technischen Datensicherheit auch das personliche Interesse des
Einzelnen mitberlcksichtigte. ** Im Jahr 1977 wurde unter diesen Eindriicken das
,Bundesgesetz zum Schutz vor Millbrauch personenbezogener Daten bei der
Datenverarbeitung* verabschiedet,*® welches ahnlich der aktuellen Regelung den Datenschutz
auf ,.alle personenbezogenen Daten* unabhangig ihrer Darstellungsform erstreckte.®’ Die
Entwicklung des Datenschutzrechts fand somit weitestgehend seinen Ursprung in Deutschland
und basiert somit zundchst in seiner Grundidee nicht auf den Erwégungen anderer Lander.
Malgeblich beeinflusst wurde das nationale Datenschutzrecht durch die im Laufe der Zeit
zunehmende  Europdisierung des Datenschutzrechts. Somit musste zuerst die
Datenschutzrichtlinie (95/46/EG) in nationales Recht umgesetzt werden. Diese wurde nach
mehr als 20 Jahren von der DSGVO abgeldst, welche aufgrund der nun erfolgten Ausgestaltung
als Verordnung und nicht mehr als Richtlinie zugleich den primaren Anknupfungspunkt fir
nationales Datenschutzrecht darstellt (vgl. Art. 288 AEUV). Die nationalen Regelungen
gerieten somit in den Hintergrund und regeln nur von der VVerordnung nicht erfasstes bzw. durch
Offnungsklauseln zuganglich gemachte Bereiche. Soweit ersichtlich basiert auch die DSGVO
nicht auf Erwdgungen anderer Datenschutzgesetze. Umgekehrt steht die DSGVO etwas
pointiert formuliert als grundrechtsfundiertes Modell den chinesischen und amerikanischen

Regelungen gegeniiber.®

% GVBI. 11970, 625.

% GVBI. 11974 S. 31.

% GVBI 11977 S. 201.

37Vvgl. dazu Wolff/Brink, in: BeckOK Datenschutzrecht, Stand 01.02.2022, Einleitung zur DSGVO Rn. 5.
38 Kuhling/Raab, in: Kiihling/Buchner, DSGVO, 3. Aufl. 2020, Einl. Rn. 1.
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(2) Definition and Scope of “personal data”

“Are cookies and other online identifiers included among personal data under the personal
data protection law? What is the definition of personal data under the personal data protection

law?”

a) Definition of personal data under the personal data protection law

Personenbezogene Daten sind gem. Art. 4 Nr. 1 DSGVO alle Informationen, die sich auf eine
identifizierte oder identifizierbare natlrliche Person beziehen; als identifizierbar wird eine
natlrliche Person angesehen, die direkt oder indirekt, insbesondere mittels Zuordnung zu einer
Kennung wie einem Namen, zu einer Kennnummer, zu Standortdaten, zu einer Online-
Kennung oder zu einem oder mehreren besonderen Merkmalen, die Ausdruck der physischen,
physiologischen, genetischen, psychischen, wirtschaftlichen, kulturellen oder sozialen Identitat
dieser natirlichen Person sind, identifiziert werden kann. Die Definition in der JI-Richtlinie

und dem sie umsetzenden § 46 BDSG sind identisch.

Die Legaldefinition des Art. 4 Nr. 1 DSGVO erfasst zu einem grof3en Teil auch die Falle sog.
,faktischer Anonymitit“,*® in denen eine Person zwar nicht unbedingt identifiziert werden soll,
aber (zumindest ex post) identifiziert werden kann; auch die DSGVO folgt insofern einem
risikobasierten Ansatz. Umstritten ist allerdings, in welchem Umfang bei der Frage der
Identifizierbarkeit ,,Zusatzwissen* zu beriicksichtigen ist, mit dessen Hilfe eine Verbindung
zwischen der Information und einer Person hergestellt werden kann. Eine (Minder-)Meinung
im Schrifttum folgt dazu der Theorie des ,,absoluten Personenbezugs* und lésst es ausreichen,
dass das zur Identifizierung erforderliche Zusatzwissen Gberhaupt irgendwo existiert.*® Das
uberzeugt aber nicht, denn damit wirden nahezu alle Daten einen Personenbezug aufweisen,
wéhrend EG 26 Satz 5 DSGVO klar davon ausgeht, dass es auch anonyme Informationen gibt,
die nicht dem Datenschutzrecht unterfallen. Auch der Zweck von Pseudonymisierung und
Verschliisselung, der gerade darin liegt, zwischen Inhabern des ,,Schliissels* (i.w.S.) und der
breiten Masse zu differenzieren, wirde in Frage gestellt. Daher stellt die Uberwiegende
Rechtsprechung darauf ab, Uber welche Mdoglichkeiten der fiir die Datenverarbeitung
Verantwortliche verfiigt.* Sie folgt damit der Theorie des relativen Personenbezugs, die darauf

abstellt, ob gerade der Verantwortliche in der Lage ist, den Personenbezug herzustellen.*? Diese

3 Hornung/Wagner, CR 2019, 565, Rn. 7; vgl. auch EG 26 DSGVO.

40 Zu den Theorien statt vieler v. Lewinski/Riipke/Eckhardt, DaSR, 2. Aufl. 2022, § 10 Rn. 30.

41 Dazu etwa BGH GRUR 2015, 192 (194).

42 Zu den Theorien statt vieler v. Lewinski/Ripke/Eckhardt, DaSR, 2. Aufl. 2022, § 10 Rn. 30. Fur die relative
Theorie bspw. Brauneck, EuZW 2019, 680 (683 f.); Karg, in: Simitis/Hornung/Spiecker, gen. D6hmann (Hrsg.),
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Sichtweise flihrt dazu, dass dasselbe Datum fiir eine Person Personenbezug aufweisen kann, flr
eine andere dagegen nicht. Das Uberzeugt, gerade auch vor dem Hintergrund der auch in der
DSGVO anerkannten Ziele von Pseudonymisierung und Verschlisselung. Auch der fur die
Auslegung des europdischen Datenschutzrechts letztzustdandige EuGH hat sich in der
Rechtssache Breyer, in der es um den Personenbezug dynamischer IP-Adressen ging,
(tendenziell) dieser Auffassung angeschlossen: Zwar hat er das Zusatzwissen Dritter mit
einbezogen, wenn es zur Bestimmung der betreffenden Person (objektiv) eingesetzt werden
kann,* allerdings hat er eine Identifizierbarkeit abgelehnt, wenn die Identifizierung der
betreffenden Person gesetzlich verboten oder praktisch nicht durchfiihrbar und damit das
Identifizierungsrisiko de facto vernachlassigbar ware,* und damit ein einzelfallbezogenes, bis
zu einem gewissen Grad subjektives (da auf den konkreten Verantwortlichen bezogenes)

Element hinzugefiigt.*

b) Are cookies and other online identifiers included among personal data under the personal
data protection law?

RegelmaRig lasst der Datensatz eines Cookies keinen Ruckschluss auf die Person zu. Fugt die
Person allerdings vor oder nach der Platzierung des Cookies weitere Identifikationsmerkmale
hinzu, kann der Datensatz des Cookies mit den Identifikationsmerkmalen des Nutzers

verbunden werden und stellt so ein personenbezogenes Datum dar.*°

Die Einordnung einer dynamischen IP-Adresse als personenbezogenes Datum lasst sich ahnlich
bewerten. Grundsétzlich weil3 nur der Internetanbieter des jeweiligen Nutzers, welchem Nutzer
er zu welcher Zeit welche IP-Adresse zugeordnet hat; fiir diesen ist also eine dynamische IP-
Adresse immer ein personenbezogenes Datum.*’ Fir alle anderen Akteure stellt sich die
dynamische IP-Adresse wiederum nur dann als personenbezogenes Datum dar, wenn sie in

Verbindung mit anderen Informationen die Identifikation der Person ermdglichen.

Datenschutzrecht, 1. Aufl. 2019, Art. 4 Nr. 1 DSGVO Rn. 64. Ausdricklich fur diesen relativen Personenbezug
jetzt auch EuG, Urt. v. 26.4.2023 - T-557/20 (SRB/EDSB), ECLL:EU:T:2023:219, Rn. 97 ff.

43 EuGH, C-582/14, ECLI:EU:C:2016:779 — Breyer, Rn. 43.

4 EuGH, C-582/14, ECLI:EU:C:2016:779 — Breyer, Rn. 46.

45 Siehe zum Ganzen jungst Schroder, DVBI. 2023, 794 (796).

4% Dazu EuGH, Urt. v. 01.10.2019, C 673/17, ECLIL:EU:C:2019:801 — Planet 49; Klar/Kihling, in:
Kihling/Buchner, DSGVO, 3. Aufl. 2020, Art. 4 Rn. 36.

4 EuGH Urt. v. 24.11.2011 —C-70/10, ECLI:EU:C:2011:771 Rn. 51 — Scarlet Extended; Klar/Kihling, in:
Kihling/Buchner, DSGVO, 3. Aufl. 2020, Art. 4 Rn. 35.

48 personenbezug hinsichtlich eines Webseitenbetreibers, sofern diesem rechtlichen Mittel zustehen, Daten vom
Internetzugangsanbieter ~ heraus  zu  verlangen EuGH (2. Kammer), Urteil vom 19.10.2016 — C-
582/14 (Breyer/Deutschland)
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Unproblematisch ist die Einordnung als personenbezogenes Datum bei eindeutigen

Identifizierungsmerkmalen, wie Klarnamen in einer E-Mail-Adresse.*°

49 Klar/Kuhling, in: Kiihling/Buchner, DSGVO, 3. Aufl. 2020, Art. 4 Rn. 39.
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(3) The Rights of Data Subjects and the Obligations of those who process personal data

a) The right to erase personal data (e.g., GDPR Article 17) or the right to utilization cease

Die Regelung der Ldschung personenbezogener Daten ist eines der zentralen Elemente einer
interessengerechten Ausgestaltung des Datenschutzrechts. Art. 17 Abs. 1 DSGVO enthalt
sowohl eine Verpflichtung des Verantwortlichen zur Loschung von Daten als auch ein Recht
der betroffenen Person, von dem Verantwortlichen die unverzigliche Ldschung der ihn

betreffenden personenbezogenen Daten zu verlangen.

Die Ldschung hat — vorbehaltlich der Ausnahmen in Art. 17 Abs. 3 DSGVO, die ggf. eine
Abwagung erfordern — zu erfolgen, wenn einer der in Art. 17 Abs. 1 DSGVO abschlielend
aufgezéhlten Griinde vorliegt: fehlende Notwendigkeit zur Zweckerreichung (lit. a), Widerruf
der Einwilligung und Fehlen einer anderweitigen Rechtsgrundlage (lit. b), Widerspruch der
betroffenen Person (lit. c), unrechtmaBige Datenverarbeitung (lit. d), Erfullung einer
Rechtspflicht (lit. €), Erhebung in Bezug auf Dienste der Informationsgesellschaft fir Kinder
(lit. f). Zur Abwagung mit den Ausnahmen existiert einige Rechtsprechung des EuGH® und
der deutschen Gerichte.®!

Das Recht auf Loschung wird schon in der Uberschrift des Art. 17 DSGVO auch als ,,Recht auf
Vergessenwerden® bezeichnet. Art. 17 Abs. 2 DSGVO erinnert jedoch daran, dass insoweit
technische Probleme bestehen: Einem vollstandigen Vergessen steht gegebenenfalls nicht nur
die Erinnerung der mit der Datenverarbeitung befassten natlrlichen Personen entgegen,
sondern auch die Veroffentlichung von Daten (,,Das Internet vergisst nichts®). Hat der
Verantwortliche die personenbezogenen Daten 6ffentlich gemacht und ist er gem. Art. 17 Abs.
1 DSGVO zur Loschung verpflichtet, trifft ihn gem. Art. 17 Abs. 2 DSGVO eine
Informationspflicht an die fir die Datenverarbeitung Verantwortlichen; das Ziel ist es, die
Auffindbarkeit der Daten insbesondere in Suchmaschinen zu verhindern (,,De-Listing®).
Aufgrund der Nichtriickholbarkeit veroffentlichter Daten sto3t das Recht auf Ldschung und
somit zugleich das Recht auf Vergessen sowohl an rechtliche als auch an tatséchliche
Grenzen.%? Insoweit verkommt das Recht auf Loschung im Falle einer Veréffentlichung der
personenbezogenen Daten zu einem stumpfen Schwert. Sind die Daten nicht vertffentlicht,

sondern nur an einzelne Dritte Gbermittelt worden, greift Art. 19 DSGVO ein.

%0 Grundlegend EuGH, Urteil vom 13.5.2014, C-131/12 — Google und Google Spain; EuGH, Urteil vom 8.12.2022
— C-460/20 (TU)

1 BVerfGE 152, 216 Rn. 141; BGH, NJW 2020, 1595; BGH, NJW 2020, 3444.

%2 S0 auch Dix, in: Simitis/Hornung/Spiecker, gen. Déhmann (Hrsg.), Datenschutzrecht, 1. Aufl. 2019, Art. 17 Rn.
21. Zur territorialen Reichweite des De-L.istings siehe EuGH, 24.9.2019 — C-507/17, BeckRS 2019, 22051.
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Neben dem Recht auf Ldschung wird dem Betroffenen gem. Art. 18 DSGVO auch der
Anspruch auf Einschrankung der Verarbeitung zuteil. Dabei sollen die Daten zwar nicht
geléscht werden, sie sollen aber auch nicht mehr anderweitig verarbeitet werden durfen
(,.freezing®). Die von der Einschrankung betroffenen Dateien sind im Sinne des Art. 4 Nr. 3
DSGVO zu markieren. Die Einschrankung der Verarbeitung als Minus zur Léschung wird etwa
dann relevant, wenn der Ldschung das Interesse der betroffenen Person entgegensteht (Abs. 1
lit. b, c), oder wenn die Uberpriifung von Loschungsanspriichen eine gewisse Zeit erfordert
(Abs. 1 lita und d).>

b) The Status and Significance of Consent in Personal Data Protection Law (opt-in or opt-
out?):

When is the consent of the individual required under the personal data protection law? Whether
a business is required to obtain the consent of the individual (data subject) when acquiring
personal data? When personal data is provided to a third party, is the consent of the individual

required to be obtained?

aa) Significance of Consent

Die Bedeutung der Einwilligung, definiert als jede von der betroffenen Person freiwillig fir den
bestimmten Fall, in informierter Weise und unmissverstandlich abgegebene Willensbekundung
in Form einer Erklarung oder einer sonstigen eindeutigen bestatigenden Handlung, mit der die
betroffene Person zu verstehen gibt, dass sie mit der Verarbeitung der sie betreffenden
personenbezogenen Daten einverstanden ist (Art. 4 Nr. 11 DSGVO), konnte in der DSGVO
groBer nicht sein. > Die Einwilligung als Erlaubnistatbestand einer rechtméaRigen
Datenverarbeitung gem. Art. 6 Abs. 1 Nr. 1 DSGVO ist nicht nur der zentrale
Wirkmechanismus fur die Gestattung der Datenverarbeitung, sondern zugleich auch der
positive Ausdruck informationeller Selbstbestimmung der betroffenen Person durch die
Entscheidungsmaoglichkeit, ,,ob* und ,,wie* die personenbezogenen Daten verarbeitet werden
dirrfen.> Daneben tragt die Einwilligung aber nicht nur der Sicherung der grundrechtlichen
Position des Betroffenen Rechnung, sondern gewahrleistet auch aufgrund der umfangreichen
Anforderungen hinsichtlich Bestimmtheit und Ausdriicklichkeit *® die notwendige

Rechtssicherheit fiir die Datenverarbeiter.

53 So etwa Herbst, in: Kiihling/Buchner, 3. Aufl. 2020, Art. 18 Rn. 1.

4 Mit ahnlichem Urteil Albrecht: ,,entscheidender Grundpfeiler des Datenschutzes®, CR 2016, 88 (91).

%5 RoRnagel/Pfitzmann/Garstka, DuD 2001, 253 (258); Buchner/Petri, in: Kiihling/Buchner, DSGVO, 3. Aufl.
2020, Art. 6 Rn. 17.

%6 Buchner/Petri, in: Kihling/Buchner, DSGVO, 3. Aufl. 2020, Art. 6 Rn. 18 f.
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GemaR Art. 4 Nr. 11 DSGVO kann die Einwilligung (solange es nicht um sensible Daten geht,
Art. 9 Abs. 2 lit. a) DSGVO) nicht nur ausdrticklich, sondern auch konkludent erfolgen. Auch
konkludentes Handeln muss aber durch aktives Tun erfolgen (und auf die Einwilligung
gerichtet sein).5” Daraus wird die Schlussfolgerung gezogen, dass die betroffene Person beim
Aufrufen einer Website aktiv in Form einer ,,Opt In-Erklarung® seine Einwilligung zur
Verarbeitung personenbezogener Daten (insbes. Cookies) erteilen muss,*® die bloRe Untitigkeit
(Nicht-opt out) reicht — im Gegensatz zur Rechtslage vor Inkrafttreten der DSGVO®® — nicht
mehr aus. Hintergrund ist nach der Rechtsprechung des EuGH, dass nicht ausgeschlossen
werden kann, dass das Einwilligungsersuchen schlicht ibersehen wurde;° das mag in Féllen,
in denen beispielsweise jemand nach der Information Uber Fotoaufnahmen bei einer
Veranstaltung anwesend bleibt, anders sein. Bei der Verarbeitung von sensitiven Daten ordnet
Art. 9 Abs. 2 lit. a) DSGVO eine ausdriickliche Einwilligung an.

bb) When is the consent of the individual required under the personal data protection law?

Der Systematik des Art. 6 Abs. 1 S. 1 DSGVO folgend, stellt die Einwilligung einen von
mehreren Erlaubnistatbestdnden fir eine rechtmaRige Verarbeitung personenbezogener Daten
dar. Grundsatzlich bedarf es also jedenfalls der Einwilligung, wenn die Verarbeitung der
personenbezogenen Daten nicht zur Erfullung eines Vertrages mit der betroffenen Person (lit.
b Alt. 1), oder zur Durchfiihrung vorvertraglicher Malinahmen auf Anfrage der betroffenen
Person erforderlich ist (lit. b Alt. 2), oder der Erfullung einer rechtlichen Verpflichtung (lit. c),
dem Schutz lebenswichtiger Interessen (lit. d), der Wahrnehmung einer Aufgabe dient (lit. €),
oder im Uberwiegenden Interesse des Verantwortlichen oder Dritter steht (lit. f.). Entgegen der
systematischen Darstellung wird teils erwogen,®! der Einwilligung gem. Art. 6 Abs. 1 S. 1 lit.
1 DSGVO, aufgrund dessen, dass es sich dabei um ein milderes Mittel handele,? einen Vorrang

gegeniiber den vorgenannten Erlaubnistatbestanden einzurdumen.5?

5 EuGH, Urt. v. 01.10.2019, C 673/17, ECLI:EU:C:2019:801 — Planet 49, Rn. 52.

%8 ErwGr. 32 DSGVO; EuGH, Urt. v. 01.10.2019, C 673/17, ECLI:EU:C:2019:801 — Planet 49, Rn. 54 ff.

9 vgl. etwa BGH, NJW 2010, 864.

80 EuGH, Urt. v. 01.10.2019, C 673/17, ECLI:EU:C:2019:801 — Planet 49, Rn. 55.

81 Aufgrund dessen den pauschalen Vorrang auch ausschlieBend Buchner/Kiihling, in: Kiihling/Buchner, DSGVO,
3. Aufl. 2020, Art. 7 Rn. 16; Schulz, in: Gola/Heckmann, DSGVO, 3. Aufl. 2022, Art. 6 Rn. 10.

52'\/gl. Schantz, in: Simitis/Hornung/Spiecker, gen. Dohmann (Hrsg.), Datenschutzrecht, 1. Aufl. 2019, Art. 6 Rn.
11.

8 Ausdriicklich RoRnagel/Pfitzmann/Garstka, DuD 2001, 253 (258).
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cc) Whether a business is required to obtain the consent of the individual (data subject) when
acquiring personal data?

Wie ausgefhrt braucht ein Unternehmen nicht zwingend die Zustimmung des Betroffenen, um
dessen personenbezogenen Daten zu erlangen, soweit einer der sonstigen Erlaubnistatbestande
des Art. 6 Abs. 1 DSGVO vorliegt. RegelmaRig wird in Féllen einer Datenverarbeitung durch
ein Unternehmen der Erlaubnistatbestand des Art. 6 Abs. 1 S. 1 lit. b) DSGVO in Frage
kommen, je nach Konstellation kann auch Art. 6 Abs. 1 S. 1 lit. f) DSGVO relevant sein, etwa

bei der Verarbeitung 6ffentlich zugéanglicher Daten im Internet.

Obwohl mitunter empfohlen wird, wegen der teilweise vertretenen Auffassung des pauschalen
Vorrangs der Einwilligung und zu Beweisgrinden, etwa bei der Durchfuhrung von
vorvertraglichen MalRnahmen sicherheitshalber eine Einwilligung einzuholen, ist dies nicht
unproblematisch, weil die Einwilligung gemal Art. 7 Abs. 3 DSGVO jederzeit widerruflich ist
und es dann doch einer anderen Rechtsgrundlage fiir die Verarbeitung bedarf.

dd) When personal data is provided to a third party, is the consent of the individual required
to be obtained?

Jeder einzelne Datenverarbeitungsvorgang bedarf einer Rechtsgrundlage. Das bedeutet, dass
sowohl derjenige, der die Daten weitergibt, als auch der Empféanger eine Rechtsgrundlage fir
die Datenverarbeitung bendtigen; insoweit spricht man auch vom ,,Doppeltiirmodell*,** dies
meint, dass sowohl fir die Datenlibermittlung als auch fur den Empfang und die
Weiterverarbeitung eine Rechtsgrundlage notwendig ist. Eine Einwilligung kann sich
grundsatzlich auf beides beziehen. Zu beachten ist aber, dass sie jeweils nur fiir den
,bestimmten Fall“ (Art. 4 Nr. 11) erfolgt. Dies umfasst nicht nur die betroffenen
personenbezogenen Daten (Art. 4 Nr. 1), sondern auch den Verantwortlichen (Art. 4 Nr. 7) und
etwaige weitere Datenempfanger (Art. 4 Nr. 9). Willigt der Betroffene also explizit in eine
Weitergabe an und in die Verarbeitung durch Dritte ein, bedarf es keiner erneuten
Einwilligung; ® umgekehrt ist eine Weitergabe an Dritte etwa von einer konkludenten
Einwilligung regelmaRig nicht erfasst.®® Einer Einwilligung bei der Dateniibermittlung an
Dritte bedarf es auch nicht, wenn diese gesetzlich vorgeschrieben ist (Art. 6 Abs. 1 lit. c
DSGVO); etwa bei einer behordlichen Anordnung zur Offenlegung der personenbezogenen

8 BVerfGE 141, 220 Rn. 305.

8 Vgl. dazu Klement, in: Simitis/Hornung/Spiecker, gen. Déhmann (Hrsg.), Datenschutzrecht, 1. Aufl. 2019 Aurt.
7 Rn. 68.

% Frenzel, in: Paal/Pauly, DSGVO, 3. Aufl. 2021, Art. 6 Rn. 11.

32



Daten.%” Auch im Falle des Art. 6 Abs. 1 lit. b DSGVO kann eine Einwilligung entbehrlich sein,
da die Norm insoweit keine Aussage zum Vertragspartner der betroffenen Person trifft. Neben
dem Wortlaut des Art. 6 Abs. 1 lit. b DSGVO legt dieses Ergebnis auch ein systematischer
Vergleich zu Art. 49 Abs. 1 lit. b DSGVO nahe.%® SchlieRlich kann auch ein berechtigtes
Interesse zur Weitergabe bestehen, Art. 6 Abs. 1 lit. f DSGVO. Auch hier ist zu beachten, dass

sich die Rechtsgrundlage jeweils auf alle VVerarbeitungsvorgange beziehen muss.

c) The Limit of the Notice and Consent model and the countermeasure:

Daniel J. Solove, an authority on privacy law, points out the limitations of the privacy self-
management model in data protection law as follows; “[The U.S. privacy laws] provide[s]
people with a set of rights to enable them to make decisions about how to manage their data.
These rights consist primarily of rights to notice, access, and consent regarding the collection,
use, and disclosure of personal data. The goal of this bundle of rights is to provide people with
control over their personal data. ...As empirical and social science research demonstrates,
cognitive problems impair individuals’ ability to make informed, rational choices about the

costs and benefits of consenting to the collection, use, and disclosure of their personal data. ”

Thus, if there are limits to the self-management model in terms of the limitations of human
cognitive abilities, how does your country's personal data protection law address these chal-

lenges? For example, is an effective notice required for businesses?

Die informationelle Selbstbestimmung verwirklicht sich nach deutschem Verstandnis in
abgestufter Form: Die hdchste, bzw. beste Stufe ist die Einwilligung in eine Datenverarbeitung.
Hier wird ,selbst bestimmt“, ob ein Dritter Daten verarbeiten darf. Basiert die
Datenverarbeitung auf einer anderen Grundlage, tritt diese Form der Selbstbestimmung in den
Hintergrund oder wird, wenn die Verarbeitung gegen den Willen der betroffenen Person erfolgt,
sogar ignoriert. In diesen Fallen gewinnt ein anderer Aspekt der Selbstbestimmung an

Bedeutung: Der Einzelne soll wissen, wer was bei welcher Gelegenheit iiber ihn weiR.5°

Diese Idee ist auch in der DSGVO verwirklicht. Die in Art. 13 DSGVO geregelte
Hinweispflicht ist in der Zusammenschau mit Art. 14, 15 DSGVO das Fundament fir faire und
transparente Verarbeitung von personenbezogenen Daten (vgl. Art. 5 Abs. 1 lit. a DSGVO:
Transparenz); dies bringt bereits Art. 13 Abs. 2 DSGVO zum Ausdruck. Ziel der

5 Dazu und auch hinsichtlich der Gegenansichten dieser Auffassung Buchner/Petri, in: Kihling/Buchner,
DSGVO, 3. Aufl. 2020, Art. 6 Rn. 78.

8 Dazu Schantz, in: Simitis/Hornung/Spiecker, gen. Déhmann (Hrsg.), Datenschutzrecht, 1. Aufl. 2019, Art. 6 Rn.
22.

8 BVerfGE 65, 1 Rn. 146.
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Hinweispflichten ist es, die betroffene Person zum einen (ber den Verarbeitungsvorgang zu
unterrichten und daneben auch (ber weitere zusammenhéangende Absichten und Rechtsfolgen
aufzuklaren.’® Die in den Art. 13 ff. DSGVO geregelten Hinweispflichten erhalten durch Art.
12 DSGVO grundsétzliche Rahmenregelungen; so missen die Mitteilungen prézise,
transparent, verstandlich und leicht zuganglicher Form in einer klaren und einfachen Sprache
ubermittelt werden. Somit wird zumindest theoretisch der betroffenen Person auf moglichst
einfache und zugangliche Art und Weise eine Ubersicht verschafft, wer welche Daten und zu
welchem Zweck hat. Zusatzlich zu diesen Informationen wird der Betroffene gem. Art. 13 Abs.
2 DSGVO unter anderem auch Uber seine Rechte zur Loschung und Beschwerde etc. aufgeklart.
Die Hinweispflicht gepaart mit den Rechten auf Auskunft, Léschung und Widerruf der
Einwilligung stellt jedenfalls theoretisch einen ausreichenden Umfang an Transparenz und
Rechtsschutzmdglichkeit fir den Betroffenen dar. Die Hinweispflicht gem. Art. 13 DSGVO ist
auch nicht dispositiv, sondern unterliegt lediglich den Offnungsklausen des Art. 23, Art. 85 und
Art. 88 DSGVO."

Die grofite Schwache der Hinweispflicht ist das mangelnde Fachverstandnis der Betroffenen
und/oder das schlichte Desinteresse. Die nach Art. 13, 14 DSGVO mitzuteilende Informationen
sind regelmaRig so umfangreich,’? dass viele Betroffene die dafiir nétige Zeit nicht aufbringen
wollen oder kénnen und sich so mit einem niedrigen Datenschutzniveau abfinden.”® Umgekehrt
sorgen sich viele Betroffene im grofRen Umfang um ein angemessenes Datenschutzniveau; in
diesem Kontext spricht man héufig von dem ,,Privacy Paradox“.” Neben dem bereits zuvor
benannten Art. 12 DSGVO wird versucht dem Problem auch in Art. 7 Abs. 2 DSGVO zu
begegnen. Dieser sieht vor, dass die Einwilligung zwar grundsétzlich Teil eines komplexen
Gesamtgeschafts sein darf, allerdings im Vergleich zu den anderen Regelung nicht in den
Hintergrund geraten darf; mithin also leicht zuganglich und von den anderen Regelungen
unterscheidbar sein muss.” An dem faktischen Problem der kognitiven Uberladung der
Betroffenen’® dndert dies wohl trotzdem nichts. Immerhin méchte Art. 12 Abs. 7 DSGVO die
informationelle Selbstbestimmung verbessern, indem er z.B. Piktogramme zur Erleichterung

des Verstdndnisses der Informationen vorsieht. Trotzdem gelingt es dem geltenden

0 Paal/Hennemann, in: Paal/Pauly, DSGVO, 3. Aufl. 2021, Art. 13 Rn. 4

"L Schmidt-Wudy, in: BeckOK Datenschutz, Stand 01.05.2023, Art. 13, zur Dispositivitat Rn. 33, zu den
Offnungsklauseln Rn. 8 f.

2 Dazu umfassend Ebner, Weniger ist Mehr?, S. 104 ff.

3 So Ebner, Weniger ist Mehr?, S. 44; Pollmann/Kipker, DuD 2016, 378.

4 Dazu etwa Specht, in: Specht/Mantz (Hrsg.), 2019 § 9 Rn. 6.

S Klement, in: Simitis/Hornung/Spiecker, gen. Dohmann (Hrsg.), Datenschutzrecht, 1. Aufl. 2019, Art. 7 Rn. 75.
6 Dazu Van Ooijen/Vrabec, Journal of Consumer Policy 2019, 91 (95).
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Datenschutzrecht nicht, das Problem zufriedenstellend zu 16sen. Dementsprechend finden sich

in der Literatur erste Vorschlage einer Anderung.”

Hinzu kommt, dass die Transparenzverpflichtungen eine gewisse Durchsetzungsschwache
aufweisen. Zwar kénnen Verstolie gegen die Hinweispflicht gem. Art. 83 Abs. 5 lit. b DSGVO
mit einer GeldbulRe sanktioniert werden. Jenseits dessen ist aber unklar, ob es sich bei der
Hinweispflicht um eine Ordnungsvorschrift oder um eine RechtméRigkeitsvoraussetzung fur
die Datenverarbeitung handelt.”® Uberwiegend wird davon ausgegangen, dass ein VerstoR
gegen den Art. 13 DSGVO nicht pauschal zur Rechtswidrigkeit der gesamten Verarbeitung
fiihrt.”® So wird insbesondere die Vorabinformation bei der Einwilligung getrennt von der im
Rahmen der Datenerhebung mitzuteilenden Information betrachtet. 8 Erfolgt das
Einwilligungsersuchen mit den Hinweisen zusammen, kann ein Fehler aber zur Unwirksamkeit
der Einwilligung fihren. Die potentielle Irrelevanz eines VerstolRes gegen die Hinweispflicht
fiir die Rechtswidrigkeit der Datenverarbeitung schwécht insoweit auch den der Hinweispflicht
zugedachten Schutzeffekt.!

d) How are devices or architectures such as a Personal Data Store (PDS) being utilized to
assist with the person's controllability of their personal data?

Zur Vermeidung des unreflektierten Akzeptierens von Cookies (,,Cookie-Click-Fatigue®) hat
der deutsche Gesetzgeber in § 26 Abs. 2 Nr. 3 lit. b) TTDSG erstmalig eine Regelung zu
Personal Management Information Systems (PIMS) verabschiedet. Dies soll den Nutzern
ermoglichen, durch ein voreingestelltes System, welches die Abfragemaske automatisch
ausfullt, Websites aufrufen zu kénnen, ohne von einem Cookie-Banner belangt zu werden.®2
Durch die standardisierte Ausfullung der Abfragen konnte man allerdings die fir eine
Einwilligung notwendige Zweckbestimmung insoweit als problematisch ansehen, als der
Betroffene nicht individuell fur den jeweiligen Zweck der Verarbeitung einwilligt. Allerdings
ist dies im analogen Fall einer Stellvertretung auch nicht zwingend der Fall, vgl. dazu Art. 8
DSGVO.

7 Einen Vorschlag unterbreitend Ebner, Weniger ist Mehr?, S. 314 ff.

8 Backer, in: Kihling/Buchner, DSGVO, Art. 12 Rn. 13, 18, 27, Art. 13 RN. 61 ff., 80 ff.; Schantz, in:
Schantz/Wolff, DatenschutzR, 2017, Rn. 1176; Paal/Hennemann, in: Paal/Pauly, DSGVO, 3. Aufl. 2021, Art. 13
Rn. 9a.

8 Paal/Hennemann, in: Paal/Pauly, DSGVO, 3. Aufl. 2021, Art. 13 Rn. 9a. mwN.

8 So Heckmann/Paschke, in: Ehmann/Selmayr, DSGVO, 2. Aufl. 2018, Art. 12 Rn. 5; a.A. Backer, in:
Kihling/Buchner, DSGVO, 3. Aufl. 2020, Art. 13 Rn. 66.

8 Dazu Backer, in: Kihling/Buchner, DSGVO, 3. Aufl. 2020, Art. 13 Rn. 61 ff.; ebenso Dix, in:
Simitis/Hornung/Spiecker, gen. Déhmann (Hrsg.), Datenschutzrecht, 1. Aufl. 2019, Art. 13 Rn. 26.

82 Dazu Kiihling/Sauerborn, ZD 2022, S. 596 f.
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Insoweit erhalten Systeme wie das PIMS Einzug in die nationalen Datenschutzregelungen,
allerdings ist noch nicht geklart, ob und wie sich mit ihnen die Anforderungen des europdischen
Datenschutzrechts erftllen lassen.

e) Profiling regulations. E.g., the right to object to profiling (GDPR Article 21).

Der DSGVO liegt ausweislich des Art. 4 Nr. 4 ein weites Verstdndnis des Terminus
,Profiling“ zugrunde. Darunter wird jede Art der automatisierten Verarbeitung
personenbezogener Daten verstanden, die darin besteht, dass diese personenbezogenen Daten
verwendet werden, um bestimmte personliche Aspekte, die sich auf eine natirliche Person
beziehen, zu bewerten, insbesondere um Aspekte beziiglich Arbeitsleistung, wirtschaftliche
Lage, Gesundheit, personliche Vorlieben, Interessen, Zuverl&ssigkeit, Verhalten,
Aufenthaltsort oder Ortswechsel dieser nattirlichen Person zu analysieren oder vorherzusagen.
Das Profiling stellt also eine besondere Art der Datenverarbeitung dar. Die DSGVO adressiert
sie vor allem in zwei Bestimmungen: Im Widerspruchsrecht des Art. 21 und in den
Anforderungen an automatisierte Entscheidungen in Art. 22,

Art. 21 DSGVO normiert ein Widerspruchsrecht fiir Datenverarbeitungen, die auf Art. 6 Abs.
1 lit. ) oder f) DSGVO gestiitzt sind. Dieses setzt im Regelfall Griinde voraus, die sich aus der
besonderen Situation der betroffenen Person ergeben (Abs. 1 S. 1), im Fall der Direktwerbung
ist der Widerspruch auch ohne solche Griinde, also voraussetzungslos moglich (Abs. 2). Beide
Absatze erwahnen ausdricklich, dass das Widerspruchsrecht auch fur Profiling gilt. Insoweit
handelt es sich allerdings nur um eine deklaratorische Ausfiihrung, da das Profiling auch ohne
den Zusatz von Art. 21 DSGVO erfasst ware.? Die eigentlich redundante Ausfiihrung ist wohl
als Klarstellung der Erstreckung des Widerspruchsrechts auf den fur die Personlichkeitsrechte

sehr sensiblen Fall des Profilings zu begreifen.®

Wichtiger ist Art. 22 DSGVO. Dieser raumt betroffenen Personen in Abs. 1 ein Recht ein, nicht
einer ausschlieflich auf einer automatisierten Verarbeitung basierenden Entscheidung
unterworfen zu werden, die ihr gegeniiber rechtliche Wirkung entfaltet oder sie in &hnlicher
Weise erheblich beeintréchtigt. In der Vorschrift wird dabei explizit das Profiling als der
wichtigste Fall® automatisierter Entscheidungsfindung hervorgehoben. Als bekanntes Beispiel

fur Profiling dienen Scoring-Verfahren, welche beispielsweise bei der Kreditvergabe zur

8 Statt vieler Caspar, in: Simitis/Hornung/Spiecker, gen. Dohmann (Hrsg.), Datenschutzrecht, 1. Aufl. 2019, Art.
21 Rn. 15.

84 Martini, in: Paal/Pauly, DSGVO, 3. Aufl. 2021, Art. 21 Rn. 17.

% Diese Einschatzung teilend Scholz, in: Simitis/Hornung/Spiecker, Datenschutzrecht, 1. Aufl. 2019, Art. 22 Rn.
20.
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Anwendung kommen. Ziel der VVorschrift ist es, rechtserhebliche Entscheidung nicht nur auf
automatisierte Verarbeitungsprozesse zu stiitzen, sondern einer individuellen Kontrollinstanz
durch einen Menschen zuzufiihren.®® Folglich soll also verhindert werden, dass der Betroffene
zum bloRen Objekt einer algorithmenbasierten Bewertung personlicher Daten wird.®” Dass die
DSGVO dem Vorgang des Profilings ein erhebliches Gefahrenpotential unterstellt, belegt auch
Pflicht der Datenschutz-Folgenabschatzung, vgl. Art. 35 Abs. 1, 3 lit. a) DSGVO.

Allerdings wird die zunéchst strenge Regelung des Art. 22 Abs. 1 DSGVO durch verschiedene
Ausnahmetatbestande in Art. 22 Abs. 2 DSGVO aufgeweicht. Teile der Literatur sehen diese
sogar als so umfassend, dass sie im Kontext des Art. 22 DSGVO nicht mehr von einem Verbot

der automatisierten Einzelfallentscheidung sprechen.8®

f) The right to data portability or the right to transmit personal data (e.g., GDPR Article 20)
And in what situations are these rights implemented in practice?

Art. 20 DSGVO regelt das Recht auf Datentibertragbarkeit. Darin wird der betroffenen Person
das Recht eingerdumt, die sie betreffenden personenbezogenen Daten, welche sie einem
Verantwortlichen bereitgestellt hat, in einem strukturierten, gdngigen und maschinenlesbaren
Format zu erhalten und einem anderen Verantwortlichen zur Verfligung zu stellen. Einzige
Voraussetzung dafur ist, dass die Verarbeitung auf einer Einwilligung gem. Art. 6 Abs. 1 lit. a)
DSGVO oder Art. 9 Abs. 2 lit. a) DSGVO oder auf einem Vertrag gem. Art 6 Abs. 1 lit. b)
DSGVO beruht und die Verarbeitung mithilfe automatisierter Verfahren erfolgt. Durch diesen
Anspruch wird versucht, einen Ausgleich zwischen der Marktmacht und der informationellen
Selbstbestimmung herzustellen.®® In den Erwéagungsgriinden wird der Datenportabilitat die
Ermdglichung bzw. Erleichterung des Anbieterwechsels zugeschrieben, als Beispiel wird die
Ubertragung von einem sozialen Netzwerk auf ein anderes genannt.*® In der Literatur wird der
Anwendungsbereich des Art. 20 DSGVO dabei unterschiedlich weit verstanden, so wird teils
auch der Wechsel des Cloudspeicher-Anbieters bei groBen Datenmengen als Anwendungsfall
des Art. 20 Abs. 2 DSGVO angefiihrt.®* Im Ergebnis soll letztlich die Abwanderung zu einem

8 Scholz, in: Simitis/Hornung/Spiecker, gen. Dohmann (Hrsg.), Datenschutzrecht, 1. Aufl. 2019, Art. 22 Rn. 3.
87 Martini, in: Paal/Pauly, DSGVO, 3. Aufl. 2021, Rn. 1.

8 Franzen, in: Franzen/Gallner/Oetker, EUArbRK, 4. Aufl. 2022, Art. 22 Rn. 3.

8 EntschlieRung der 88. Konferenz der Datenschutzbeauftragten des Bundes und der Lander v. 8./9.10.2014, in:
BBDI, Dokumente zu Datenschutz und Informationsfreiheit 2014, S. 23 f.

% ErwGr. 55.

%1 Schantz, NJW 2016, 1841 (1845).
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anderen Anbieter erleichtert werden, insoweit kommen der Regelung also in erster Linie

wettbewerbspolitische bzw. allgemein verbraucherschiitzende Ziele zu.%

92 Herbst, in: Kihling/Buchner, DSGVO, 3. Aufl. 2020, Art. 20 Rn. 4; Schantz, NJW 2016, 1841 (1845);
Kuhling/Martini, EuzZW 2016, 448 (450).
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(3) Organization and authority of the supervisory body enforcing personal data protection law.

Sanctions and complaint mechanisms.

a) Organization and authority

Neben der internen Kontrolle ,im Hause®“ des Verantwortlichen durch dessen
Datenschutzbeauftragten (Art. 37-39 DSGVO) besteht eine externe Kontrolle durch
unabhéngige *3 Datenschutzaufsichtsbehdrden. Diese hat im deutschen Datenschutzrecht
Tradition seit dem Hessischen Datenschutzgesetz (die Aufsicht tiber 6ffentliche Stellen konnte
nicht durch diese selbst erfolgen) und ist heute sowohl in Art. 8 Abs. 2 EUGRCh als auch in
Art. 16 Abs. 2 AEUV verankert.

Auf europaischer Ebene wird die Aufsicht (liber Stellen der EU) durch den Européischen
Datenschutzbeauftragten ~ wahrgenommen, % auRerdem besteht der Europiische
Datenschutzausschuss (EDSA), dem eine zentrale Rolle im europaischen Verwaltungsverbund
der Datenschutzaufsichtsbehérden zukommt (Art. 70 Abs. 1 S. 1 DSGVO, Art. 51 JI-RL).
Primér zustandig sind aber fir die Aufsicht — sowohl tber Offentliche Stellen als auch tber
nichtoffentliche Stellen — die Datenschutzaufsichtsbehdrden der Mitgliedstaaten, vgl. Art. 51
DSGVO. Die mitgliedstaatlichen Aufsichtsbehérden wird gem. Art. 52 DSGVO véllige
Unabhéngigkeit bei der Erfiillung ihrer Aufgaben eingeraumt. Art. 53 DSGVO regelt daneben
die verfahrensrechtlichen als auch personlichen Anforderungen an die Mitglieder der
Aufsichtsbehorden.

Aufgrund des foderalen Systems der Bundesrepublik Deutschland wird die
Verwaltungstatigkeit in weiten Teilen in und durch die Bundeslénder ausgetibt. Dies zeigt sich
auch im Datenschutzrecht. Das Bundesdatenschutzgesetz (BDSG) weist dem
,Bundesbeauftragten fiir den Datenschutz und die Informationsfreiheit (BfDI) primir die
Aufsicht Uber die 6ffentlichen Stellen des Bundes zu (88 8 ff. BDSG). Die Aufsicht Uber
offentliche Stellen der Lander sowie tiber nichtoffentliche Stellen (also Unternehmen, Vereine,
...) liegt bei den Bundesldndern (840 BDSG i.V.m. den Landesdatenschutzgesetzen).

9 Dazu EuGH, Urteil vom 9. Marz 2010, Rs. C-518/07 — Kommission/Deutschland.

% Der europaische Datenschutzbeauftragte ist in erster Linie, ahnlich den Aufgaben des herkémmlichen
Datenschutzbeauftragten, dafiir zustandig, die Einhaltung des Datenschutzes innerhalb der EU-Verwaltung und
der EU-Organe zu liberwachen, Art. 41 Abs. 2 VO (EG) 45/2001. Neben sonstigen Aufgaben, wie die Beratung
der Organe der EU (Art. 41 Abs. 2 iVm. Art. 46 lit. d VO 45/2001), oder der Bearbeitung von Beschwerden (Art.
46 lit. a VO 45/2001), ist der Européische Datenschutzbeauftragte Mitglied im Europdischen
Datenschutzausschuss, Art. 68 Abs. 3 DSGVO, grundsétzlich v. Lewinski/Ripke/Eckhardt, DaSR, 2. Aufl. 2022,
S. 353 ff.
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Bereichsspezifische Ausnahmen bestehen fiir Gerichte, Kirchen und Religionsgemeinschaften

und fiir Medien.®

Dementsprechend liegt ein Grofdteil der externen Kontrolle bei den Landesbehdrden.
Zwangslaufig geht mit dieser Aufgliederung eine gewisse uneinheitliche Handhabung einher,
welche dadurch verstarkt wird, dass durch die L&nder nicht nur die DSGVO und punktuell
Bundesrecht vollziehen, sondern auch landesrechtliche Datenschutzregelungen. Als
Gegenmittel fungiert die (informelle) ,,.Datenschutzkonferenz* (DSK), in der die deutschen
Datenschutzbehdrden beispielsweise abgestimmte Stellungnahmen und

Handlungsempfehlungen verabschieden.

Daneben verbleibt nur noch ein verhiltnismaBig kleiner Aufgabenbereich fir den BfDI.%
Gleichwohl kommt dem BfDI die Vertretung im Européischen Datenschutzausschuss zu, was
vor dem Hintergrund des geringen Einflusses in nationaler Hinsicht zumindest als fragwuirdig

anmutet, regelungstechnisch und vor dem Hintergrund des Fdderalismus aber naheliegend ist.

Die Zustandigkeit der Behorden ergibt sich aus Art. 55 Abs. 1 DSGVO: Grundsétzlich ist jede
Behorde fur den Datenschutz in ihrem Mitgliedstaat zustandig. Angesichts des
Anwendungsbereichs der DSGVO und zahlreicher grenziberschreitender Sachverhalte wiirde
dies haufig zu Mehrfachzustandigkeiten fihren; Verantwortliche missten sich mit zahlreichen
Datenschutzbehtrden auseinandersetzen und es bestiinde die Gefahr widerspriichlicher
Entscheidungen. Daher etabliert Art. 56 DSGVO das Prinzip des ,,one stop shop“ — hat ein
Verantwortlicher eine Hauptniederlassung in einem Mitgliedstaat, ist dessen Aufsichtsbehdrde
federfiihrend zustandig; die Mitwirkung andere Behdrden erfolgt im Rahmen des europdischen
Verwaltungsverbunds im Hintergrund, wo ggf. auch der EDSA im sog. Koharenzverfahren (Art.
60, 63 ff. DSGVO) beteiligt wird.

Die Befugnisse der Datenschutzaufsichtsbehtrden ergeben sich unmittelbar aus der DSGVO
(Art. 58 DSGVO0).

b) Sanctions and complaint mechanisms

Als Sanktion bei VerstoRen gegen die DSGVO sieht diese selbst einen BuRgeldkatalog vor (Art.
83 Abs. 3-6 DSGVO) und verweist flr potentiell weitere Sanktionen in Art. 84 DSGVO auf die
Mitgliedstaaten. Die Bul3geldtatbestande des Art. 83 DSGVO lassen sich dabei grob in vier

Kategorien einteilen: 1. VerstoRBe gegen Pflichten der Verantwortlichen bzw. der

% Ausfuhrlicher v. Lewinski/Rupke/Eckhardt, DaSR, 2. Aufl. 2022, S. 357 ff.
% Dazu etwa Heil, in: RoBnagel (Hrsg.), Das neue Datenschutzrecht, 2017, § 5.1 Rn. 45 ff.
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Auftragsverarbeiter, 2. VerstoRe gegen Pflichten der Zertifizierungs- und Uberwachungsstellen,
3. VerstoRe im Rahmen der konkreten Verarbeitung und 4. Behinderung der
Aufsichtsbehdrden.®” Dabei kénnen BuBgelder in Hohe von 20 000 000 Euro oder im Fall eines
Unternehmens bis zu 4 % seines gesamten weltweit erzielten Jahresumsatzes des vor

gegangenen Geschaftsjahres verhangt werden.

Die vorgenannten Sanktionen werden in nationaler Hinsicht durch die Regelung des § 43 BDSG
flankiert, wobei es sich dabei wohl um keine Regelung im Sinne des Art. 84 DSGVO handelt.%
Diese Ordnungswidrigkeit kann mit einer Geldbuf3e von bis zu 50 000 Euro geahndet werden,

bleibt also im Umfang auch hinter der europdischen Regelung zurtick.

Sowohl die DSK als auch der EDSA haben inzwischen Leitlinien fiir die Hohe der BulRgelder
verabschiedet.*

GemaR Art. 77 DSGVO hat jede betroffene Person unbeschadet eines anderweitigen
verwaltungsrechtlichen oder gerichtlichen Rechtsbehelfs das Recht auf Beschwerde bei einer
Aufsichtsbehodrde. Gemald Art. 78 DSGVO hat zudem jede natrliche oder juristische Person
unbeschadet eines anderweitigen  verwaltungsrechtlichen oder aulRergerichtlichen
Rechtsbehelfs das Recht auf einen wirksamen gerichtlichen Rechtsbehelf gegen einen sie
betreffenden rechtsverbindlichen Beschluss einer Aufsichtsbehtrde. Das gilt sowohl in dem
Fall, dass die Aufsichtsbehorde belastende MaRRnahmen gegen den Verantwortlichen oder
Auftragsverarbeiter verhangt, als auch in dem Fall, dass die Behorde nicht auf die Beschwerde
nach Art. 77 DSGVO reagiert.

V. Lewinski/RUpke/Eckhardt, DaSR, 2. Aufl. 2022, § 24 Rn. 25 ff.

BV, Lewinski/Riipke/Eckhardt, DaSR, 2. Aufl. 2022, § 24 Rn. 36.

9 Guidelines 04/2022 on the calculation of administrative fines under the GDPR (https://edpb.europa.eu/our-
work-tools/documents/public-consultations/2022/guidelines-042022-calculation-administrative_en);
BuRgeldkonzept der DSK (https://www.datenschutzkonferenz-online.de/me-
dia/ah/20191016_bu%C3%9Fgeldkonzept.pdf).
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(4) Judicial proceedings or judicial remedy (standing to sue. class action.)

Art. 79 DSGVO erganzt den (ggf. gerichtlich eingeforderten) Schutz der betroffenen Personen
durch MaBnahmen der Aufsichtsbehdrden (Art. 77, 78 DSGVO) um einen Rechtsbehelf direkt
gegen Verantwortliche und Auftragsverarbeiter. Grundsatzlich ist der Rechtsschutz bzw. die
Gerichtsbarkeit im  Datenschutzrecht abhéngig vom jeweils zugrundeliegenden
Rechtsverhdltnis. So ist etwa das Verwaltungsgericht zusténdig bei einer Unterlassungsklage
gegen die Videoilberwachung eines 6ffentlichen Platzes.'® Macht hingegen ein Betroffener
seinem Anspruch auf Loschung seiner personenbezogenen Daten gegen eine private juristische
oder natiirliche Person geltend, ist die Zivilgerichtsharkeit zustiandig.*® Handelt es sich um
Arbeitnehmerdatenschutz, so eréffnet 8 2 Abs. 1 ArbGG den Rechtsweg zu den
Arbeitsgerichten!® bzw. liegt die Verarbeitung von Sozialdaten dem Rechtsstreit zugrunde,
dient § 51 SGG als Verweisung zur Sozialgerichtsbarkeit.1%

Art. 80 Abs. 2 DSGVO ermdglicht es den Mitgliedstaaten, den in Art. 80 Abs. 1 DSGVO
genannten Einrichtungen, Organisationen oder Vereinigungen ein Verbandsklagerecht
einzurdumen. Dieses muss, auch wenn es ohne ein Zutun eines Betroffenen mdglich ist, die
Verletzung einer betroffenen Person gemaR der DSGVO infolge einer Verarbeitung zum
Gegenstand haben. Ein Datenschutzverbandsklagerecht als Bestandteil der BDSG gibt es
aktuell nicht. Allerdings wurde das verbraucher- bzw. wettbewerbsrechtliche UklaG auf
bestimmte datenschutzrechtliche Sachverhalte erweitert.1%

GemaR Art. 82 hat jede Person, der wegen eines VerstoRRes gegen die DSGVO ein materieller
oder immaterieller 1% Schaden entstanden ist, hat Anspruch auf Schadenersatz gegen den
Verantwortlichen oder gegen den Auftragsverarbeiter. Auch dieser ist vor den Gerichten der

Mitgliedstaaten einzuklagen.

100 \/G Regensburg, ZD 2020, 601.

101 vgl. etwa OLG Bamberg, CR 2006, 274 f.

12 BAG, CR 1987, 370.

108 BSGE 130, 132.

104y, Lewinski, in: Auernhammer, DSGVO, 7. Aufl. 2020, Art. 80 Rn. 23.

105 Dazu jetzt EuGH, Urt. v. 4.5.2023, Rs. C-300/21 — Osterreichische Post, ECLI:EU:C:2023:370.
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We have an additional question related to the question 3 (c) in Question List.

Article 9 (2) (g) of GDPR provides that “the processing of genetic data, biometric data for the
purpose of uniquely identifying a natural person [and] data concerning health” are permitted if
“[such a] processing is necessary for reasons of substantial public interest, on the basis of Union
or Member State law which shall be proportionate to the aim pursued, respect the essence of
the right to data protection and provide for suitable and specific measures to safeguard the fun-

damental rights and the interests of the data subject”.

We have a question about the relationship between this provision and the utilization of health

data for research purposes.

Is the consent of the patient required for the use of his/her medical record or biometric data for
research purposes or drug development? What legal obligations, other than consent, do research

institutions have when collecting and utilizing patient health data for research purposes?

And we would like to know about a recent development in European Health Data Space
(EHDP).

Regarding your questions concerning the use of health data for research purposes (3), the situ-

ation is as follows:

First, it should be noted that the GDPR contains a "privilege" for research purposes (Article 89).
However, this does not mean that data processing for research purposes is exempt from the
GDPR. In fact, the GDPR applies, as can be read in Article 89 (1) GDPR, but in accordance
with EU or MS law some rights may not apply, Article 89 (2).

Article 5 (2) GDPR states that research pursposes are not incompatible with other purposes.
This provision is related to Article 6 (4) GDPR, according to which the original purpose may
be amended if the purpose is not incompatible. The interpretation of the latter provision is con-
troversial: A few scholars think that a change of purpose is possible without any other prereg-
uisites, but the overwhelming opinion is that the controller still needs a legal basis according to
article 6 (1) GDPR.
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With regard to health data, Article 9 GDPR applies, which, in its paragraph 1, prohibits the
processing of health data (also for research purposes), but there are numerous exceptions in
Article 9 (2) GDPR:

One way to use a medical record or biometric data for research purposes or drug development
would be consent (lit. a). If | understand your question correctly, you want to know if any of
the other litera in Article 9 (2) can be used as a basis for processing a medical record or bio-
metric data for research purposes or drug development, in particular lit. g, if there is no consent.

In my view, four provisions need to be considered in this regard:

As you mention, Art. 9 (2) (g) GDPR could apply. Public interest is understood to mean an
interest that affects the entire population or at least large parts of it. This includes, for example,
processing for humanitarian purposes such as monitoring epidemics. The public interest does
not contain any thematic specifications, but can extend to everything that serves the community.
However, Art. 9 (2) (g) GDPR is not a legal basis in and of itself, but an empowerpent for EU
or MS legislators to balance the public interest with the needs of data protection. In Germany,
we make use of this empowerment in 8 22 (1) (1) (d) BDSG. However, it is questionable if this
provision, which merely copies the GDPR text without specifying cases of public interest, is in
line with the GDPR, and in any case, | would not consider this provision to be applicable to

health data for research purposes.

Art. 9 (2) (h) GDPR could be relevant, at least prima facie, (purposes of preventive or occupa-
tional medicine ... medical diagnosis). It is also an empowerment for national legislators, and
Germany has made use of it in § 22 (1) (1) (b) BDSG. However, for research purposes, Art. 9

(2) (j) GDPR is considered lex specialis, see below.

Art. 9 (2) (i) GDPR could be relevant: ("necessary for reasons of public interest in the area of
public health, such as protecting against serious cross-border threats to health or ensuring high

standards of quality and safety of health care and of medicinal products or medical devices™).In
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contrast to lit. g) and h), Art. 9 (2) (i) GDPR specifically refers to the public health interest.
This regularly concerns cases in which consent of the data subjects cannot be obtained at all.
"Public health" is understood as in Regulation (EC) No. 1338/2008. According to this, public
health includes "all elements related to health, such as health status, including morbidity and
disability, the determinants affecting that health status, the need for health care, the resources
allocated to health care, the provision of health care services and universal access to them, as
well as the corresponding expenditure and financing, and finally the causes of mortality [...]".
In this respect, Art. 9(2)(i) GDPR is intended to prevent threats to public health; in contrast,
Art. 9(2)(h) GDPR is intended to take into account healthcare. Germany has made use of it in §
22 (1) (1) (c) BDSG.

Art. 9 (2) (j) deals with research. Research is understood broadly, in line with Recital 159. "The
processing of personal data for scientific research purposes within the meaning of this Regula-
tion should be interpreted broadly to include processing for, for example, technological devel-
opment and demonstration, fundamental research, applied research and privately funded re-
search [...]". This very generous understanding is also underlined by the lack of a public interest
reservation for processing for research purposes. However, Art. 9 (2) (j) also needs to be im-

plemented by a provision in EU or MS law.

In Germany, § 27 BDSG applies, which reads "By way of derogation from Article 9(1) of Reg-
ulation (EU) 2016/679, the processing of special categories of personal data within the meaning
of Article 9(1) of Regulation (EU) 2016/679 shall also be permitted without consent for scien-
tific or historical research purposes or for statistical purposes where the processing is necessary
for those purposes and the interests of the controller in the processing significantly outweigh
the interests of the data subject in not having the processing carried out. The controller shall
provide for appropriate and specific measures to safeguard the interests of the data subject pur-

suant to the second sentence of Section 22(2)."

As often in data protection law, the provision requires a balancing of interests, which is why a

lot of research is still based on volunteers.

45



Regarding obligations for research institutions (other than consent), Article 89 GDPR gives
some guidance: In general, they are treated as any other controller and need to fulfil all obliga-
tions the GDPR imposes on controllers. Additionally, the processing is subject to appropriate
safeguards for the rights and freedoms of data subjects pursuant to Article 89 (1) of the GDPR.
According to Article 89 (1) (2) GDPR, these safeguards must include technical and organiza-
tional measures to ensure respect for the principle of data minimization (Article 5 (1) (c) of the
GDPR). This is achieved, for example, by reducing the amount of data collected and the scope
of processing to the extent necessary for the purpose, setting a storage period, and regulating
the accessibility of the data. The requirement of data minimization (Article 5 (1) (c) of the
GDPR) and the requirement of storage limitation (Article 5 (1) (d) of the GDPR) are taken into
account by the provision on anonymization and pseudonymization in Article 89 (1) (3) and (4)
of the GDPR. However, in view of the general provisions of Article 25 (1) of the GDPR, there
is doubt whether the increase in the minimum standards for data processing for research pur-
poses pursued in Article 89 (1) of the GDPR actually adds any value. The same applies to § 27
(3) BDSG.

Finally, the European Health Data Space (EHDS) is part of the European Health Union and
represents the first common EU data space in a specific area. Current developments include e-
prescribing and e-administration as well as patient summary records, which are gradually being

introduced in all EU countries.

2¢This work was supported by JST [Moonshot R&D][Grant Number JPMJMS2293]
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I11. Switzerland

Florent Thouvenin (Professor, Faculty of Law, University of Zurich)
Question List
1. The Relationship between Constitutional Law and Personal Data

Protection Law
(D Constitutional Status of the Right to Privacy or the Right to Informational Self-

Determination

Is the right to privacy or the right to informational self-determination (i.e., the right to
self-determination in the management of personal data; das Recht auf informationelle
Selbstbestimmung) guaranteed as a constitutional right? If so, is the right to privacy

interpreted to be different from the right to informational self-determination?

*kk

Answer:

The right to privacy is protected under article 13 (1) of the Federal Constitution of the
Swiss Confederation (hereinafter “Cst.”). It states that “[e]very person has the right to
privacy in their private and family life and in their home, and in relation to their mail

and telecommunications”.

The right to informational self-determination is protected under article 13 (2) Cst. Albeit
not named directly, it has been recognized as such by the Federal Supreme Court of
Switzerland (hereinafter “FSC”). Article 13 (2) Cst. states that “[e]lvery person has the
right to be protected against the misuse of their personal data”. The right to
informational self-determination is thus a subset of the broader right to privacy as stated
in article 13 (1) Cst. Notably, article 13 (2) Cst. is interpreted by the FSC and parts of
the doctrine in a broad sense according to which the provision does not only protect
against the misuse of personal data but provides a right to informational self-
determination. The FSC has consistently held that the constitutional right to
informational self-determination guarantees that, “in principle, regardless of how
sensitive the information in question actually is, every person must be able to determine
vis-a-vis the processing of personal data by federal bodies and private persons whether
and for what purpose the data is processed” (cf. Decision of the FSC 147 I 280,

consideration 7.1; own translation). The FSC therefore does not only state that article
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13 (2) Cst. contains a right to informational self-determination but it also interprets the
right to informational self-determination very broadly. This view, however, is challenged
by parts of the doctrine: Federal bodies in Switzerland are bound by the principle of
legality and thus may only process personal data if a legal basis for such processing
exists. As the processing of personal data by federal bodies is always based on a legal
basis, there is no need for these bodies to request data subjects’ consent for such
processing. As a consequence, data subjects have no right to decide on the processing of
personal data about them by federal bodies. As it turns out, a right to information self-

determination does not exist with regard to federal bodies.

The situation is different for the processing of personal data by private parties. They are
generally allowed to process personal data as long as they comply with data protection
principles, such as the principle of transparency, purpose limitation, and proportionality.
In contrast to the GDPR, the DPA is based on general permission to process personal
data, subject to a prohibition. In the event of a breach of a data protection principle,
private parties must justify the processing by asking for consent, claiming an overriding
interest in the processing, or referring to a legal basis that allows such processing (see
below for more details). As a result, in the vast majority of cases, private parties do not
need to obtain the data subject's consent. Accordingly, there is not much left of the right

to informational self-determination.

*kk

(2 Constitutional Significance of the Personal Data Protection Law

If the right to privacy or the right to informational self-determination is constitutionally
protected in any sense, is such right defined or stipulated as a purpose or guiding
principle of the personal data protection law? In other words, is the personal data
protection law characterized as a statute that implements constitutional values or norms
such as the right to privacy?

!

Cf; While the Act on Protection of Personal Information in Japan has, as is seen in the
purpose provision, no explicit reference to the words of the right to privacy or the right
to informational self-determination, the GDPR declares that it is established on the
constitutional basis of the right to the protection of personal data, which has been
guaranteed as a fundamental right of the Charter of Fundamental Rights of the

European Union.
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*kk

Answer:

The Swiss Federal Act on Data Protection (hereinafter “DPA”) applies to both Swiss
federal bodies and private persons, namely businesses. The purpose of the DPA is to
“protect the personality and the fundamental rights of natural persons whose personal

data are being processed” (article 1 DPA).

However, the concrete requirements for data processing differ for federal bodies and
private persons. Unlike federal bodies, private persons are not generally bound by
fundamental rights. However, fundamental rights can also have third-party effects on
private individuals. In data protection law in particular, the legislator is obliged to enact
legislation that takes account of the right to informational self-determination between
private parties. This has been done with the DPA and its provisions regulating the

processing of personal data by federal bodies and private parties.

*kk

2. The Overview of Personal Data Protection Law

(D _The Influence of other countries’ legal systems

Are there any countries that you have referred to as models in enacting your country’s

personal data protection law?

*kk

Answer:

The initial Swiss Federal Act on Data Protection of 1992 and its origin do not contain
explicit reference to particular countries which have modeled for the Swiss DPA. Its
preparation, however, began during or shortly after the enactment of data protection acts
in Germany, France, and Austria and it is safe to assume that the Swiss DPA has been
influenced by the laws of these countries. The FSC has, however, made explicit reference
to the so-called “Volkszéhlungsurteil” judgment by the German Federal Constitutional
Court (hereinafter the “FCC”) and recognized the right to informational self-

determination as inferred by the German FCC in the afore-mentioned judgment.
The recently revised DPA of 2020, which entered into force on 1 September 2023 was

heavily influenced by the General Data Protection Regulation (hereinafter “GDPR”) of

the European Union and by the Protocol amending the Council of Europe Convention for
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the Protection of Individuals with regard to Automatic Processing of Personal Data (ETS
No. 108) of the Council of Europe (hereinafter the “Amending Protocol”). The revision
aimed at harmonization with the GDPR to ensure that Switzerland continues to be
qualified as a country with an adequate level of protection within the meaning of article
45 GDPR. The revision also aimed at ensuring the compatibility of the Swiss law with

the Amending Protocol so that the latter could be signed and ratified.

*kk

(@Definition and Scope of “personal data”

Are cookies and other online identifiers included among personal data under the
personal data protection law? What is the definition of personal data under the personal
data protection law?

!

Cf; GDPR provides that “ “personal data” means any information relating to an identified
or identifiable natural person (‘data subject’); an identifiable natural person is one who
can be identified, directly or indirectly, in particular by reference to an identifier such as
a name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person”. In contrast, the Act on Protection of Personal
Information in Japan defines the scope of personal information more narrowly than
GDPR; the Act provides that the personal information in this Act is the information by
which “a specific individual can be identified”. Thus, in principle, cookie information by
itself does not constitute personal information, since the identifiability of a specific
person is strictly required in order for any information to fall in the category of personal
information. This regulation scheme has been criticized as a factor that hinders effective

profiling regulation.

*kk

Answer:

The Swiss DPA defines personal data similarly to the GDPR as “all information relating
to an identified or identifiable natural person” (article 5 (a) DPA). Under GDPR, a person
is considered identifiable if the combination of (other) data available to the controller
leads to the identity of the person without an unreasonable effort. Accordingly, cookies
and other online identifiers can be considered personal data under Swiss law. The Swiss

Telecommunications Act (hereinafter “TCA”) furthermore stipulates that the processing
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of data on external equipment by means of transmission using telecommunications
techniques is permitted only if users are informed about the processing and its purpose
and about their right to refuse such processing (article 45¢ (b) TCA). This provision

applies to the use of cookies as well.

*kk

(3 The Rights of Data Subjects and the Obligations of those who process personal data
a) The right to erase personal data (e.g., GDPR Article 17) or the right to utilization

cease

*kk

Answer:

Article 32 (2) DPA states that actions relating to the protection of personality rights are
governed by the Swiss Civil Code (hereinafter “CC”). Particularly, article 32 (2) (c) DPA
states that a claimant may request that personal data be deleted or destroyed. In
contrast to the GDPR, the right to erasure is designed as a remedy against the
violation of personality rights and is not construed as a data subject right that may be
asserted at any time. Consequently, a right to the erasure of personal data exists in
Switzerland in line with general personality rights but it must be pondered on a case-

by-case basis which interest prevails.

*kk

Is there any correlation between the right of personality under civil law or the
right to erasure and the provisions of the DPA? For example, if a data controller
violates the provisions of the DPA regarding consent or purpose binding, may a
request for erasure be permitted under the Civil Code? Could you please tell us

the conditions under which a request for deletion or erasure will be permitted?

*kk

Answer:

There is a close correlation between the protection of the personality in civil law and
data protection law as the DPA aims to protect the personality of data subjects. In
addition, the DPA refers to the provisions in the CC for the remedies a data subject
may invoke in case of a violation of the DPA. As the DPA refers directly to the

provisions of the CC, a request for erasure is given under the CC. In addition, article 32
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para 2 lit. ¢ of the DPA explicitly mentions a right to erasure as one of the remedies
that can be invoked. A violation of the provisions of the DPA, in particular the data
protection principles set forth in article 6 DPA, constitutes a violation of the data
subjects’ personality. Such violation is unlawful unless it is justified (see below for more
details). In case of an unlawful violation of the data subjects’ personality, the remedies
under the CC are available. Particularly, the data subject may request by way of legal
action that the violation of the personality cease (article 28a (1) (2) CC). In addition,
the data subject may invoke the remedies explicitly mentioned in the DPA such as the
right to erasure. Whether a request for erasure will be permitted is subject to a
decision by the competent civil court. Such request will only be permitted if the
unlawful violation of the personality is not merely imminent but current and ongoing

at the time of the decision.

*kk

b) The Status and Significance of Consent in Personal Data Protection Law (opt-
in or opt-out?): When is the consent of the individual required under the personal
data protection law? Whether a business is required to obtain the consent of the
individual (data subject) when acquiring personal data? When personal data is

provided to a third party, is the consent of the individual required to be obtained?

*kk

Answer:

Whereas data processing under GDPR is built upon a general prohibition with the
reservation of permission (cf. article 6 (1) (a) GDPR: “Processing shall be lawful only if
and to the extent that at least one of the following applies (...):”), the processing under
the DPA is built upon a general permission with the reservation of prohibition. Article
30 (1) DPA states that “anyone who processes personal data must not unlawfully
violate the data subjects’ personality.” Private persons may therefore generally process
personal data as long as they comply with the data protection principles. For example,
processing must be carried out in good faith, must be proportionate and data may only
be collected for a specific purpose (purpose limitation). If the data is processed in
contravention of these principles, it is considered a violation of the data subjects’
personality (article 30 (2) (a) DPA). Such violation is unlawful unless it is justified (1)

by the consent of the data subject, (2) by an overriding private or public interest, or (3)
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by statutory law (article 31 (1) DPA). Some examples of an overriding interest of the
controller are mentioned in article 31 (2) DPA. Consequently, a business may, for
example, assert an overriding private interest to process personal data of a contractual
party in direct connection with the conclusion or the performance of a contract (article
31 (2) (a) DPA) and is therefore not required to obtain consent for the processing of
these data.

If the processing of personal data is justified by consent it must be carried out on the
basis of free, specific, informed, and unambiguous consent (cf. article 5 (2) of the
Modernised Convention for the Protection of Individuals with Regard to the Processing
of Personal Data). However, implied consent is generally sufficient, unless sensitive
personal data are being processed, in which case explicit consent is required (article 6
(7) (a) DPA). In this regard, it can be added that an express declaration of intent
against the data processing also constitutes a violation of personality (cf. article 30 (2)
(b) DPA), which must subsequently be justified. Thus, generally, the possibility of opt-
out exists as well.

Businesses therefore need not regularly obtain consent from the data subject when
acquiring and processing personal data. Rather, they can justify the processing of
personal data in other ways, namely based on their overriding interest. A (rather
informal) survey by the Swiss Association for Corporate Data Protection in Winter
2022/2023 has found that only roughly 15 % of data processing by the participating 45
companies 1s based on consent. The remaining 85 % are based on other justifications,
namely an overriding interest or a legal basis, or need no justification at all as the
processing complies with the data protection principles.

When personal data is provided to a third party, no consent is required but as part of
the duty of information, the recipients or the categories of recipients of personal data

must be disclosed at the time of the collection of data.

*kk

¢) The Limit of the Notice and Consent model and the countermeasure: Daniel J. Solove,
an authority on privacy law, points out the limitations of the privacy self-management
model in data protection law as follows; “[The U.S. privacy laws] providel[s] people with
a set of rights to enable them to make decisions about how to manage their data. These
rights consist primarily of rights to notice, access, and consent regarding the collection,
use, and disclosure of personal data. The goal of this bundle of rights is to provide people
with control over their personal data. ...As empirical and social science research

demonstrates, cognitive problems impair individuals’ ability to make informed, rational

53



choices about the costs and benefits of consenting to the collection, use, and disclosure of
their personal data.”

Thus, if there are limits to the self-management model in terms of the limitations of
human cognitive abilities, how does your country's personal data protection law address

these challenges? For example, is an effective notice required for businesses?

*kk

Answer:

Enforcement of the DPA is primarily carried out by the Federal Data Protection and
Information Commissioner (hereinafter “FDPIC” or “the Commissioner”), who has the
power to initiate investigations (see below). In this way, the Swiss DPA partly tackles
the challenges coming from the limitations of the privacy self-management model by
entrusting a dedicated third party. The DPA is, however, based on the assumption of
the rational choice by the data subjects. The DPA therefore does not address these
challenges in a convincing way. The DPA merely stipulates that consent is only valid if
it has been given freely and for one or several specific processing activities and after
adequate information (article 6 (6) DPA). If sensitive personal data is processed or a
profiling by a private person is high-risk or a federal body is conducting profiling at all,

consent must be given explicitly (article 6 (7) DPA).

*kk

d) How are devices or architectures such as a Personal Data Store (PDS) being

utilized to assist with the person's controllability of their personal data?

*kk

Answer:
While there are projects to assist with the person’s controllability of their personal data
in Switzerland, none have established themselves so far and are being (broadly)

utilized.

*kk

e) Profiling regulations. E.g., the right to object to profiling (GDPR Article 21).

*k%k
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Answer:

There are some specific regulations regarding profiling in the DPA. As mentioned
above, if profiling is considered “high risk”, explicit consent must be given (article 6 (7)
(b) DPA). However, this only applies if consent is required with regard to the
justification scheme (see above). High-risk profiling is profiling involving a high risk to
the personality or fundamental rights of the data subject, as it creates a pairing
between data that enables an assessment of essential aspects of the personality of a
natural person (article 5 (g) DPA). In such cases, a data protection impact assessment
1s mandatory due to the high risk for the data subject’s personality or fundamental
rights (article 22 (1) DPA).

Explicit consent is also required for any profiling conducted by a federal body (article 6
(7) (¢) DPA). For any such profiling by a federal body, a formal law must exist as a
statutory basis (article 34 (2) (b) DPA).

*kk

f) The right to data portability or the right to transmit personal data (e.g., GDPR
Article 20)

*kk

Answer:

The right to data portability was added to the DPA in the revision of 2020. Article 28
DPA is based on the GDPR and closely aligned with article 20 GDPR. According to
article 28 (1) DPA, any person may request from a controller, free of charge, the
disclosure of personal data that they have disclosed to him in a standard electronic
format if the data is processed in an automated manner and it is processed with the
consent of the data subject or in direct connection with the conclusion or performance
of a contract between the controller, and the data subject. As with article 20 (2) GDPR,
under the DPA the data subject may also request the controller to transfer their
personal data directly to another controller, if the general requirements are met and
the transfer does not involve a disproportionate effort (article 28 (2) DPA).

Article 29 DPA furthermore foresees possible restrictions to the right to data portability

if the relevant conditions are met.

*kk

And in what situations are these rights implemented in practice?
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*kk

Answer:

As the revised DPA has just entered into force on 1 September 2023, it is too early to tell.

*kk

(4)Organization and authority of the supervisory body enforcing personal data protection

law. Sanctions and complaint mechanisms.

*kk

Answer:

Under the DPA the FDPIC is the supervisory body (article 43 et seqq. DPA). Its head is
appointed by the Swiss Parliament for a duration of four years and exercises his duty
independently from other authorities (articles 43 (4) and 44 (1) DPA).

The Commissioner may initiate investigations against federal bodies or private persons
if there are sufficient indications that data processing violates the data protection
regulations (article 49 (1) DPA). The federal body or the private person is required to
provide the FDPIC with all information and to make available all documents which are
necessary for the investigation (article 49 (3) DPA). If they do not comply, the FDPIC
may access all information and documents that are required for the investigation, access
premises, and facilities, question witnesses, and order evaluations by experts (article 50
(1) DPA).

By means of administrative measures, the FDPIC may further order that the processing
of data is fully or partially adjusted, suspended, or terminated and that the personal
data is fully or partially deleted or destroyed if data protection regulations are violated
(article 51 (1) DPA). The Commissioner may furthermore defer or prohibit a transfer of
data to a foreign country if the provisions on the transfer to a foreign country are violated
(article 51 (2) DPA).

The FDPIC furthermore informs, trains and advises both the federal bodies and the
private persons, raises public awareness, provides persons with information on how to
exercise their rights and provides an opinion on draft federal legislation (article 58 (1)
DPA).

Under the DPA, the sanctions are designed as criminal offenses, as opposed to
administrative offenses. Unlike under the GDPR, the sanctions target the individual
persons, e.g., the employees of a business and not the business itself. While the fines are

lower than under GDPR, the impact may be stronger because the fines cannot be factored
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in by the (large) companies and employees will have strong incentives to avoid the fines
and criminal proceedings, possibly resulting in a criminal record. In terms of procedural
law, the cantons are responsible for the prosecution and the judgment of criminal acts
under the DPA, in line with general Swiss criminal law.

Article 60 (1) DPA stipulates that private persons are criminally liable to a fine of up to
250,000 Swiss Francs (approx. ¥ 42,000,000) if they breach their obligations regarding
the duty of information and regarding the access right. They are further liable if they
willfully fail to inform data subjects appropriately about the collection of personal data
or about an automated individual decision or if they willfully fail to provide to the data
subject all information that is required in order for the data subject to assert his rights
as per article 19 (2) DPA. These liabilities apply only if a complaint is filed.

Private persons are further liable to a fine of up to 250,000 Swiss Francs if they willfully
provide false information to the FDPIC in the context of an investigation or willfully
refuse to cooperate (article 60 (2) DPA).

Additionally, article 61 DPA stipulates a fine of up to 250,000 Swiss Francs for a violation
of duties of diligence: Upon complaint, private persons are liable if they willfully disclose
personal data abroad in violation of other provisions of the DPA, if they assign the data
processing to a processor without ensuring that relevant provisions of the DPA are met
or if they fail to comply with the minimum data security requirements.

Furthermore, according to article 62 DPA, a private person is, upon complaint, liable to
a fine of up to 250,000 Swiss Francs if they willfully breach their professional
confidentiality obligations. Lastly, article 63 DPA states that private persons are liable
to the same fine if they willfully fail to comply with a decision issued by the FDPIC or an
appellate authority, which contains reference to the criminal penalty of article 63 DPA.

The statute of limitations for these acts is five years (article 66 DPA).

*kk

(5Judicial proceedings or judicial remedy (standing to sue. class action.)

*kk

Answer:

If personal data is processed by a private person, a data subject may generally request
that incorrect data be corrected (article 32 (1) DPA). For other actions relating to the
protection of the personality of the data subjects the DPA refers to the CC, which contains
the relevant provisions. Particularly, a claimant may request that a specific data

processing be prohibited, a specific disclosure of personal data to third parties be
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prohibited and that personal data be deleted or destroyed (cf. article 32 (2) DPA). The
judicial proceedings may be directed against any party that causes the infringement of

the personality rights, such as controllers, processors or auxiliary persons.

For judicial proceedings between private parties, the Swiss Civil Procedure Code applies.
The data subject has the right of action against the controller and may sue at the courts
at the domicile or registered office of either of the parties. Material and functional

jurisdiction is governed by cantonal law.

If personal data is processed by a federal body, the procedure is governed by general
provisions of the Federal Act on Administrative Procedure (cf. article 41 (6) DPA).
Persons requesting the responsible federal body to (1) refrain from unlawfully processing
personal data, (2) eliminate the consequences of unlawful processing or (3) ascertain the
unlawfulness of the processing, have a right to receive a ruling from the federal body
(cf. article 41 (1) DPA). The ruling may then be contested by appeal to the Federal
Administrative Court (hereinafter “FAC”) and, finally, to the FSC.

Investigations by the FDPIC also result in a ruling by the FDPIC. They may also be
contested by appeal to the FAC. The data subject is not a party to the investigation but
must be informed by the FDPIC about the results of the investigation (article 49 (4) DPA).

*kk

(©Article 9 (2) (g) of GDPR provides that “the processing of genetic data, biometric data
for the purpose of uniquely identifying a natural person [and] data concerning health”
are permitted if “[such al processing is necessary for reasons of substantial public
interest, on the basis of Union or Member State law which shall be proportionate to the
aim pursued, respect the essence of the right to data protection and provide for suitable
and specific measures to safeguard the fundamental rights and the interests of the data
subject”.

We have a question about the relationship between this provision and the utilization of
health data for research purposes.

Is the consent of the patient required for the use of his/her medical record or biometric

data for research purposes or drug development? What legal obligations (such as

anonymization) do research institutions have when collecting and utilizing patient

health data for research purposes?

And we would like to know about a recent development in European Health Data Space
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(EHDP).

*kk

Answer:

Under Swiss law, the use of a patient’s medical record or biometric data for research
purposes or drug development most often falls within the scope of the Human Research
Act (hereinafter “HRA”). The HRA applies to all research concerning human diseases
and/or the structure and function of the human body, involving, inter alia, the use of
health-related personal data for such purposes (article 2 (1) (e) HRA). For research
falling within the scope of the HRA, informed consent is required for the (primary)
collection of health-related personal data (article 16 et seq. HRA). A person may thus
only be involved in a research project if they have given their informed consent in writing.
To be duly informed, they must receive comprehensible oral and written information on
(i) the nature, purpose, and duration of, as well as the procedure for, the research project,
(i1) the foreseeable risks and burdens, (iii) the expected benefits of the research project,
in particular for themselves or for other people, (iv) the measures taken to protect the
personal data collected and (v) their rights (article 16 (2) HRA). The persons concerned
are to be given an appropriate period for reflection before deciding whether they are
willing to consent (article 16 (3) HRA). In addition, any research project must be
authorized by the responsible ethics committee (article 45 (1) (a) HRA).

Special rules apply to the further (secondary) use of genetic data (and biological material).
These materials and data may be used in uncoded form for a particular research project
if informed consent has been given by the person concerned (article 32 (1) HRA). They
may furthermore be used for research purposes in general in coded (i.e. pseudonymized)
form if informed consent has been given by the person concerned (article 32 (2) HRA). In
addition, biological material and genetic data may be anonymized for research purposes
if the person concerned has been informed in advance and has not dissented from the
anonymization. If anonymized, biological material and genetic data no longer fall within
the scope of the HRA or the DPA.

A similar cascade exists for non-genetic health-related personal data. These data may be
further used in uncoded form for research purposes in general if informed consent has
been given by the person concerned (article 33 (1) HRA). In coded (i.e. pseudonymized)

form, the data may be further used if the person concerned has not dissented (article 33
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(2) HRA). As anonymously collected or anonymized data does not fall within the scope of
the HRA (cf. article 2 (2) () HRA) the further use of such data is allowed without

restrictions.

Additionally, article 34 HRA contains an exception clause that allows for biological
material and health-related personal data to be processed for research purposes without
the data subjects’ consent if three conditions are met. First, it must be impossible or
disproportionately difficult to obtain consent or to provide information on the right to
dissent; the same applies if this would impose an undue burden on the person concerned.
Second, no documented refusal must be available. Third, the interests in carrying out
the research must outweigh the interests of the persons concerned in deciding on the
further use of his or her biological material or health related personal data. While

designed for exceptional cases only, article 34 HRA has become the rule in practice.

In Switzerland, there are currently no plans to participate in a European Health Data
Space. Swiss Parliament has, however, mandated the Swiss Federal Council to create a
framework law for the secondary use of data in strategically relevant areas such as

health care. A proposal for such a law is not to be expected before 2024 or 2025.

*kk

Disclaimer: As English is not an official language of Switzerland, the wording of the
DPA was taken from the unofficial translation of

https://datenrecht.ch/gesetzestexte/ndsg-en/.

*kk

3 This work was supported by JST [Moonshot R&D][Grant Number JPMJMS2293]
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DFEHES 78-17 5 (Loin® 78-17 du 6 janvier 1978 relative a l'informatique, aux fichiers et
aux libertés) | (AT, MMM EBHHE] EwH) iKkoT, HoTF— X {£#KE CNIL

(Commission Nationale de 1'Informatique et des Libertés, EHULEE & H A ICEE 3 2 ERE
B) ZARKL. PREENOE A EHRRELZ M > T &z, REFOEFERFICH VT, B
i, 7 7 v AENZ T TIRA L REEEIC B VTS  ORBUET — & X — 29 ERIHEM
INT7z, 2225 RICHEAR, TROFEROMZ (le secret de la vie privée) % {Ri# 3
5701, HIHFRA~D T 7 2 A5 % BA& (SB35 HIVC. RIEHDHIE T izl

7T VATIE, WbWBE T T AN —HEIZ, FAEIEOEEA TSR] (droit au respect
delavieprivée) & L CfREI NS, Db Lid, I—m v XAMERN 8 LZ BT 27
DT, [FTRTCONEIREELZHEINIEMZET 2] LHETIRIEISF (loin® 70-
643 du 17 juillet 1970) & L TiEfMb I . BUOK, E LoM & L CREEHFTIC L o C
REINT Tz, 1999 FFD 2 D DFEEBHRIA, M EEOBEEZ 1789 FAMES 2 5
BRPSF 722 &, BELOWEN L L COMBESTINUEIC R INT RS, &b,
1958 F 7 7 v A HHAEE LR IT, AAETGEOEEZZ T 2 HENICE S 2 1N 2B UE %2
BT,

MEEOBEEZ XTI 2R ONREIL, REFRRR LICH 225, —ikic, AEGEOEEIL,
MAEOME (HE. BEE, @E. FHAERE) & BAEEOHBE (HCREESLHEaE
WEooRny) LichyiFbh, EEbriikicAL N DIFE L L CHIFOHIEICIRE S 1
T35,

AT — 2 DL & FAEIEOBEE L ORfRICOWTIE, 2012 FEoEERBHRY L, TEA

1 Texten® 1004 (1973-1974) de M. Pierre-Bernard COUSTE, déposé a 1'Assemblée Nationale le 4 avril

1974, Proposition de loi tendant a créer une Commission de contrdle des moyens d'informatique afin

d'assurer la protection de la vie privée et des libertés individuelles des citoyens.

2 Décision n° 99-419 DC du 9 novembre 1999 (FFREEZET TIN5 v T A LD EELE— Yy 7 X
(PaCS) Hik| 7 7 v 2AFEHPINTE M [7 7 v AOFEEHIFIN] 91-94 H) , Décision n® 99-422

DC du 21 décembre 1999.

S BGHZE [FVENoEE| [FE 87-90 B

42— MMERUR OAE A HALER I B3 2 550 H O 5 O ARREEE T — X DR ICOWTHIEST 2 7

ATV T 4T 4 DRFECET 2 EHEICO VT, EHRBEENNICEREAESF DN FESE, Décision
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7 — 2 OIE, ik, /7. BB S X WG] 2RV EIE O BE~ DRI 3 5 HilKIC B 7=
%L ERHIBRIC, YA, [—FIZE (intérét général) I X - CTIEX{L I, ZDHW
YOI L 2 CEMmI N R T NIE R b\ LHIRL 72,

(2) THEHRBECHREMRE

1S E 2P EHE (le droit a « 'autodétermination informationnelle ») (X, 7 7 v A&k (E
FE7w oy 7)) IS ORUE X7 < EiEbrb RZEE LoHER L L THIERI2? A& L T
b0 TIEARVA, SH, EEEELOBEE LT3, [FXTOANE, COFEFRICED 55
o Fc, B IKBET 2 AT — 2 O ZHRE L ROEHRT 22 H T 2] LHET S
2016 F10 H7 Ho Wb 3157 ¥ 2 A :H1EZ ] (loi n°  2016-1321 du 7 octobre 2016 pour
une République numérique) 54 Z&icH L b T3, TOHEIX, 1983 F 12 A 15 HD F
A EFFEEHCH TR e (ESAFA AR (1983 4212 H 15 H : BVerfGE 65,1 )) D%
2T, BUHRHERE ORI DKL DIRE I N TV 2s, HRFICA I N2 B85 =

CENEL B DT — & % HHICL 3 5 HER] (le droit A lalibre disposition de ses données)
W LI (Ao o) EAT — 2 BB O JF ]I (principe de libre disposition de ses données)
DFERIF, AANT — 2 {REDOH =R E LI nTwb, bbb, B 2 EED
RN, A4 v EDEEray tue—L LS LT 54 ANDORHE~L, LSS
A LDPRTRENTZ, T7Z R AMERT — 2R =2 ) 7 4 HEIZ, 5REDHEF & L CILED T
bNb, 7T, T— XD, TV AIHERL, RICE KT 5 2018 FD [EIANT —
2 DREICE T 2] F, EHOBE I ThaI N GA, MADHCHRELD B,
H%EE T 2720107 — 2 EREFEICHRI N FMEPERINTH Y. BFRACREED EE
AIMER] & L CORBEII o Ic iR I Tk, L OfERiD & 53¢,

2. MAAERREEH OBR & FRE
(1) 1978 4 [fE# & Ak HlE
7 7 v AN, 1978 FFEic, 1EH & Hlik (Loi Informatique et Libertés :LIL) 7% #ilE L .
7 — ZRGEREEE CNIL % BlI5X 32 ICE o o R & & o 21 Id, Safari FffCch o7z, 77 v
2Tk, AR, 7 7 v ZENHFHEEIEAT (Institut National de la Statistique et
des Etudes Economiques INSEE) 2k > TE Y B ToHNEHAERENRES (Numéro

n® 2012-652 DC du 22 mars 2012.

S BUMFRHERR IO S - R E (Etude d'impact) 96-97 H ¥ X OSZ M (ecposé des motifs)
Z

¢ Audrey BACHERT-PERETTI, « France », Annuaire international de justice constitutionnelle (2021),
ECONOMICA/PUAM, 2022, pp. 324.

TIERARE, L, 7 7 A VRO HBNCBI T2 1978 451 H 6 H O 78-17 5 (Loin® 78-17

du 6 janvier 1978 relative & I'informatique, aux fichiers et aux libertés)
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d’Inscription au Répertoire :NIR) 23, 2 EE A7 5 1 (Répertoire National d'Identification
des Personnes Physiques : RNIPP) IC&fkE s, Yarya - RV EFNvBHETITO7 7 v
ABFIE, B LTEHREB 7% & 400 AL oML TREL Tw 2 1 EE 047
7 AN (état-civil, FAFL, HIFEGIR, BT — 24 L) 2. BRI X iz 8— o im il

Al (NIR) ZHWCHARKER L, WBE (WEREY Yy 2 - v 772) Kb T ItEH
3~ % GtH——Safari (Systeme Automatise pour les Fichiers Administratifs et le Repertoire des
Individus, 7B 7 7 4 M EHABIRO BB > AT L) GHEH——% FE L Tz & 2 A, 1974
F3H21HDA - =Y Pl [ «Safari» 20037 7 v ZAAFFD | &) PhFEr 7z R
LD T, ZORMEZRFELZS, CNieX T T, vz — - AZRAVEHDESE 3 H 29
HfEEC XY, PRGBS LT, BR 28T ICET 30 X T LB DH 7= 7 bl A6
BEEIEE . 1974 £ 11 H 8 HoT 7 vick b, EBEREEIFERO Vv F—L - v a2/ k
BBEMRERDE— Y R - TA X uzZEBRET 2HRE AHEZERPRILIN, 20
ZESE, BIFYRICE2 IT Y —rOffflIcBd s HfillicovwCToatZ B E 32 9
DT, RWMEHEOLANC b A TG TN b ) afEFH, 1975 4F 6 A 27 H, &M
iR E L 1977 11 Hic, ob il e BlHE L 2 2 ERICH T 2 AR R0 G X
n7z%

e HRHERIECERL TR, Ry 2 —F v o7 — 2 {f#ik (19734), 7TA VA0 77
ANy =i (1974 4F), FA YO~y 2y M7 —2R#E (19704 10 H 7 H) &L, Bc
EANT — 2R ICBIT 23l 2 A3 2 E OB DA, 4 F Y X@Eﬂ(ﬂ??‘““ﬁ'{—XEF’L
BT 2 RN DI O HHOREEICBIT 2 kH a &L BOLICIIE S I o T ikRE
BEE D A SIEI N T 210, IT BRI - T & & SEHEE O N HIBBE A RBIE 72 7
—ZR—RAERALIKRD D750, 7 — XIREEOREIEH L LGl I N X5tk b,
77 VAL X DR B TARIEFEICE 72D DTH 5,

1978 FkIC X o CE S 72 CNIL 23, 7 7 v A THI® T [HAZITHEEE] & L Coik
WG % fF 5 S iz & v S HEIE, &mmu%#%%m_ﬁgttﬂm%%miéITﬂm
DfEgiE & . NIFERE A B ST L 22 ARG L O M EE DR & D w2 X 9, TR IC
KB PSR S X 7 L DFIEICHIG L T BERICH 7= 5N 2580 5 2 & 1 %&’}: E
HEHIEDRAKDHWTH o 721, 1978 EiED Z OSBRI ks 12, 56 108 777|<7f="7<‘i LT

8 « Safari » ou la chasse aux Francais, Le monde, 21 mars 1974,
https://www.cnil.fr/sites/default/files/atoms/files/le_monde_0.pdf (HAMEH : 202349 A 24 H)

® Audrey BACHERT-PERETTI, « France », Annuaire international de justice constitutionnelle (2021),
ECONOMICA/PUAM, 2022, pp. 314.

10 Texte n® 1004 (1973-1974) de M. Pierre-Bernard COUSTE, déposé 4 1'Assemblée Nationale le 4 avril
1974.

Ty ord, HREHRZERE, [, LK UCRBOEHMNICE T 2 IT OFEs, FAEE.
ADHHRUANHBEZEEL CfTbilsd 2 & 2RAET 2B L BUNICIRE T2 (19714 Fo T 7L 1
&) ZlERZOMEBLLTEY, Bl o, NG & REFRMICHE —oE#R2EH T2 2 L 2BEL T
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Monsd, AT — 20 BEEICE T 2 A OLREICEIT 25K E i EL 5 2 7=
LEFE TR

B, NIR i3, #&REO ST CHH I N TE2REXDH V| HEREFS L HIFEh T
W32, SH. NIR 28, #H, EEh L, thofTHI - RICET 27 7 ALV EHAL T
BEHTZZLRADOLNTELT, £ 42—t ID ABE DV LBToNTHBEE, 7740
DA ERPEAEHROFAHZ, 2R ELLI 2 HWUMNOHN TR I NS Z & %[
WS %7200, CNIL 3 —F 5 oIz —H L CHEMNAREZ2/R LTk Y, SAFARI
FHE~D KB LCCNIL SR ESI N e 2T 258, 77 v Rk, THARD X 5 ¥
— BRI L] e PHEEE DFFI N T B, 2019 i, DinEE X
[ R %5 13 2 Bk o — R & T v 258800 1 o Bk v o 72 o o Rl o St %
MICED B LB TE S| LHET S EU —7 — 2 R (LLF. TGDPRJ & 5) 87

%%, NIROFHBMZHIRT 27 2L (Décretn® 2019-341 du 19 avril 2019, @
FR «cadre NIR» ) 2MRIE X 7z, «cadre NIR» i, #HSF#E., @, EM. L. #:H4.
Hal - EEGEE, BEOEZ LI NIR OF MR AR B Z RENZE L, ThICiEHE L
&wﬁ%@@NRﬂ%i%iwaéo

(2) 20184 [MEAT— 2 O ICEIT 2k <X 2 [MERE BRE] QE

2016 £, GDPR (GDPR O i@ fRic o Tid, F8EINSIE) NRIRI -z b %
%, 77 v AL, GDPRICHEL T 2 ENiE ORI %2 E b 17z, GDPRIZ [HIHI] <Th 3
LB, S EoENZECER L < MEEOBUFe A%, MAFICEBEEH S W HExE
T 5, . BANCIE, 2 OFEMICH 7= 0 MEEICHE - HZEo [Rith] 289 359 2%
PP rNFET 03 EHTH S, GDPR Lo THRA] (45%15) CHE EETN
0, TEEHEB) (4 52215, 515%) %72 ICRIRRT 2 Db, BEFORBIZ Y T 25 02,

Wiz RE, FESME & DRI B TR o TR L W R B,
12 Audrey BACHERT-PERETT]I, op.cit., p. 314.
BEANID EHOET L Z AL —FETAL ((TRY—ERAPHTLICEL S ID 2E L, ZhZho
EHREMHALCHHcE 2w, 77y bETA (— ooJ,iE ID 22 TOEFCHMA L. 2RI
HETE AR, 7 P IAETAL (FTEF—E R \Eﬁ CID ZEHS 5 75T, FEF o 1D
A3y BFAEE ID & ARAHT &AL, 4> EFRE © o HuEE O FRIC ﬁi@ ID % fth 43 B35 1D I £ H#8 L <
WaEHET 270 BT RMBICINE. 77 Vv RiE, L — b ETFALCHGEINS, RXASHE
Bt RETERT TERER> 27 4 (ERID) B 2 {EMAREE —KE, 772, 41207
LB T BHESHIEOEIR—] (2011) 20 H https://www.i-ise.com/jp/report/pdf/rep_it_201010.pdf
( AKBIEEH 2 2023469 A 24 H), #9KME THABEFAMICL2A—2 F ) TETENF L 5% ID i#
#£ ] Fujitsu 68 (4) (2017) 80-87 H
https://www.fujitsu.com/jp/documents/about/resources/publications/magazine/backnumber/vol68 -
4/paper02.pdf  (FAEHEH : 202349 A 24 H) 2IE,
U AR AERE s PR 17 FEE R E  REOE T AREOHEERIL (20060) 77 B A
i EE
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FIEFR 2 TRICT 22 (85 1), THIERHE (Bno M) | (175%) © [7—XF—
2 YT AHEL Q05 REINE TOFRE BHEICIIBED Lh o i L WEMZ L5
FRICRES 22, a7 74 ) v 2o HELBLIC RS CRE R SN WHERICEI L
THRECHE DIEEZED 52> (225 21H (b)), HHALERICH L THEFHEZFE KT 2
MR oA REME (21 idicm ) 2 alik o RILicBdd % 2016 45 11 H 18 Ho I X
> CHAL ZEFHFHRAONRICE L. 2 OFFRENE), 77— ZUHEBEEZILE S XE v
— VOl -l (FFI, CNIL IC X 237 O HRTFH & OB L )V A7/ R—2DF
BT EOEA) Ry, BHLMFIC O EMBEEIGERD R 2852 50 CTw23 50 LAE
o C oW TIRENTORGRAIR G Lz, &b, MEECHBT oA S 2 bz
Horicow iz, MBREEcof%E - FMsko o s, ks, MEEMCEHT 2L
— VR Z DXV R BGAE, EONV—ADBBEHEINE T, T2 EHECZTO NETE
FHOFEHIC X > CTHRARD I 2200 TH DL, 72& 213, FEEHRZ I3MEEDDLAT 2 —
TYDOHFERIF, AV =T VEFEHE T T -2 EHEFICEHH I N 0, YT — X
EMEER 7 7 v AENICE W UERBME S — e X275 561X, 2827 7 v A23H
BEMEZ I6RICKELTWZELTY, 77 VRAFEEHIZRAY 2 —F v OFEFHOEH % K
BEHICZ T 52 itk b, b BB L TE, 74407 v FICEERLA % E < Google
& Facebook # & BHICEIMSHED b L7z15,

(3) MAANT —%] OEH

B e B, MAAT =21 #2 RO LI ICERLTWDE GF25LH 2HE 130,

EANT — 2 &k, @Al E N BAATHBIFESE L Xz oFICEREO—# L I3E
BOBEZREZMT 5 LI L oT, EEWEZIIMEMICHNL > 2HANCHET2H5
W3 IEHR> OS5,

Cookie 13, ZHnHfETIE, BAAZ@A CTEZ vy, ftholEmeflAadbe sz bick
DHBRAZHINL 2 TR MEAT—2]1H7=25, HARNEBA L 5 2 578 2 O 1X,

TEAANDE ZFHEICT 2 TR COFRNITT -2 EHEL L 1ZZ ooELT 7%
AL BT RCOFEEEZEBICANLTINE bk (FAFE 2L 2HE 1) LInT
W3, Cookie ICBHL Tid, THfE HRES2KICK 2T, e 774N —f5RZENEL
TEY, MEAT =21 ICEET20Em0ICBbL T, FHEOEHA%ZT 5,

3. GDPR O¥Fxh# 17T, CNIL 25 2019 4ic, Web ¥4 P REITHICLK > T2 —¥
—Dava—xX—ICHE IS [Cookie] ELXURZ DD 7 v —8ht7 7 4 vicBd
DHLWHANIAVERELZE A, ST IEHEMRMEEKIL, HA F 74 vOBEIE
R ZELEESI R INAZ L 2%, EBBiL. Cookie 7 + — N Z KM T 2

DWW TR L I3 % —75 T, Cookie DfEFIHINDBH/R, Cookie ~DEE DL %

15 Etude d’impact, Projet de loi relatif a la protection des données personnelles, 12 décembre 2017, p.75.
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7213l o R 5 &, Cookie DHERERFFAR]7r &, O HERETRIH O GEME 2 HERR L 7210,

(4) fAANT—2DUMEREETD %720 DELE

77 v AILBEWTIE, GDPR AEHEEH I NG -0, 77— X BROHERN & BHEEH O FF
IZoWT, HAWICIZ, GDPR LEIkO L —ABHEH I N3,

AT — &% DL (traitements) 1T, A FICIBIT3&ED S bl b —2%jE- LT
WA ICATEEINE (E55)
OMLEE A, GDPR ICHUE T B AT — X (REEFIEE O R & 72 2 BRI B 72 2 B34 1%
GDPR4 £ 11 5RO T HKRICHET 25D T T, 7—2ERORIEEZB TV 25
QULIED, F— X THRBYEHTH 3 OBIT LT — 2 FHROERIGLTE b3
FRIAT DI E % BT T 5 720 I EH i Gh
QMR 7 — ZEHEINE ) R EENEBE 2 BT T 2720 1B R GE
O, T — 2 FERX Mo HRADEK LIS ZIRET 5 -0 LB LG G
G, N DOFIED 720 DBIEEITD /2D I BT T — X EFHE ICE 2 5N A
HOTED T T GH
O©ONHIHEBE A 2 D 2 FITT 572017 H) b DO ERE, MBS, F— 2 EFHEIIE=F
PHERT B IEL AR O HIWICH S L CRE RS, 7272 L FFC T — 2 EERTFLEHTH
2GERE AT — 2 OR#ER LB T2 F — 2 ERORIE, H & AR MR 25 B
INBBEIZZORY TV,

72, GDPR8 L 1HAZZ T C, 77 v RlZ, B CHMCFEIE TE 2440 %, 15 e L
T3 (FET7-14. 45455 Y, 15 R0 E T, FDOBIMELE (le oules titulaires) 23H:[A] T
FELZL ZicoAh, AT —2OUBEPERE RS,

(5) T —XFIROMER] & FHHEEH DR
DGR %2 2 HEF] (droit a I'information)
GDPRI2 5425 14 SRICHUET 250 T Cfifid nna (% 48 5 11H)

16 Conseil d'Etat n° 434684, lecture du 19 juin 2020.

7T EREAERICOWT, 77 v ABUFEIX GDPR ICHUET 2 16 iz #EiFF L T2t ER#ES (Fko) <
. I3 ERIEERE T2 A v F o aiflEl, UK $22R =T AL, HAOEREZ LT3
MBEOERRR 7 7 v ARICEZ 2 ERER I, HVFEOAL v 2 —3 v FFIADOER. BEE»H
DFRIFEIS RS 2T L7z L ¢, AR 15 MERBEFERL 752 ko7, b, EERITIE,
v AV ECHBEORELZF 2D RMH TIEA WV, CNIL 7YXV 4/ R=va v FFEF ) —
(Laboratoire d'Innovation Numérique de la CNIL: LINC) T3, ¥ uAFGHIC X 2 [ 77 4 Nv — % BE
L 72 4EHREE s A 7 4] 2B TH 5, Jérome Gorin, Martin Biéri et Come Brocas, Démonstrateur du
mécanisme de vérification de l'dge respectueux de la vie privée, 21 juin 2022,

https://linc.cnil.fr/demonstrateur-du-mecanisme-de-verification-de-lage-respectueux-de-la-vie-privee (&

W 202349 H 24 H)
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15 Al O F ~DEHIE L, WiE»r 2LV LT WEiE iRty 2 (FASE 2 1H)

DB EHPHC, R E HE 48 45~56 SRICHIE T BN R IEIRICITiT 2 2 L A3 TR
% (#£855%), L7zddo T, BN T — & DI O\ T DIETR % E D B HEMICDOWWT
b IEHIRE %21 2 (A 31H)

@7 7 & A¥E (droit d'acces)

GDPRI5 SRiCHIE S 2 o T ofrfiad g (1549 & 1)

AT — 2 DREEXIZHEDBZ 0035 556, FHE X, BXFHao. REXIZHEE
ZEGEL 5 2H oW HEEEXMT 2 2 e B TE 5 (A 21H)

7e72 L. Wiat DREL AT RERAE L IRt O E i D & % HEY & L T2 72 HA R
ZEZ O, BEREDO T TA N R T - 2 REDRED Y R 7 M ICHERT 2
A CHRE S N2 561 NICENZ 2REE L. 863-2 RIS\ CHIEERIEET 10 %5 &
N7 EERICITEA S ey (FISEE 31H)

®ET1IEME (droit de rectification)
GDPR16 LICHUET 250 Fcfifia s (50 5%)

@HIHE  (droit a 'effacement)

GDPR 17 §&IicHlET 2580 Foirfiansg (551 555 118H)

F— X ERDFERICIS U T, FriC, BT — X ERDRBESL -7z i, 7 — 2 EHE
ﬁﬁ“EX%ﬁK%@LTW%LtNAT~&i\T%%@@?(ﬁ%t&ﬁﬂﬁ&%&
Vo, YT -2 EFE SHICEE L AGAR. T2 EEEIAEN AEEE L 2 L L DI,
7 — 2 EEDP HHIBRE R I N TS EFEEZUZE ZFH B AT E RS vy (FHE
28,

AT — 22 E I NHRBEE, EER2 S 1 AUNIC T — 2 EHE D LIGE D 75

a@\T—ﬂI%i\CMLuﬁﬁ(mmmwm)%$bifé;kﬁf§éoCML
. EWIHOHINTEZ T HA 5 3EBLINICHEI$ %,

GFFHHIRME (droit a la limitation du traitement)
GDPR 18 ScicHiET 2 &Fo T ofiffid ha (3553 55)
FIHBIRMEIC D WTiE, 7 7 v RAFEICEA OBUE (FE LT 7R,

ONT — 2 DETIEA L < AFEIER I FH O Fl BRI BE 3 2 #15% 0@ Al
GDPRI19 &&icHIET 2o T offfia g (3% 54 5%)

@DF =2 FK—=2v Y 7 4H (droit a la portabilité des données)
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GDPR20 S HET 2 &F D FCfifid g (3 55 5%)

F=2R=2 ) FAEICOVTIE, T 2 AIHIED 48 L THIE & . HEEIICHHE
HInTwd QHEEIE 2R 2 5B 4L 3IRE4H [T -2 FK—xE)
7 4 (Récupération et portabilité des données) ), GDPR H#EHLEHIE ICfE W HIFR & L7218,

TAUFRAKROPE—ELNDOR LREIREESICB T 2EFIRE VAT LHERICHZD .
T—2KR—=2) 74 M (HIERHE, FIATIRER OCERBP L CHED) 2BEET 5T L7195
H5,

CNIL ik, 7= F =2 ) 74 HOITlZ{EET 270D L L <, OF — X £k
WAL X NT=T 1T v b AR — R HIFHER B AT Sz (CSV, XML, JSON 72 &) T
TR EREHELT v - FTE MR RIS 2 2 L QFF T AN E=F T2z
D) 37— 2% HEICHES T 2 BRER It T2 2 &, @Z D7D DL API il
T L, BRELTVEY,

®FEZEH . CHE (droit d'opposition)

GDPR21 &ICHET 2 5o Fofifia g (5 56 5%)

e Ly AT — 2 OB 2SR I FHS & i 72 L T 2854 Xk GDPR23 SRICHIET 5 4%
DT T, 2L DN & FH5ICB 3 2 BUE O 23, HHR ORI 3LTHIC X - ThRAb &
N2GEEICE, REFEH I N,

@7 v 7740 v 7 kEDHBUEICHE D CPRGEZ S i WHEF]

AN DITENICBE 3 5 5l 2 & T BRI O E X, % D A D A O FREE o i % 5l 3~ 2
TEERHME LEMAAT — 20 HEIUBEICHE S W CTld e b ey (G547 555 1 1),
EANCB L QERZIRE AT 2. XIIMEANCERGFE L5 2 5 Z OhoRiE T, Z Off
NICBI3 2 FeE o NPT 2 Pl & 72 135l 2 Cc L 2 HWE L7 — X O HEJLE O
AICFED Ty Z i TE Ry ([EESE 21H),

7272 L. GDPR22 5 2 35 (a) XU (c) ICHLUE 3 2 Al I N A TEBE fR % L. L. 311-

B FYXNMMEED D LickWT, ITIE, T2 2EETIHMEZTTlrRl, 722G 5
FlcoWTHRE L TH Y, WET — 2 O RCPIFTREIEIC O LT O 2 &, -7 m A
KEDT — 2 EHF ISR I N D RBICO LT, 2016 FEHEICKEL Ce bt v 74 VigiE 7 v e =
CHWT, HEEFOBG L2 ol ICHKm S N,

19 Arrété du 25 septembre 2021 portant création d'un systéme de vote électronique en vue des élections des

membres des chambres de métiers d'Alsace et de la Moselle devant se dérouler du ler octobre au 14 octobre
2021

20 CNIL, « Professionnels : comment répondre a une demande de droit a la portabilité ? », 7
avril 2021, https://www.cnil.fr/fr/professionnels-comment-repondre-une-demande-de-

droit-la-portabilite
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3-1 XU A 1 FE 1 HicE TN O TB EOPE T, % OUIAE
WMEBHBES 6 L LICHKHTE2T—% (0bWiEvyyT4UT—%) IKHbLARVWES
. AL R, SNHOREIEL T, 7— 2 EHE L, QAL D X S IcEEI N h
T =2 FERCHEM>r oD YT WEATHHATES XS, TAITY) XL E ZD
JER & MR ICHIET %,

e HHES 6 & 1 ICHET 2N ADT2) —off N7 — 2 ickEo L B AT
T2EMES 20T 77740 v 3R E NS (K95 &FE3H), b, HRE BHEE
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V. Thailand

Report on Right to Informational Self-Determination under Thai Law

Thitirat Thipsamritkul®

1. The Relationship between Constitutional Law and Personal Data Protection Law

1.1 Constitutional Status of the Right to Privacy or the Right to Informational Self-

Determination

The terms “privacy” did not appear in the text of Thailand’s constitution? until the 15th
Constitution B.E. 2534 (1991), Section 44, “A person’s family rights, dignity, reputation or the right
of privacy shall be protected.” Before that, there were only the protection of secrecy in
communications and the right to family in the Constitution B.E. 2492 (1949).

The similar provision with Section 44 under Constitution B.E. 2534 (1991) appeared again
with the clause prohibiting the circulation of image or statement that violate privacy was included in
the following Constitution B.E. 2540 (1997), so called “the people’s constitution”.® The protection

against unlawful exploitation of personal information was also added¥ in the Constitution B.E.2550

! Lecturer at Faculty of Law, Thammasat University, served as consultant to the Drafting Committee for Personal
Data Protection Bill in 2019, and was selected Member of Personal Data Protection Commission (withdrawn
later). Some parts of information in this report were gained from the author’s own experience.
2 Since the democratic revolution in B.E. 2475 (1932), there has been 20 Constitutions in Thailand including the
temporary Constitutions. The main reasons for these changes were 13 military coups. The chapter of fundamental
rights remains in similar structure and have evolved overtime. Distinctively, the Constitution B.E. 2540 (1997)
was the only one called “people’s constitution” since it was drafted by civilian government with a broad civic
participation.

See more, Andrew James Harding, Rawin Leelapatana, “Constitution-Making in 21st-Century
Thailand:The Continuing Search for a Perfect Constitutional Fit”, The Chinese Journal of Comparative Law,

Volume 7, Issue 2, September 2019, Pages 266284, https://doi.org/10.1093/cjcl/cxz009.

3 Thailand Constitution B.E.2540 (1997), Section 34.

A person’s family rights, dignity, reputation or the right of privacy shall be protected.

The assertion or circulation of a statement or picture in any manner whatsoever to the public, which
violates or affects a person's family rights, dignity, reputation or the right of privacy, shall not be made except

for the case which is beneficial to the public.
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(2007).4
The current Constitution B.E. 2560 (2017) maintains similar protection but the restriction to
such right is expanded to include personal information in general.
“Section 32. A person shall enjoy the rights of privacy, dignity, reputation and family.
An act violating or affecting the right of a person under paragraph one, or an
exploitation of personal information in any manner whatsoever shall not be permitted,

except by virtue of a provision of law enacted only to the extent of necessity of public interest.”

This change reflects the broader understanding of personal data in modern day that goes
beyond image and statement. It is worth to note that the drafting of this constitution was done in
parallel with the initiative to introduce a set of new digital economy law including the Cyber Security

Bill and the Personal Data Protection Bill.

circulation of image or

circulation of image or

Constitution Constitution Constitution Constitution

B.E. 2534 (1991) B.E. 2540 (1997) B.E. 2550 (2007) B.E. 2560 (1997)
Simple recognition of | Recognition of right to | Recognition of right to | Recognition of right to
the right to privacy in | privacy privacy privacy

separation from the | + + +

liberty of dwelling Prohibition of the | Prohibition of the | General prohibition of

unlawful processing of

statement that may | statement that may | personal information.
violate privacy. violate privacy.

+

Protection against

unlawful exploitation

of data

Generally, In Thai law, the right to privacy is not interpreted to be different from the right to

informational self-determination. There are also other provisions that relate to right to privacy in the

4 Thailand Constitution B.E.2550 (2007), Section 35.

A persons family rights, dignity, reputation and the right of privacy shall be protected.

The assertion or circulation of a statement or picture in any manner whatsoever to the public, which

violates or affects a person’s family rights, dignity, reputation or the right of privacy, shall not be made except

for the case which is beneficial to the public.

A person shall be protected from the unlawful exploitation of personal information in relation to oneself as

provided by law.
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classic sense, such as the liberty of dwelling.®

Apart of the constitutional protection, the Civil Code® and the Criminal Code’ have always
prescribed the tort liability. It is general understanding that these provisions include the infringement
of privacy but both Civil and Criminal Code impose the burden of proof on data subjects.® There were
very few court cases referred to the right to privacy or privacy. The most well-known civil case is the
supreme court judgment No.4893/2558° referring to the right to privacy under both B.E.2540 (1997)
and B.E. 2550 (2007) Constitutions that must not be violated by mass media.

1.2 Constitutional Significance of the Personal Data Protection Law

The main purpose of Personal Data Protection Act (PDPA) is to protect rights. It also
includes the clause providing basis for processing of personal data which is explained as restriction of
fundamental rights under constitutional law, provided by Section 26.1° Therefore, the following
preamble of PDPA specifically referred to section 32 of the B.E.2560 (2017) Constitution that

guarantee the right to privacy.

“This Act contains certain provisions in relation to the restriction of rights and freedom of

a person, which section 26, in conjunction with section 32, section 33 and section 37 of the

5 Thailand Constitution B.E.2560 (2017)
Section 33. A person shall enjoy the liberty of dwelling.

Entry into a dwelling without the consent of its possessor or a search of a dwelling or private place shall
not be permitted, except by an order or a warrant issued by the Court or where there are other grounds as
provided by law.

6 Civil Code, Section 420, 422, and 423.

" Criminal Code, Section 326-333.

8 Janjira lammaruya, ‘Laws relating to Personal Information in Thailand’ in the Research Report submitted to
the Official of Information Act (2003), p 6 [in Thai].

® Supreme Court Judgment No0.4893/2558, 11 May 2015.

10 Thai Constitution B.E. 2560 (2017)

“Section 26. The enactment of a law resulting in the restriction of rights or liberties of a person shall
be in accordance with the conditions provided by the Constitution. In the case where the Constitution does not
provide the conditions thereon, such law shall not be contrary to the rule of law, shall not unreasonably impose
burden on or restrict the rights or liberties of a person and shall not affect the human dignity of a person, and
the justification and necessity for the restriction of the rights and liberties shall also be specified.

The law under paragraph one shall be of general application, and shall not be intended to apply to any particular

case or person.”
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Constitution of the Kingdom of Thailand so permit by virtue of the law.

The rationale and necessity to restrict the rights and freedom of a person in accordance
with this Act are to efficiently protect personal data and put in place effective remedial
measures for data subjects whose rights to the protection of personal data are violated. The
enactment of this Act is consistent with the criteria prescribed under section 26 of the

Constitution of the Kingdom of Thailand. ”

The reference to Section 26 reflects the preamble of PDPA also refers to the liberty of
dwelling under Section 33, and the right to property in Section 37.1! The reference to the right to

property reflects the idea that sees ownership of data as part of economic rights.

It is common for Thai legislators to include a remark at the end of an act to briefly remind

the main research of lawmaking. The PDPA has the following remark.

“The reason to enact this act is that there have been so many violations of rights
to privacy in relation to personal data protection that caused suffering and damages to data
subjects. Moreover, the advance of technology has enabled and accelerated the collection,
use or disclosure of personal data that may amount to such violations and eventually caused
damage to the economy. Therefore, it is necessary to issue a law protecting personal data in
general to set rules, mechanisms or measures regulating the use of personal data.”

This remark reflects both the importance of privacy rights and economic incentives that Thai

lawmakers had in mind. Scholarly work uniformly mentioned PDPA as protecting right to privacy.

2. The Overview of Personal Data Protection Law

2.1 The Influence of other countries’ legal systems

Influence on legislations before PDPA

Following the global trend of anti-corruption, governmental transparency and the rise of
media freedom, the Official Information Act B.E.2540 (1997) was enacted to enhance the people’s
right to access government information. Chapter 3 of this legislation contains provisions on personal

information protection. The principles of necessity, purpose limitation, direct collection of data, and

11 Thai Constitution B.E. 2560 (2017)
“Section 37. A person shall enjoy the right to property and succession.

LR}

The extent and restriction of such right shall be as provided by law. ....
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transparency were presented. The following Credit Information Business Act B.E.2546 (2003), which
contains more detailed provisions of personal data protection, was influenced by both the UK Data
Protection Act 1998 (which follows European Union Directive 95/46/EC) and the US Fair Credit
Reporting Act 1970, even though these two models have different principles and legislation styles,

especially regarding data subject consent.'?

Personal Data Protection Act (PDPA)

The attempts to draft and pass personal data protection law started right after the enactment
of the Official Information Act B.E.2540 (1997).1® The early versions of PDPA draft were influenced
by legislations of different countries including EU, UK, Australia and Singapore. The drafting work
was initiated by the Office of Official Information and the National Electronics and Computer
Technology Center (NECTEC).

However, after the 2014 coup d’état, the military government declared ‘Thailand 4.0’ policy
that led to the digital economy law reform.* Following with the amendments of copyright laws,
electronic transactions, computer crime and telecommunication regulations, the drafting of
cybersecurity bill and personal data protection bill was carried out by the collaboration between the
Electronic Transaction Development Agency (ETDA) and the Ministry of Digital Economy and
Society (MDES).

In 2017, three years after the 2014 military coup, following the controversial referendum
that gave birth to the new Constitution B.E. (2560) 2017, the military amended the Computer Crime
Act B.E. 2550 (2007) amidst the widespread resistance from academic community, civil societies, and
general citizens. The amendment was domestically and internationally criticized for persisting

oppression of online freedom, allowing arbitrary enforcement, and induced self-censorship amidst the

12 Chalaware Chusap, Problems of the application of The Credit Information Business Act 2002: Study on the
issue of data suject’s consent (Thammasat University Master of Law Thesis, 2009). [in Thai]

13 Nakorn Serirak, Privacy, (Faham Publishing 2nd edn, 2020), p 265-289. [in Thai]

14 Rumana Bukht & Richard Heeks, ‘Digital Economy Policy: The Case Example of Thailand’, Paper No. 7

Development Implications of Digital Economies, 2018, p 12-13 <https://diode.network/publications/>.
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overdue promise of a democratic election.’® At that time, the Cybersecurity Bill was seen as another
tool for the government to intrude on people’s privacy as similar legislations do in other countries.®
“Growing public backlash against the bill is causing tremors both online and
offline because of concerns over the abuse of power and data privacy breaches. The bill has
been condemned as too far-reaching, impossible to implement and potentially infringing on

individual and juristic person rights. ™'

With this background, the demand that the Cybersecurity Bill must be considered together
with the Personal Data Protection Bill became the main narrative. Therefore, both ETDA and MDES
tried to engage more with civil societies in revising the draft of both laws. The fact that GDPR came
into force in 2018 hugely influenced the drafters at ETDA, MDES and the Council of State to change
the personal data protection bill from structure and principles.*® Dr. Pichet Durongkaveroj, the
Minister of Digital Economy and Society in the first cabinet of the military government referred to the
enforcement of GDPR as an important push for Thailand to accelerate its drafting process of the

personal data protection bill in order to enable its participation in the global digital economy.®

15 ‘Thailand passes amendment to cyber law despite opposition’ (Reuters, 16 December 2016)

<https://www.reuters.com/article/us-thailand-cyber-idUSKBN145131> ; Danny O’Brien and Gennie Gebhart,

‘The Amended Computer Crime Act and the State of Internet Freedoms in Thailand” (Electronic Frontier

Foundation, 21 December 2016) <https://www.eff.org/deeplinks/2016/12/amended-computer-crime-act-and-

state-internet-freedoms-thailand> ; Article19, Thailand Computer Crime Act 2017: Legal Analysis, (Articlel9,

2017)  <https://www.article19.org/data/files/medialibrary/38615/Analysis-Thailand-Computer-Crime-Act-31-

Jan-17.pdf>.
% “Thai proposal for all-powerful cyber agency alarms businesses, activists’(Reuters, 16 November 2018)

<https://www.reuters.com/article/us-thailand-cyber-idUSKCNINLOJP>. See also, ‘Deputy PM insists cyber

security bill still subject to change’ (National News Bureau of Thailand, 17 October 2018)
<https://thainews.prd.go.th/en/news/detail/ WNPOL6110170010018>.

17 “The Cybersecurity Balancing Act: A draft law is positioned to give the state unprecedented power over the

digital arena’ (Bangkok Post, 22 October 2018) <https://www.bangkokpost.com/thailand/politics/1562230>.

18 “Thailand: MDES publishes revised draft data protection bill’ (Data Guidance, 26 February 2018)

<https://www.dataguidance.com/news/thailand-mdes-publishes-revised-draft-data-protection>.

9 The Nation, “Government Fast Tracks Personal Data Protection Law”, 18 May 2018,

https://www.nationthailand.com/in-focus/30345749 .
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GDPR influence via academic guideline

“Thailand Data Protection Guideline (TDPG) 1.0”,%° an academic-led guideline produced
in collaboration with law firms and business in digital and banking sectors, embraced EU principles
and other international data protection practices. Though some companies did express worries that
GDPR would require too high standards for Thai business, the TDPG 1.0 became a reference for
lawyers who helps Thai businesses that transact with European companies to comply with GDPR and
prepare the domestic-focused business to be ready for the new personal data protection bill.

The National Legislative Assembly’s commission?! that reviewed the personal data
protection bill (together with the cybersecurity bill) also took TDPG 1.0 as a reference and referred
several times to the possibility of Thailand being included in the EU's “whitelist”. Moreover, civil
societies also supported the GDPR model since it is seen to protect privacy rights more than the
previous drafts and have the potential to stop the abuse of personal data by governmental agencies
since it applies to both private and public organizations.

The final version of PDPA followed important principles of GDPR. Research and statistic
purpose was added as an additional lawful basis. A similar set of data subject rights was included
except for the right to intervene in automatic decisions. Unlike GDPR, criminal punishment was also
introduced despite the fierce disagreement from academics. This later caused unnecessary

misunderstanding about PDPA and contributed to the delay in enforcement.??

Between the push to follow international practice and the local pull to be exempted

It is evident that PDPA was motivated by economic appetite following GDPR and other
high-income countries’ practices. The privacy rights-friendly reputation of GDPR also allowed MDES
to respond to the backlash from the Computer Crime Act amendment and avoid criticism against the
Cybersecurity Act.

However, Section 4 of PDPA provided broad exemptions for various governmental entities
that may dilute these advantages. The drafting of new law tends to include the exemption of PDPA.
The Royal Decree on Measures for Protection and Suppression of Technology Crimes B.E. 2566

2 Piyabutr Boonaramruang et al, Thailand Data Protection Guideline 1.0 (Chulalongkorn University Press,
2018) [in Thai]. The author of this report is also part of this academic group.

2l The National Legislative Assembly is body appointed by the military government after the 2014 coup that
functions as legislative branch.

22 Various organizations tried to debunk the misunderstanding. For example [in Thai]; university

<https://www.chula.ac.th/news/75005/>, ‘CoFact’ a fact-checker agency <https://blog.cofact.org/digital-

thinkers22/ >, consultation provider <https://pdpathailand.com/knowledge-pdpa/7things-misleading-about-

pdpa/ >.
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(2023), include Section 122 that exempts obligations under the Personal Data Protection Act (PDPA)
for this purpose of data processing. This is clearly the case where Thai officials saw PDPA and other
personal data protection laws, including the Official Information Act, as obstacles to pursuing public
interest such as cybercrime and scam prevention, even though PDPA provides clear lawful basis for
authorities to process personal data protection for public tasks prescribed by law. Many scholars and
civil societies are worried that this general exemption may be abused to collect more information of
citizen without means to oversee the processing data by authorities. The principle of transparency is
hugely compromised in this context since it involves the personal data processing by the two data-
intensive industry; banks and telecommunications.

In June 2023, the interim cabinet approved a new decree that exempts more governmental
entities and exempts private sectors from several duties of data protection when providing personal
data to comply with governmental requests, such as the Anti-Corruption related request.?* This new
decree was issued under the open language of PDPA Section 4(2) provision that allows for the
expansion of exemptions by the executive branch without the parliamentary check.

“The exceptions to apply all or parts of the provisions of this Act to any Data

Controller in any manner, business or entity, in a similar manner to the Data Controller in

paragraph one, or for any other public interest purpose, shall be promulgated in the form

of the Decree.”

This increase and expansion of exemption is expected to cause chaos in private companies’
data governance systems and obviously derails Thai PDPA from GDPR model. This may also result
in lower level of constitutional protection for the right to privacy. However, it is unlikely to see a
strategic litigation that challenges the constitutionality of such exemptions in the Constitutional Court.
The legal text of Section 32 of Constitution B.E. 2560 (2017) would allow the interpretation that such
exemption would probably be explained as falling into “public interest”. A lot of civil societies are
afraid that if such decision is to be made, it will set the precedents for governmental agencies to expand

more exemptions.

2.2 Definition and Scope of “personal data”

2 Section 12. The disclosure, exchange, access as well as the storage, the collection, or the use of personal data
under this Royal Decree is not under the enforcement of personal data protection law. However, the person who
receives or possesses data may not disclose this personal data to those who have no related duties.

24 Royal Thai Government, Press Release 11 July 2023, at

https://www.thaigov.go.th/news/contents/details/70221
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The scope of “personal data” is defined by Section 6 of PDPA as follow.
“Personal Data” means any information relating to a Person, which enables the
identification of such Person, whether directly or indirectly, but not including the
information of the deceased Persons in particular”

Under the Official Information Act, “Personal Information” is defined as follow.
"personal information" means “an information relating to all the personal
particulars of a person, such as education, financial status, health record,
criminal record or employment record, which contain the name of such person or
contain a numeric reference, code or such other indications identifying that
person as fingerprint. tape or diskette in which a person's sound is recorded, or
photograph, and shall also include information relating to personal particulars of

i

the deceased.

Comparing to the Official Information Act, the PDPA has a broader definition, though
exclude the deceased person’s data. The inclusion of indirectly identifiable data expands the scope of
protection. This broad definition includes cookies and other online identifiers. It is generally viewed
that processing cookies and other online identifiers requires some assessment and measures under

PDPA personal data protection measures.?®

2.3 The Rights of Data Subjects and the Obligations of those who process personal data

The protection of data subjects’ rights in PDPA is much more comprehensive manner,
especially comparing with mechanism under Official Information Act where the committee has very
limited power in enforcement. The list of data subjects’ rights are right to be informed,?® right to

access,?’ right to rectification,?® right to erasure,?® right to restrict,®® and right to data portability.3!

% Piyabutr Boonaramruang et al, Thailand Data Protection Guideline 3.0 (Chulalongkorn University Press,
2020), p 85 [in Thai].

% PDPA Section 25 and 27.

21 PDPA Section 30.

28 PDPA Section 35.

2% PDPA Section 33.

% PDPA Section 34.

81 PDPA Section 31.
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The list is similar to GDPR, except that data subject does not have right not to be subject to automated

individual decision-making, including profiling under the PDPA.

a) The right to erase personal data or the right to cease utilization

The right to erase, destroy and anonymize personal data or to is included in Section 33 of
PDPA. This right can be invoked when (1) the necessary purposes ceased to exist, (2) the consent is
withdrawn, (3) when the data subject successfully objected that the data processing lacked the lawful
basis of a public task or legitimate interest, or (4) when the data was processed unlawfully. PDPA
obliges the data controller to act when the data was disclosed to the public and to inform other relevant
data controllers.

The right to restrict the use of personal data is also included in Section 34 of PDPA .32 This
right is expected to be invoked as a temporary measure before the data subject or data controller

pursues other action.

b) The Status and Significance of Consent in Personal Data Protection Law

32 Section 34. The data subject shall have the right to request the Data Controller to restrict the use of the
Personal Data, where the following applies:

(1) when the Data Controller is pending examination process in accordance with the data subject's
request pursuant to section 36;

(2) when it is the Personal Data which shall be erased or destroyed pursuant to section 33 (4), but
the data subject requests the restriction of the use of such Personal Data instead;

(3) when it is no longer necessary to retain such Personal Data for the purposes of such collection,
but the data subject has necessity to request the retention for the purposes of the establishment, compliance, or
exercise of legal claims, or the defense of legal claims;

(4) when the Data Controller is pending verification with regard to section 32 (1), or pending
examination with regard to section 32 (3) in order to reject the objection request made by the data subject in
accordance to section 32 paragraph three.

In the event that the Data Controller does not take action in accordance with paragraph one, the data
subject shall have the right to complain to expert committee to order the Data Controller to take such action.

The Committee may prescribe and announce rules regarding the suspension of use in accordance with

paragraph one.
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Section 24 of Thailand’s PDPA integrates the necessity principle and prescribes 7 grounds
for lawful and fair processing®® for legitimate purposes, which are consent, historical archive and
research/statistic,3 vital interest, contractual obligation (or to enter into contract), public task or

official authority, legitimate interest,® and legal obligations of data controller.

Except for the ground of historical archive and research/statistic which must be conducted
in accordance with the later announced rules of Data Protection Committee, other 6 grounds are almost
identical to GDPR. Despite the acknowledgement of drafting commission that consent cannot be and
should not the only main ground considering current digital environment, unlike GDPR, the ground
of consent is written as general principle and other grounds are put as exceptions. This was a default
formula of law-drafting insisted on by the Council of State. It is no surprise that this provision has led

to the over-prioritization of consent in practice.

Reading together with the drafting history and taking into consideration other related
provisions that clearly did not put consent as the primary ground of processing,®® consent is only
required when the main grounds cannot be relied on. The main grounds are “contract” in normal
business operation, “public task/official authority” in normal governmental operation, and “legal
obligations” in both contexts. Like GDPR, consent is not the best ground for data controllers to rely
on since Section 19 requires several strict conditions that prioritize data subjects’ autonomy and rights
to control their data. Since opt-in consent is required and data subjects can withdraw consent in most

circumstances, “legitimate interest” is a more practical ground.

In conclusion, “consent” is suitable for marketing purposes and additional services. It shall

not be relied on in normal operations. However, many data controllers are still confused that “consent”

% The term used in Section 24 is “collection”. However, taking into consideration the context of other provisions
that linked to the grounds specified in Section 24, this provision shall be read to cover all data processing activities,
including using, disclosing, storing and deletion.

% Nevertheless, Section 9 of the National Health Act B.E. 2550 (2007) requires consent for the use of medical
service receiver as subject of experiment. Reading in conjunction with Section 3(1) of PDPA, consent remains a
lawful basis for medical experiment. Other sectoral regulators may also set similar conditions in addition to
PDPA.

% Though the term used in Thai is “lawful interest”, the preparatory work and followed description by the PDPC
and other experts show that it is equivalent to “legitimate interest” of GDPR.

% Piyabutr Boonaramruang et al, Thailand Data Protection Guideline 3.0 (Chulalongkorn University Press,

2020) p 65-94 [in Thai].
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is required for most situations. This myth came from different reasons such as the reference to consent
in previous laws both that related " and not directly related to data protection,*® and the

miscommunication by officials during the launch of PDPA in June 2022.

The disclosure of personal data to the third parties does not require consent if such disclosure
was necessary for the initial scope of processing purposes. Section 23 and 25 requires a proper notice,

while Section 27 and 39 requires the record of such disclosure.

¢) The Limit of the Notice and Consent model and the countermeasure

The requirement of valid consent under Section 19 addresses some of the limitations of the
self-management model due to limited human cognitive abilities. It follows GDPR to demand that.

“Such request for consent shall be presented in a manner which is clearly

distinguishable from the other matters, in an easily accessible and intelligible form and

statements, using clear and plain language, and does not deceptive or misleading to the data

>

subject in respect to such purpose.’

Section 19 also grants discretion to the PDPC to prescribe standard forms and wordings for
data controllers to use when obtaining consent. However, the PDPC did not issue a standard form by
itself but referred to compulsory standard forms under other laws which prescribe additional duties to

data controllers according to Section 3.%° It has also recommend data controllers follow some

3" For example, Credit Information Act B.E. 2550 (2007).

% For example, patient’s informed consent for medical service and research in National Health Act B.E. 2550

(2007), parents’ consent for private transaction by minors in the Civil Code.

%9 Section 3 prescribes the overlapping with other laws as follows.

“In the event that there is any sector-specific law governing the protection of Personal Data in any manner, any

business or any entity, the provisions of such law shall apply, except:
(1) for the provisions with respect to the collection, use, or disclosure of Personal Data and the
provisions with respect to the rights of data subjects including relevant penalties, the provisions of
this Act shall apply additionally, regardless of whether they are repetitious with the above specific
law;
(2) for the provisions with respect to complaints, provisions granting power to the expert committee
to issue an order to protect the data subject, and provisions with respect to the power and duties of the

Competent Official, including relevant penalties, the provisions of this Act shall apply in the following
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voluntary standard forms existing in industries and also comply with the PDPC guideline issued on
September 7, 2022.4° This guideline offers similar suggestions to the European Data Protection
Board’s guidelines and Thai scholars’ guidelines called TDPG 3.0. Another PDPC’s guideline on
notice issued on September 7, 2022, also follows GDPR and ICO’s recommendations.** Though these
guidelines do not have legal binding power, the Expert Committee and Courts are expected to take

them into consideration when interpreting the law.

The use of patient medical record or biometric data for research purposes or drug development
Section 24 of PDPA prescribes historical archive and research/statistic as a separate legal

basis for processing general personal data (non-sensitive data).*> Not many relies to this lawful basis

since its interpretation direction is not known. There is no specific guidelines issued on the safeguard

measure from the PDPC yet.

Section 26, which governs sensitive data, including medical record or biometric data, also
provides exception of strict consent conditions, mostly relating to medical profession, health care and

welfare arrangements. Similar to Article 9(2)(i) of GDPR, Section 26(5)b* provides the legitimate

circumstances:

(a) in the event that such law has no provision with respect to complaints;

(b) in the event that such law has the provisions giving the power to the competent official,
who has the power to consider the complaints under such law, to issue an order to protect the data
subject, but such power is not equal to the power of the expert committee under this Act; and either
the competent official who has power under such law makes a request to the expert committee, or data
subject files a complaint with the expert committee under this Act, as the case may be.”

40 Available [in Thai] <https://www.mdes.go.th/uploads/tinymce/source/ana/uuanisnisauiums Iunisvennudusawa. pdf>.

41 Available [in Thai]<https://www.mdes.go.th/uploads/tinymce/source/ana/uuannisauiiums lumsussingiszasdia. pdf>.

42 Nevertheless, Section 9 of the National Health Act B.E. 2550 (2007) requires consent for the use of medical
service receiver as subject of experiment. Reading in conjunction with Section 3(1) of PDPA, consent remains a
lawful basis for medical experiment. Other sectoral regulators may also set similar conditions in addition to
PDPA.

43 Section 26. Any collection of Personal Data pertaining to racial, ethnic origin, political opinions, cult,
religious or philosophical beliefs, sexual behavior, criminal records, health data, disability, trade union
information, genetic data, biometric data, or of any data which may affect the data subject in the same manner,

as prescribed by the Committee, is prohibited, without the explicit consent from the data subject, except where;
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aim to use health data for public health interest defined by law. That means the patient’s consent is not
required for research project that is conducted under a specific law. The members of PDPC also
recognized that this may create undue disadvantages for private research institutes since they can only
rely on patient’s consent to conduct research that are not in a collaboration with government agencies.
In any event, the duty to anonymize or pseudonymize data is not directly required by PDPA but maybe

required by other profession ethics or other regulations related to medical and research professions.

The sub-paragraph (e) of the Section 26(5) also provides public interest defined by law as
another exemption of consent; “the substantial public interest by providing the suitable measures to

protect the fundamental rights and interest of data subject.”

The obligation to provide “suitable measures” in each sub-paragraph reflects the attempts to
balance between the public interest that may be gained from personal data processing and its effects

on individual data subjects’ rights and freedom.

d) Devices or architectures such as a Personal Data Store (PDS) to assist with the

person's controllability of their personal data

There are no specific provisions relating to devices or architectures such as a Personal Data
Store (PDS) being utilized to assist with the person's controllability of their personal data. Such
utilization is not prohibited.

This topic has not been widely discussed in Thailand. Such utilization may be done with
“contract” or “legitimate interest” as a lawful basis under Section 24 of PDPA. The operator of such
PDS shall be considered data the controller. The processing of sensitive data shall be subject to stricter

conditions under Section 26 of PDPA.

e) Profiling regulations
There is no specific provision prescribing the right to object profiling as provided in GDPR,

(5) it is necessary for compliance with a law to achieve the purposes with respect to;

(b) public interest in public health, such as protecting against cross-border dangerous
contagious disease or epidemics which may be contagious or pestilent, or ensuring standards or quality of
medicines, medicinal products or medical devices, on the basis that there is a provision of suitable and specific
measures to safeguard the rights and freedom of the data subject, in particular maintaining the confidentiality of

Personal Data in accordance with the duties or professional ethics;
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Article 21. However, this topic has been discussed before and after the enactment of PDPA such as in
the discussion of Data Protection Impact Assessment (DPIA) and the guidelines for marketing
department in TDPG 3.0.%* If the profiling increases the risk to data subjects, the data controller shall
adopt some measures to safeguard data subjects and record the impact assessment to prove its good
faith. The data subject may also invoke the right to access and the right to restrict against the data
controller to retrieve the transparency of profiling process and object the unfair use of their personal

data.

f) The right to data portability or the right to transmit personal data (e.g., GDPR Article

20) And in what situations are these rights implemented in practice?

Section 31 prescribes the right to access and receive his/her own personal data from the data
controller. The right to data portability is included in Section 31 (2) PDPA as follow.

(2) request to directly obtain the Personal Data in such formats that the Data

Controller sends or transfers to other Data Controllers, unless it is impossible to do so

because of the technical circumstances.

The National Legislative Assembly’s commission discussed this provision at length in the
draft reviewing process. Many representatives from public sectors consider this right as enabling open
government initiatives rather than seeing it as facilitating market competition as seen in countries. In
contrast to such intention of the drafters and commentators at the lawmaking process, PDPA has been
referred to on many occasions as a primary obstacle to the open data initiatives.

The implementation of this right has not yet been seen in practice. It is unlikely that a
complaint based on this provision will be successful since this right is conditioned with the technical

circumstances that data controller may easily prove to exist.

2.4 Organization and authority of the supervisory body enforcing personal data protection

law. Sanctions and complaint mechanisms.

Organization Structure and relation with government
The Personal Data Protection Commission (PDPC) is the principal supervisory body
enforcing PDPA. The qualified members of this commission must be selected by an independent Select

Committee, which is appointed by the Prime Minister, the President of the Parliament, the Ombudsman

4 Piyabutr Boonaramruang et al, Thailand Data Protection Guideline 3.0 (Chulalongkorn University Press,

2020), p 213-222, p 353-366 [in Thai].
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and the National Human Rights Commission. The current members of PDPC are 10 experts in law
and related fields, including the health industry, securities exchange, law enforcement and military.
Permanent Secretary of MDES, Permanent Secretary of the Office of the Prime Minister, Secretary
General of the Council of State, Secretary General of the Consumer Protection Board, Director
General of the Rights and Liberties Protection Department, Attorney General and the Secretary
General of the PDPC Office serve as ex officio members. The Qualified members of PDPC have 4
years terms and can be appointed no more than 2 terms.*® The Cabinet can discharge a PDPC member
due to his/her actus reus.*

Under Thai public law, PDPC has a status of “Independent Administrative Organization”. It
is a neutral governmental body that may be managed by different rules from normal governmental

body and must not be politically interfered.*” Section 46 of PDPA provides that the government shall

provide seed fund and annual budget as proper.

Authority

The PDPC is responsible for overseeing laws relating to personal data protection and making
relevant proposals to the Cabinet. PDPC is responsible for planning the promotion and protection of
personal data, prescribing guidelines and measures, and issuing various rules, codes and sub-
regulations, among others. The PDPC is also responsible for regulating personal data protection in
accordance with the policy formulated by the National Committee for Digital Development for
Economy and Society and in turn for making the master plan for the Committee.*® It also has duties
to provide advice and collaborate with other governmental agencies, especially those with the power
to regulate personal data protection of specific sectors since PDPA adds new standards to apply

together with their existing legislations.

Sanctions and Complaints Mechanisms
The PDPC can appoint expert committees to consider complaints, investigate non-

compliance and settle disputes, as it sees fit.*> Currently, it has appointed 2 Expert Committees, one

4 PDPA, Section 12.

4 PDPA, Section 13.

47 This categorisation of governmental entity as “Independent Administrative Organization” follows the
principles and practice of the Office of the Public Sector Development Commission available [in Thai] at

<https://webdev.excise.go.th/act2560/images/files/nguueona/ un'ly_muan.pdf>. The updated list of each

categories can be found at <https://po.opdc.go.th/> [in Thai].

4 PDPA, Section 16(1).
49 PDPA, Section 72.
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on finance and economic-related complaints, and another one on digital technology-related complaints.

Sections 71-76 of PDPA prescribe a complaint mechanism for data subjects. Complaints can

be submitted to the PDPC directly or via email. The template of the complaint requires data subject to

clarify whether the complaint(s) has been made to 1) data controller, or to 2) other governmental bodies

(expert committee under PDPC, administrative courts or other courts, other governmental bodies).>°

This is consistent with Section 73, paragraph 2 that requires the Expert Committee to consider other
complaint mechanisms under other supervisions of other governmental bodies.

“The filing, refusal of acceptance, dismissal, consideration, and timeframe for the

consideration of the complaints shall be in accordance with the Committee’s rule by taking

into account the refusal of acceptance of the complaints or dismissal of the matter in the

event that there has been the authority to consider such matter under other laws.”

The interpretation of this Section 73, together with Section 3 that prescribes the overlapping
issues under different laws, may cause a problem of jurisdiction between the PDPC and other
governmental bodies that regulate privacy-related issues over specific sectors such as banking,
insurance, telecommunications, etc.

If the complaint cannot be settled, the Expert Committee has the power to order the data
controller or the data processor 1) to perform or to rectify, and 2) to prohibit an act or to carry an act
to cease damage.®! In case of failure to comply, the expert committee to proceed further with
administrative action® and the administrative penalty.>® The administrative actions include notice,
subpoena, investigation, seizure and confiscation. The administrative penalties can be charged a
maximum of THB 5,000,000.5* The objection to the administrative action and penalty can be made
to the Administrative Court.>®

In addition, Section 79-81 of PDPA prescribe criminal penalties of a 1-year sentence
maximum and Section 78 also allows punitive damages for not greater than 2 times the actual damages.

These provisions open for the Court of Justice (both civil and criminal courts) to decide PDPA-related

disputes.

See more https:/www.mdes.go.th/mission/detail/6408-1/szmauazidvesdninay.

51 PDPA, Section 74, paragraph 3.
52 PDPA, Section 74, paragraph 4.
53 PDPA, Section 90.

5% PDPA, Section 85 and 87.

55

For more information on Thai Administrative Court system, see also

https://www.admincourt.go.th/admincourt/en/structure.php
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2.5 Judicial proceedings or judicial remedy

Apart from the administrative sanctions that are the main enforcement measures under the
power of PDPC, PDPA also prescribes civil®® and criminal liability.%” Data subjects may also submit
their complaints to the civil and criminal court. The specific provision of civil liability can be helpful
when the data subject discharges the burden of proof.

PDPA does not provide a specific provision on standing or class action. The general
principles of Thai procedural laws shall apply.%® The class action on data breach may fall into the
permitted types of case under Thai Civil Procedural Code Section 222/8.5° However, there are still
general doubt about the knowledge of the Court of Justice’s judges would be sufficient to tackle

technicality matters in the PDPA related disputes.

2XThis work was supported by JST [Moonshot R&D][Grant Number JPMJIMS2293]

% PDPA, Section 77-78.

5 PDPA, Section 79-81.

58 For more information on class action procedure in Thailand, see also Tanaporn Farungsang, ‘Summary
of Class Action under the Civil Procedure Code’ (SEC, 2019)

<https://www.sec.or.th/EN/Documents/L awsandRegulations/ClassAction-appendix-EN.pdf.

% Thai Civil Procedural Code Section 222/8.

For the following cases where there are numerous members of a class, the plaintiff who is a
member of the class may request for a class action:

(1) tort cases;

(2) breach of contract cases,

(3) cases claiming various legal rights such as the law concerning the environment, the

protection of consumers, labour, stocks and stock markets, trade competition.
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VI. Taiwan

Research project : Freedom of Mind and Value Co-Creation through
Decentralized Data Management—
The Taiwan Report

Chien-Liang Lee
Institutum lurisprudentiae, Academia Sinica, Taiwan

1. The Relationship between Constitutional Law and Personal Data Protection
Law
(D Constitutional Status of the Right to Privacy or the Right to Informational Self-

Determination
(1) The right to privacy or the right to informational self-determination are
constitutional rights of Taiwan’s Constitution.

There is no explicit stipulation of the right to privacy or informational self-
determination in Taiwan’s Constitution, which is then recognized and practiced
through the constitutional interpretations of the Grand Justices of Judicial Yuan
(Taiwan Constitutional Court, hereinafter referred to as TCC).

TCC referred to the right to privacy in Judicial Yuan (J.Y.) Interpretation No.
293 (1992) for the first time. The reasoning of J.Y. Interpretation No. 585 (2004)
indicated explicitly that the right to privacy is a fundamental right guaranteed by Art.
22 of the Constitution®, which covers the protection of personal life and private living
space from interference and the autonomy of personal data. According to the holding
of J.Y. Interpretation No. 603 (2005), the term “the right to informational privacy” or
“the right to personal informational privacy” was coined, which guarantees the right
to decide whether, to what extent, when, in what manner and to whom to disclose the
personal data, the right to know and control the use of personal data and the right to
rectify the errors in the personal data. Judging from the development of the J.Y.
interpretations, the right to privacy defining the autonomy of personal information
keeps being adjusted and corrected.

In view of the development of technology, the above protection meaning of the
right to informational privacy was later not only inherited but also further extended by
the Constitutional Court established in 2022. The Judgment 111-Hsien-Pan-13
rendered by the TCC on August 12, 2022, emphasizes the ex-post right of control, e.g.
the right to information privacy guarantees that the affected persons have the ex-ante

1 Art. 22 of the Constitution: “All other freedoms and rights of the people that are not detrimental to
social order or public welfare shall be guaranteed under the Constitution.”
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right of control to decide whether the data are utilized or not before the utilization of
the data and the ex-post right of control during and after the utilization of the data.
The affected persons have the ex-post right regarding the personal data collected,
processed and utilized with or without their consent under certain prerequisites. In
addition, the ex-post right of control includes the right to delete personal data and the
right to stop or limit the utilization of personal data.

(2) The right to informational self-determination or the right to privacy

There is no term for informational self-determination in US-American
Constitutional Law. It uses the concept of the right to privacy, which covers the
protection of the right to informational self-determination. The German Constitutional
Court invented the term the right to informational self-determination in the Census
Judgment of 1983 and derived it from the general personality right and human
dignity.

In Taiwan, the TCC has used the term “the right to informational privacy” as an
inferior type of the right to privacy and labeled its dimension as the right to
informational self-determination. It is especially worth noting that the TCC derives
the right to privacy from the ideas that the core values of a free and constitutional
democracy are to protect human dignity and respect the free development of
personality, so it protects the private sphere of personal life from intrusion and self-
determination of personal information (the holding of J.Y. Interpretation No. 603).

Some Taiwanese scholars argue that the right to informational self-determination
and the right to informational privacy have different content, character and scope of
protection. The former protects the external freedom of personal behaviors,
guaranteed as long as the right to dispose of personal information is not externally
oppressed, limited or hindered; that is, the consent of the persons concerned exists.
The latter protects the flexible space of internal personality formation and attaches
more importance to the tight connection between specific personal information and its
personality and subjectivity. However, in my opinion, there is no essential difference
between the right to informational privacy and the right to informational self-
determination. It matters how we interpret the content and the scope of the
application. Judging from the interpretations of the Constitutional Court of Taiwan,
the term privacy contains the meaning of self-determination. To differentiate between
informational privacy and informational self-determination is to restrict the meaning
of privacy and self-determination. In this context, the right to informational self-
determination shall be included in the scope of the right to informational privacy in
this article.

(@ Constitutional Significance of the Personal Data Protection Law
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The Computer Processed Personal Data Protection Act was amended and
renamed Personal Data Protection Act.

Taiwan’s current Personal Data Protection Act (hereinafter referred to as PDPA)
was enacted in 2010, replacing the Computer Processed Personal Data Protection Act
of 1995 (hereinafter referred to as CPDPA). The amended articles came into force on
October 1, 2012. Neither CPDPA nor PDPA does refer to the right to privacy or the
right to informational self-determination. The legislature’s explanations of the
amended articles frequently refer to “privacy.” This shows that the privacy of
personal data is a main consideration of PDPA.

Protecting personality right is one of the stated goals of the PDPA. It enriches the
interpretation of the personality right when the PDPA contains informational privacy
and informational self-determination. According to the CPDPA, the predecessor of
the PDPA, the consent of the persons concerned was one of the legal bases of the
personal data collection by government agencies and non-government agencies, and
the use of the personal data was limited in principle to the original purpose of
collection. This shows that the autonomy of personal data took shape at that time. The
current PDPA emphasizes informed consent and ensures control by the subjects of
personal data. This also reflects the legislative thought that informational self-
determination is the principle of the PDPA.

2. The Overview of Personal Data Protection Law
(D_The Influence of other countries’ legal systems

The enactment of the CPDPA, the predecessor of the PDPA, referred to the
eight principles of the “Guidelines on the Protection of Privacy and Trans-Border
Flows of Personal Data” adopted by OECD in 1980, that is, Collection Limitation
Principle, Data Quality Principle, Purpose Specification Principle, Use Limitation
Principle, Security Safeguards Principle, Openness Principle, Individual Participation
Principle and Accountability Principle.

The amendment of some articles of PDPA referred to the requirements of the
Directive 95/46/EC on the protection of individuals with regard to the processing of
personal data and on the free movement of such data (the predecessor of GDPR), that
is, data quality, the lawfulness of data processing, processing of sensitive data,
informing of the persons concerned, rights of the persons concerned, objection of the
persons concerned, automated individual decisions, confidentiality and security of
data, register, publicizing of processing operations and international data transfer.
(2)_Definition and Scope of “personal data”

Generally speaking, the definition of personal data in Taiwan’s PDPA is similar
to that of GDPR. The criterion is whether a natural person can be directly or indirectly
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identified. The personal data of deceased persons are excluded. Whether encrypted?
or de-identified® data are within the scope of the PDPA depends on whether a person
can be identified after the data are compared, combined or connected. Whether
cookies are personal data depends on whether a person can be directly or indirectly
identified by the collected data in specific cases. The comparison between PDPA and
GDPR regarding the definition and scope of “personal data” is listed below :

GDPR

Personal Data Protection Act

Art. 4 (1) GDPR:

‘Personal data” means any information
relating to an identified or identifiable
natural person (‘data subject’); an
identifiable natural person is one who
can be identified, directly or indirectly,
in particular by reference to an identifier
such as a name, an identification
number, location data, an online
identifier or to one or more factors

specific to the physical, physiological,

genetic, mental, economic, cultural or

social identity of that natural person.

=  GDPR does not apply to the
personal data of deceased persons.
(Recital 27)

Art. 2 subpara. 1 PDPA:
“Personal data” refers to a natural
person's name, date of birth, ID Card
number, passport number, features,
fingerprints, marital status, family
information, education background,
occupation, medical records, healthcare
data, genetic data, data concerning a
person's sex life, records of physical
examination, criminal records, contact
information, financial conditions, data
concerning a person's social activities
and any other information that may be
used to directly or indirectly identify a
natural person.
=  Art. 3 Enforcement Rules of the
PDPA:
The circumstances where a data subject

can be "indirectly identified", as referred
to under Subparagraph 1, Paragraph 1,
Article 2 of the PDPA, shall mean the
circumstances where a government or
non-government agency possessing such

2 See the administrative provision of National Development Council fa-fa-zi No. 1090004500:
“Encrypted data cannot be used to directly identify a specific person, but they are personal data in the
sense of the Personal Data Protection Act if a person can be identified after comparation, combination

or connection.”

3 See the administrative provision of National Development Council fa-fa-zi No. 1080081030:
“Whether Personal Data Protection Act applies to the data which have passed the certification of
personal data de-identification by the Electronics Testing Center depends on whether the de-identified
data can be used to directly or indirectly identify a specific person. Controversies are decided by

judicial judgments.”




data cannot directly identify the data

subject, unless it compares, combines or

connects such data with other data.

=  Personal data means the data of
living natural persons. Data of
deceased persons are outside the
protection scope of the PDPA.
(National Development Council fa-
fa-zi No. 1090021610)

(@ The Rights of Data Subjects and the Obligations of those who process personal

data
A. Rights of the persons concerned:

According to Article 3 of PDPA, the data subject shall be able to exercise the
following rights with regard to his/her personal data and such rights shall not be
waived or limited contractually in advance: 1. the right to make an inquiry of and to
review his/her personal data; 2. the right to request a copy of his/her personal data; 3.
the right to supplement or correct his/her personal data;4. the right to demand the
cessation of the collection, processing or use of his/her personal data; and 5. the right
to erase his/her personal data. Based on this, it can be understood that the data subject
has at least the following rights regarding their personal data under this law:

1. The right to inquire or request access.
The right to request copies.
The right to request correction or supplementation.

The right to request cessation of collection, processing, or utilization.

ok~ v

The right to request erasure.

The specific content of each right based on the provisions of PDPA is as follows:

1. Right to inquire or request access: The data subject may request the government or
non-government agency to respond to inquiries and allow the data subject to
review the personal data collected (Article 10, para. 1).

2. Right to request copies: The data subject may request the government or non-
government agency to provide a copy of their collected personal data (Article 10,
para. 1).

3. Right to request correction or supplementation: The data subject may request the
government or non-government agency to ensure the accuracy of their personal
data in the agencies’ possession and correct or supplement such data (Article 11,
para. 1).

4. Right to request cessation of collection, processing, or utilization:
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(1) In the event of a dispute regarding the accuracy of the personal data, the data
subject may request the government or non-government agency to cease
processing or using the personal data (Article 11, para. 2).

(2) When the specific purpose of data collection no longer exists, or upon
expiration of the relevant time period, the data subject may request the
government or non-government agency to erase or cease processing or using
the personal data (Article 11, para. 3).

(3) The data subject may request the government or non-government agency to
erase the personal data collected or cease collecting, processing or using the
personal data in the event where the collection, processing or use of the
personal data is in violation of the PDPA (Article 11, para. 4).

5. Right to request erasure:

(1) When the specific purpose of data collection no longer exists, or upon
expiration of the relevant time period, the data subject may request the
government or non-government agency to erase or cease processing or using
the personal data (Article 11, para. 3).

(2) The data subject may request the government or non-government agency to
erase the personal data collected or cease collecting, processing or using the
personal data in the event where the collection, processing or use of the
personal data is in violation of the PDPA (Article 11, para. 4).

In contrast to GDPR, Taiwan’s PDPA has no norms of the right to data portability,
the right to consent to a decision based solely on automated processing, or the right to
erase personal data which are no longer necessary in relation to the purposes for
which they were collected or otherwise processed (like the right to be forgotten in Art.
17 GDPR).

B. Obligations of government agencies:

Except for the personal data specified under Paragraph 1, Article 6 PDPA (Data
pertaining to a natural person's medical records, healthcare, genetics, sex life, physical
examination and criminal records), the collection or processing of personal data by a
government agency shall be for specific purposes and on one of the following bases:

1. Where it is within the necessary scope to perform its statutory duties;

2. Where consent? has been given by the data subject; or

4 "Consent", as referred to in Subparagraph 2, Paragraph 1, Article 15, means a declaration of
agreement given by a data subject after he/she has been informed by the data collector of the
information required under the PDPA. (Art. 7 para. 1) The data subject's consent may be presumed
given pursuant to Subparagraph 2, Paragraph 1, Article 15 and if the data subject does not indicate
his/her objection and affirmatively provides his/her personal data after the government or non-
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3. where the rights and interests of the data subject will not be infringed upon. (Art.
15 PDPA)
A government agency shall expressly inform the data subject of the following

information when collecting their personal data in accordance with Article 15 or 19 of
the PDPA:

The name of the government or non-government agency;

.

The purpose of the collection;

w

The categories of the personal data to be collected;

&

The time period, territory, recipients, and methods of which the personal data is

used;

5. The data subject's rights under Article 3 and the methods for exercising such
rights; and

6. The data subject's rights and interests that will be affected if he/she elects not to
provide his/her personal data. (Art. 8 para. 1 PDPA)

A government or non-government agency shall, before processing or using the
personal data collected in accordance with Article 15 or 19, which was not provided
by the data subject, inform the data subject of its source of data and other information
specified in Subparagraphs 1 to 5, Paragraph 1 of Article 8. (Art. 9 para. 1 PDPA)

A government agency shall make public the following information online or allow the

public to make inquiries thereof via other appropriate means; the foregoing also
applies when any changes are made to the following information:
1. The names of the personal data files;
2. The name and contact information of the agency that is in possession of the
personal data files;
3. The legal basis and purpose of keeping the personal data files; and
The category of personal data. (Art. 17 PDPA)
A government agency in possession of personal data files shall assign dedicated
personnel to implement security and maintenance measures to prevent personal data
from being stolen, altered, damaged, destroyed or disclosed. (Art. 18 PDPA)

C. Obligations of non-government agencies:

Except for the personal data specified under Paragraph 1, Article 6 (Data pertaining
to a natural person's medical records, healthcare, genetics, sex life, physical
examination and criminal records), the collection or processing of personal data by a
non-government agency shall be for specific purposes and on one of the following bases:

government agency has informed the data subject of the relevant information specified in Paragraph 1,
Article 8 of the PDPA. (Art. 7 para. 3)
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Where it is expressly required by law;

Where there is a contractual or quasi-contractual relationship between the non-
government agency and the data subject and proper security measures have been
adopted to ensure the security of the personal data;

3. Where the personal data has been disclosed to the public by the data subject or has
been made public lawfully;

4. Where it is necessary for statistics gathering or academic research by an academic
institution in pursuit of public interests, provided that such data, as processed by the
data provider or as disclosed by the data collector, may not lead to the identification
of a specific data subject;

Where consent has been given by the data subject®;

Where it is necessary for furthering public interest;

Where the personal data is obtained from publicly available sources unless the data
subject has an overriding interest in prohibiting the processing or use of such
personal data; or

8. Where the rights and interests of the data subject will not be infringed upon. (Art.
19 para. 1 PDPA)

A non-government agency shall expressly inform the data subject of the following

information when collecting their personal data in accordance with Article 15 or 19 of
the PDPA:

the name of the government or non-government agency;

2. the purpose of the collection;
3. the categories of the personal data to be collected;
4. the time period, territory, recipients, and methods of which the personal data is

used;

5. the data subject's rights under Article 3 and the methods for exercising such rights;
and
6. the data subject's rights and interests that will be affected if he/she elects not to

provide his/her personal data. (Art. 8 para. 1)

A non-government agency shall, before processing or using the personal data
collected in accordance with Article 15 or 19, which was not provided by the data
subject, inform the data subject of its source of data and other information specified in
Subparagraphs 1 to 5, Paragraph 1 of Article 8. (Art. 9 para. 1)

5 "Consent", as referred to in Subparagraph 5, Paragraph 1, Article 19, means a declaration of
agreement given by a data subject after he/she has been informed by the data collector of the
information required under the PDPA. (Art. 7 para. 1) The data subject's consent may be presumed
given pursuant to Subparagraph 5, Paragraph 1, Article 19 if the data subject does not indicate his/her
objection and affirmatively provides his/her personal data after the government or non-government
agency has informed the data subject of the relevant information specified in Paragraph 1, Article 8 of
the PDPA. (Art. 7 para. 1)
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A non-government agency possessing personal data files shall implement proper
security measures to prevent personal data from being stolen, altered, damaged,
destroyed or disclosed. (Art. 27 para. 1)

(@) Organization and authority of the supervisory body enforcing personal data

protection

Taiwan has yet to have a single competent authority for personal data protection.
That is to say, the personal data protection is decentralized. Administrative agencies
are responsible for data protection in respect of their respective affairs. The Executive
Yuan laid down a list of the central governing authorities for the supervision of non-
government agencies in terms of personal data protection.®

The Constitutional Court of Taiwan held in Judgment 111-Hsien-Pan-13 (2022)
that the PDPA lacks an independent supervisory mechanism for personal data
protection. The protection of informational privacy is insufficient. This may be
unconstitutional. The relevant mechanism should be established within three years.

The Executive Yuan introduced on April 13, 2023, a draft amendment to the
PDPA, in which the new Art. 1-1 sets up the Personal Data Protection Commission as
the competent authority for the PDPA. The new Art. 1-1 of the PDPA was passed by
the Legislative Yuan on May 31, 2023, but is still not in effect. The Executive Yuan
was authorized to assign the date Art. 1-1 takes effect.

(® Judicial proceedings or judicial remedy (standing to sue. class action.)

The issue of remedies for personal data protection is closely related to the rights of
the data subject mentioned earlier, forming a mutual and interdependent relationship.
Under Taiwan's remedial system, when the obligor is a government agency, the
remedy shall be pursued through administrative litigation procedures; when the
obligor is a non-government agency, the remedy shall be sought through civil
litigation procedures. These remedies are not directly stipulated in the Personal Data
Protection Act (PDPA). However, they are based on the nature of the violation and
are brought forward according to the Administrative Appeal Act, Administrative
Litigation Act, and Civil Procedure Code provisions. In addition, the PDPA has
specific provisions regarding compensation for damages that are summarized as
follows:

A. Basis of Claims and Principle of Liability:
1. Government agency:

(1) A government agency shall be liable for the damages arising from injury caused

6 https://www.moj.gov.tw/media/16809/542114375377.pdf?mediaDL=true
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by any unlawful collection, processing or use of personal data, or other
infringement on the rights of data subjects due to such government agency's
violation of the PDPA, unless such injury was caused by any natural disaster,

emergency or other force majeure event (Article 28 para. 1).
—Government agencies bear almost non-negligence liability.

(2) If an injury suffered by the victim is a non-pecuniary damage, he/she may request
an appropriate amount of monetary compensation; if the injury suffered by the
victim is damage to his/her reputation, the victim may request appropriate
corrective measures to restore his/her reputation (Article 28 para. 2).

2. Non-government agency:

(1) A non-government agency shall be liable for the damages arising from any injury
caused by any unlawful collection, processing or use of personal data, or other
infringement on the rights of data subjects due to such non-government agency's
violation of the PDPA, unless the non-government agency can prove that such
injury is not caused by its willful act or negligence (Article 29, para. 1). — The
burden of proof is shifted to the non-government agencies.

(2) If an injury suffered by the victim is a non-pecuniary damage, he/she may request
an appropriate amount of monetary compensation; if the injury suffered by the
victim is damage to his/her reputation, the victim may request appropriate
corrective measures to restore his/her reputation (Article 29, para. 2 applied

mutatis mutandis to Article 28, para. 2)

B. Compensation Limitation:
1. Government agencies:

(1) Under the circumstances identified in the preceding two paragraphs, if it is
difficult or impossible for the victim to prove the monetary value of the actual
damage, he/she may ask the court to award the compensation in the amount of
not less than NT$500 but not more than NT$20,000 per incident, per person
based on the severity of the damage (Article 28 para. 3).

(2) Where the rights of multiple data subjects have been infringed upon due to the
same incident, the total amount of compensation awarded to such data subjects
shall not exceed NT$200 million. However, if the interests involved in the
incident exceed NT$200 million, the compensation shall be up to the value of
such interests (Article 28 para. 4).

2. Non-governmental organizations, the same as above (PDPA, Acrticle 29, para. 2).
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3. Aside from the provisions of the PDPA, the legal basis for damages compensation
(Article 31):

(1) The State Compensation Law may be applied to a government agency

(2) The Civil Code may be applied to a non-government agency.

4. Class action lawsuits (Article 32 to Article 40):

(1) Where the rights of multiple data subjects have been infringed upon due to the
same incident, the incorporated foundation or incorporated charity may file a
lawsuit with the court in its own name after obtaining a written delegation of
litigation rights of at least 20 data subjects (Article 34 para. 1).

(2) In Taiwan, state compensation lawsuits are heard by civil courts and are to be
applied to the provisions of the Code of Civil Procedure (National Compensation
Act, Article 12). Therefore, the provisions mentioned above of class action
lawsuits also apply to state compensation lawsuits filed against government

agencies. The comparison between PDPA and GDPR regarding remedies is listed

below :

GDPR

Personal Data Protection Act

® Art. 77 (1) GDPR:

Without prejudice to any other
administrative or judicial remedy,
every data subject shall have the
right to lodge a complaint with a
supervisory authority, in particular in
the Member State of his or her
habitual residence, place of work or
place of the alleged infringement if
the data subject considers that the
processing of personal data relating
to him or her infringes this
Regulation.

® Art. 79 (1) GDPR:

Without prejudice to any available
administrative or non-judicial
remedy, including the right to lodge

® Remedies’
B Art. 28 para. | (government
agencies):
A government agency shall be liable
for the damages arising from injury
caused by any unlawful collection,
processing or use of personal data, or
other infringement on the rights of
data subjects due to such
government agency's violation of the
PDPA, unless such injury was
caused by any natural disaster,
emergency or other force majeure
event.

—A government agency can be

exempt from liability only when

injury was caused by natural

" Where the rights of multiple data subjects have been infringed upon due to the same incident, the
total amount of compensation awarded to such data subjects shall not exceed NT$200 million.
However, if the interests involved in the incident exceed NT$200 million, the compensation shall be up
to the value of such interests. (Art. 28 para. 4, Art. 29 para. 2)
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a complaint with a supervisory
authority pursuant to Article 77,
each data subject shall have the right
to an effective judicial remedy where
he or she considers that his or her
rights under this Regulation have
been infringed as a result of the
processing of his or her personal
data in non-compliance with this
Regulation.

® Art. 82 (1) GDPR:

Any person who has suffered
material or non-material damage as a
result of an infringement of this
Regulation shall have the right to
receive compensation from the
controller or processor for the
damage suffered.

® Art. 82 (2) GDPR:

Any controller involved in
processing shall be liable for the
damage caused by processing which
infringes this Regulation. A
processor shall be liable for the
damage caused by processing only
where it has not complied with
obligations of this Regulation
specifically directed to processors or
where it has acted outside or
contrary to lawful instructions of the
controller.

® Art. 82 (3) GDPR:

A controller or processor shall be
exempt from liability under
paragraph 2 if it proves that it is not
in any way responsible for the event
giving rise to the damage.

® Art. 80 (1) GDPR:

disaster, emergency or other force

majeure event. This is stricter than

GDPR.

B Art. 29 para. 1 (non-
government agencies):

A non-government agency shall be

liable for the damages arising from
any injury caused by any unlawful
collection, processing or use of
personal data, or other infringement
on the rights of data subjects due to
such non-government agency's
violation of the PDPA, unless the
non-government agency can prove
that such injury is not caused by its
willful act or negligence.

—A non-government agency can be

exempt from liability when it can
prove that injury is not caused by its

willful act or negligence. This is
similar to GDPR.
B Art. 34 para. 1 sentence 1 (class

action):
Where the rights of multiple data
subjects have been infringed upon
due to the same incident, the
incorporated foundation or
incorporated charity may file a
lawsuit with the court in its own
name after obtaining a written
delegation of litigation rights of at
least 20 data subjects.
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The data subject shall have the right
to mandate a not-for-profit body,
organisation or association which
has been properly constituted in
accordance with the law of a
Member State, has statutory
objectives which are in the public
interest, and is active in the field of
the protection of data subjects' rights
and freedoms with regard to the
protection of their personal data to
lodge the complaint on his or her
behalf, to exercise the rights referred
to in Articles 77, 78 and 79 on his or
her behalf, and to exercise the right
to receive compensation referred to
in Article 82 on his or her behalf
where provided for by Member State

law.

An additional question: Utilization of health data for research purposes

Is the consent of the patient required for the use of his/her medical record or
biometric data for research purposes or drug development? What legal obligations
(such as anonymization) do research institutions have when collecting and utilizing
patient health data for research purposes?

According to Art. 6 para. 1 proviso subpara. 4 PDPA, data pertaining to a natural
person's medical records, healthcare, genetics and physical examination can be
collected, processed or used where it is necessary for statistics gathering or academic
research by a government agency or an academic institution for the purpose of
healthcare, public health, or crime prevention, provided that such data, as processed
by the data provider or as disclosed by the data collector, may not lead to the
identification of a specific data subject. In other words, the health data can be
collected, processed or used without patient’s consent when the data subject cannot be
identified.

The Constitutional Court held in Judgment 111-Hsien-Pan-13 (2022)® that the
PDPA and other pertaining regulations lack independent supervisory instruments on

8 Background of the case: The insured of the National Health Insurance receive the medical care
services of the Contracted Healthcare Providers, which according to Article 80 of the National Health
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data protection. The competent authority shall, within three years from the
announcement of the judgment, ensure relevant legal mechanisms be established.

According to Art. 79 National Health Insurance Act, the National Health
Insurance Administration, Ministry of Health and Welfare, may require relevant
agencies to provide the necessary information it needs to carry out the business of the
Insurance. According to Art. 80 National Health Insurance Act, the Competent
Authority may ask the insured, the group insurance applicants, the premium
withholders, and contracted medical care institutions to provide relevant documents,
such as account records, receipts, medical history, diagnosis records, or cost of
medical expenses, and other documents or relevant information.

The Constitutional Court held in the said judgment that Articles 79 and 80 of the
National Health Insurance Act lack explicit regulations on the subject, aims, legal
elements, scope, and measures on how the National Health Insurance data, as a
database, may be preserved, processed, transmitted externally, and provided
externally by the National Health Insurance Administration. The stated provisions
also fail to provide explicit regulations on important subjects, such as supervisory
instruments regarding organizational and procedural data protection matters. They
violate the right to informational privacy guaranteed by Article 22 of the Constitution.
The competent authority shall amend pertaining provisions or establish special acts
within three years.

In addition, the Constitutional Court held in the said judgment that in terms of the
usage of personal health insurance data beyond its original collecting purpose,
transmitted from the National Health Insurance Administration to other government
agencies or academic research institutes, the existing legal regime lack regulations
allowing the data subjects to opt-out, consequently violating the right to informational
privacy guaranteed by Article 22 of the Constitution. The competent authority shall

Insurance Act (NHIA) provide the relevant medical records and prescription data to the National
Health Insurance Administration to claim the medical costs.

Over the years, the National Health Insurance Administration has collected a huge number of health
insurance data, including personal health insurance data. It gave the data to the National Health
Research Institute to establish the “National Health Insurance Research Database,” which is accessible
to the public. It also transmitted the health insurance data, which is accessible to the public, to the
Health and Welfare Data Science Center, Ministry of Health and Welfare (MHW).

The petitioners were of the opinion that the said actions are illegal because their personal health
insurance data protected by the constitutional right to privacy are used for the purposes outside the
business of the National Health Insurance. They argued that the National Health Insurance
Administration shall not provide their personal health insurance data to others for the purposes outside
the business of the National Health Insurance.

The National Health Insurance Administration rejected the argument. The petitioners initiated
administrative litigations. After losing the case in the final court decision, the petitioners filed for
constitutional review, arguing that Article 6 Paragraph 1 Proviso Subparagraph 4 of the Personal Data
Protection Act and Article 79 Paragraph 1 and Article 80 Paragraph 1  of the National Health
Insurance Act are unconstitutional.
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amend or establish relevant acts stipulating the subject, basis, procedure and effect of
opt-out or denying opt-out within three years. If the amendment or establishment of
said acts is past due, the data subject shall request to stop the data use outside of
original purposes.

Points to criticize:

1. The judgment does not clarify the question if Article 6 Paragraph 1 Proviso
Subparagraph 4 of the Personal Data Protection Act can be the legal basis for the
provision of the health insurance data by the National Health Insurance
Administration to the National Health Research Institutes to establish the National
Health Insurance Research Database.

2. It seems contradictory that the judgment asks the legislature to enact the regulations
of the right of the affected persons to stop the utilization but recognizes the
constitutionality of Article 6 Paragraph 1 Proviso Subparagraph 4 of the Personal
Data Protection Act, which allows the compulsory collection, process or utilization
without the consent of the affected persons (limitation to the right of the affected
persons to control the personal data with the ex ante consent arising from the right to
personal information privacy). The right to stop the utilization, or the right to opt-out,
presupposes the ex ante consent of the affected persons. It is a contrast to the right to
opt-in. How can the affected persons exercise the right to stop the utilization when
under legal prerequisites the public authorities can compulsorily collect, process or
utilize the personal data without their consent? On the contrary, how can the public
authorities compulsorily collect, process or utilize the personal data when the affected
persons enjoy the right to stop the utilization of their personal data?

> This work was supported by JST [Moonshot R&D][Grant Number JPMJIMS2293].
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Jiyoung Sang
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C. R. 773, at para.24-25.

5 Alberta (Information and Privacy Commissioner) v. United Food and Commercial
Workers, Local 401, [2013] 3 S.C.R. 733 at para.l19.
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" Douez v. Facebook, Inc., [2017] 1 S.C.R. 751 at para.59.

8 Andrea Slane, “There Is a There There: Forum Selection Clauses, Consumer
Protection and the Quasi-Constitutional Right to Privacy in Douez v. Facebook” (2019)
88 S. C. L. R. (2d) 87 at 99.

® Thibodeau v. Air Canada, [2014] 3 S.C.R. 340 at para.12.

10 Lavigne v. Canada, supra note 4, at para.24.

11 Vanessa MacDonnell, "A Theory of Quasi-Constitutional Legislation" (2016) 53
Osgoode Hall Law Journal 508 at 510.

156




ERED DHMECHEFR & BHEICHERODVWT WS | e aEEENERET DL
ORI E LT LTI PR CIEEREENERL TEELOBEFAERT D
TODEE] THDLIEHEMTRELELOEHEN I N TN D,

CORICEALT OBEBIEMNIEFETIEEIRNVRET 2HEM O BB T,
TOBEHRIZHDTITANRN—ICHET L2FENMECOREKILTHLIZ L, OFNLWY

CEIELORHERE L To BRI E EEENERELLTORKLERZEL TN
CEICHEENPLBETHDIY, B, TITHESIND T T4 NNY —OEEEOAMIE
FCEENICOREERICHEET I LbOL OB AOAMEICHET 2 L OICEET
X5, & xX, Dagg RO 7 7+ LA MKHEORMSER (Z0RIZOWTIX
ZHEEREZBR) C.T AV AOEEFEV AT 4 VOFEESREEZGIH LSO,
(T AN —ORENFERORENERICL o TEANMHE TCHDL Z L), [
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13 MacDonnell, supra note 11, at 510-511.
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Kb LT ZAAHMLH 5,
15 Alan F Westin, Privacy and Freedom (Atheneum, 1970).
18 Dagg v. Canada (Minister of Finance), [1997] 2 S.C.R. 403, paras.65-66.
VT EHEFHEORBEKMELEWHIBANG DT XORAEHER T L L TEDHIND
Lz, ALK MtaE% - S ERRA - 2] BEGwZE 101 5
(2014 4) 197 HLL F B,
B HLZ7 7o —FTiddb20, BRERES TENGTREEER & FEIE) FRIER
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¥ 4 (the Canadian Standards Association) N{ER L 7= 10 JR Al (PIPEDA @ Bl %
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19 Organisation for Economic Co-operation and Development, “OECD Guidelines on
the Protection of Privacy and Transborder Flows of Personal Data” (23 September
1980).

20 Ba)rbara von Tigerstrom, Information & Privacy Law in Canada (Irwin Law, 2020) at
233-234, 294.
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NDR 2 FRZ2EDHERBFET DTV D,
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23 Dagg, supra note 16, para. 68.

24 OPC X 7 7 A4 N — 15} O PIPEDA O BB TH Y . Office of the Privacy
Commissioner DM TH 5, FEFL <X 02-@THHAT 5,
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PIPEDA (X, HOFHIE LTHMADOT 7 B A 2% T Wb, RFEANIC XIE, @
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25 OPC, “PIPEDA in brief” (May 2019). K| EEFICB T 20V = 7% 14 b OKRKHEE
HiZd ~T, 202349 A 13 HTH D,

26 OPC, “Guidelines on privacy and online behavioural advertising” (December 2011;
Revised: August 2021).

2T Tigerstrom, supra note 20, at 242.

28 OPC, “The Privacy Act in brief” (August 2019). Tigerstrom, supra note 21, at 241.
2% Immigration and Refugee Protection Act, S.C. 2001, c. 27, s.2(1).

159



https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda_brief/
https://www.priv.gc.ca/en/privacy-topics/technology/online-privacy-tracking-cookies/tracking-and-ads/gl_ba_1112/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-privacy-act/pa_brief/

B, HZBEAOREEZRBLIENBBEERTOATLEINE 5D,

TIANY —HEIZONTIE, FAFRONRE, M. (F=F~n) BAIZIHA]
ELTHEMORMENLETHD (8K 1H), MEIRFR2HITE=F~DHRIIE
ANDORENDSLERVHEAELT, RKBELTUTD 5 22HEL TS, OIES
NSO X FTZOHMNICERLEEHOZDICHRT 254, @QFEMIET
BIRAFTFAI SN TWAIHE, OFHFTE L IIEWREZME T2 B2 RE>ZT oMo
BWEOSRNIEIGFTICHEIBE., ORI HLNICHEMAORKICR DA, ©OFFR
DRIENT T AN —DIREL LR DA,

PIPEDAIX, T OHEIFANBFEE TH Y | @A%ﬁ®ﬂ% FIA . BRICRA &
LTHMORMEZERT S, £/, ZOREOEZDICIE., MABROF M B,
R -FAROINFIZONTHERIC ﬁmf%éioﬁ SN AR WA B I = AN
BV, ZORIE, 2015 DT VHENT T AN —KICKDHIETLY BfEIC X
iz, RIGIETEMINL6.15IE., MAOREZ. MAEFROIE. FIH X IXH
ROMEE, BN, BRZEMTI2IEDAHENICHECTCEIHAICOAFENTH
LD, LLTWb, TIANRNY—HITOERREE, AAEFEROFHB M OB -
R, BEEREFE~ORREZITOHBAEBREZ/LIZ LB ROLND, FEB
O AERIZOVWTIEHBD L VIREFORELBLILERD D, AEDHIELE
LTEEARFRBHFAESNLTOVEN, BT 4 ZHERICO WV TIEH R AR
BERLBEREZEIND, EEL, REBTERLHEOHBILEKITZIEALLDOEGE
VT4 THERICEE LIS E LSO, HBEEAICIERICEFET S E L TE
D, AR EL T 4 THERICRDIDICOVWTHERBEEZBE TRV, E-,
AT, TEREEFLZEIZRNO EOHBRB L OCEGHMBEMNIZHE N, WOTHHEEZ
el TE 5 (L, s. 4.3.8), 7k, 452 K 20154 O IE TEM S #1724.01
4 CTIXPIPEDAD M H BRI N HE SN TRV | FIFHEIZE Y T 5 FHIZILPIPEDA
WEB IRV, S5, TREFMAFHRONE, M. ERIC (B@mE) AE
INLBEIR N & FERICHLE T D,

02-@ ). <BHM=RE>ETIORRLZTONK, BAOEHMERLEVNSEHA
MAO<BH=RE>ETILORR (AEEA L TSANI—FKRYL—0ORLEH)
AFTHLERINANTLE, S5 LE-REICHLT. ZSEOBEABRREEHAL
DESCHBLTVEN (BEFICHLTEDNLGENAZZEBHTSEIHLE),

HFETHLIBROLIZEEIZEDL IR LDOLEEZDINTIRE MM LR -
TW5b,
72 21E. OPCILZ 2016 4RI REBE LT ITANRY—] I22OWTT 4y a2
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31 OPC, “Consent and privacy: A discussion paper exploring potential enhancements to

consent under the Personal Information Protection and Electronic Documents Act”
(May 2016).
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X. United States

Survey of US Federal Privacy Law and the
California Privacy Rights Act

Jesse Woo

Both doctrinally and practically, the United States has one of the most complicated bodies of
privacy law of any jurisdiction. This complexity stems not from a single statutory regime that
seeks to regulate most aspects of data collection and processing (as with is the case with the
General Data Protection Regulation in Europe), but rather the opposite. U.S. consumer privacy
law is fragmented and lacks a comprehensive governing statute. This report will provide an
overview of U.S. federal privacy law as well as the California Consumer Privacy Act (CCPA)
and the California Privacy Rights Act (CPRA), which at the time of writing is the most
comprehensive and protective consumer privacy law in the country.

Section 1 of this report will provide a broad overview of privacy law in the United States at the
Federal and State level, the practical import of self-regulatory models, and emerging issues
related to consent. Section 2 will address enforcement issues.

1.1 U.S. Constitutional Law

With some notable exceptions not directly relevant to information privacy, the U.S. Constitution
regulates government power, rather than private action. When U.S. persons (citizens and lawful
permanent residents) are said to have a “constitutional right,” this typically means a right against
some government action, or at least against government support of certain private actions.! The
term “privacy” is also not explicitly found in the text of the Constitution.

Still, concepts that relate to privacy are said to arise from the First, Fourth, and Fifth
amendments (among others), as well as from the judicially derived doctrine of substantive due
process. The First Amendment protects the right to freedom of expression, and the Supreme
Court has held that free expression can require a right to anonymity for certain groups engaging
in that expression.? In a very real sense this is a form of informational privacy, but again only
applies in limited circumstances such as when the government seeks to compel disclosure of
anonymous members of a group. The Fifth Amendment protections criminal defendants from
having to incriminate themselves and also protections private property, which scholars often
characterize as a type of privacy right. In addition, the doctrine of substantive due process is seen
as a type of privacy right that protects an individual’s autonomy. The rights to access birth

! For instance, private contracts in the form of racially restrictive covenants were held to be unconstitutional under
the Equal Protection clause of the 14" Amendment because they required government action to be enforced. Shelley
v. Kraemer 334 U.S. 1 (1948).

2NAACP v. Alabama ex. Rel. Patterson 357 U.S. 449 (1958).
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control, to interracial marriage, and until recently to an abortion were protected by substantive
due process.

The Fourth Amendment is probably the Constitutional provision most directly related to the
informational privacy. It protects against unreasonable searches and seizures by government
agents and is most often invoked in the context of criminal prosecution, though it applies broadly
to other government actors. Although its text speaks to unreasonable searches and seizures of
“persons, houses, papers, and effects,” the Fourth Amendment has come to regulate government
access to electronic data as well. For example the Supreme Court has held that the government
must obtain a warrant before digitally searching the contents of a cell phone,* and before
accessing a record of a person’s location based on cell phone records.* Supreme Court search and
seizure doctrine is extremely complex, but as it is not especially relevant to the notion of
informational self-determination I will not elaborate further. Existing sources cover the topic
well. It suffices to say that the U.S. Constitution’s application to privacy outside of government
action is limited. Several state constitutions also explicitly enumerate a right to privacy, and in
some cases it has been suggested that the state rights are stronger than the federal constitutional
right, but in practical effect there is nothing in federal or state constitutional law that looks
anything like a right to information self-determination.

1.2 U.S. Privacy Law: Federal

There is no generally applicable federal consumer privacy statute or comprehensive data
protection law. Instead, the U.S. takes a “sectoral” approach, where specific industries or
verticals are governed by their own laws, which are limited in scope. For example, healthcare
privacy is governed by the Health Insurance and Portability and Accountability Act (HIPAA),
financial privacy by the Gramm-Leach-Bliley Act (GLBA) or Fair Credit Reporting Act, and
government records by the federal Privacy Act. The reach of these laws is typically limited to
certain organizations, e.g. HIPAA applies to certain data processed by “covered entities” that are
defined in statute like doctor’s office, and their “business associates.” An organization that holds
health data but does not fall under one of these definitions will not be bound by the restrictions of
HIPAA. Similarly, specific regulatory agencies may issue rules that govern the organizations
under their purview. The Department of Health and Human Services issues a privacy rule to
further define the HIPAA statutory language. On the other hand, the Children’s Online Privacy
Protection Act (COPPA) protects the data of all children under 13 years of age regardless of
setting or industry, but only when a business possesses “actual knowledge” that it holds a child’s
data or directs their services at children.

The primary federal privacy regulator is the Federal Trade Commission (FTC), which enforces a
“notice and choice” regime.® The FTC regulates using the authority granted by its authorizing
statute, called “section 5”, that gives it the power to regulate “unfair and deceptive practices” in

3 Riley v. California 573 U.S. 373 (2014)

4 Carpenter v. United States, 138 S.Ct. 2206 (2018)

5 Federal Trade Commission, “Protecting Consumer Privacy in an Era of Rapid Change”,
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-bureau-consumer-protection-
preliminary-ftc-staff-report-protecting-consumer/101201privacyreport.pdf
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commerce. When it comes to privacy, the commission typically acts by performing
investigations into companies for deceptive practices and, where appropriate, issuing a “consent
decree,” which is a kind of negotiated agreement where a company pays a fine and agrees to
change its behavior to avoid a lawsuit (kind of like pleading guilty). Consent decrees are public
and form a limited sort of common-law for federal privacy. There are numerous literature
reviews of FTC privacy consent decrees that I will not duplicate here. For somewhat arcane
reasons relating to political history, the FTC does not normally issue rules under section 5
authority, but does if Congress has granted authority in another law, such as under COPPA.
Because of this limited authority, the FTC mainly acts when a company has acted deceptively,
such as when it makes public statements in its privacy policy that are not true.

All this is to say that, unless a company is in a heavily regulated industry like healthcare or
finance, there is relatively little they must do to conform with federal privacy law. They should
have a public facing policy, and they must abide by terms of whatever they put in that policy.
Policies are typically driven by “best practices,” and are written in a way to give companies
leeway to act. This is why they are often ambiguous or difficult to understand. Companies must
give consumers “notice” in the form of a privacy policy, and “choice” in whether to accept the
terms of that policy. Just as there is no constitutional guarantee of informational self-
determination, there is no federal data protection law, so the default regulatory posture is quite
permissive regarding a company’s ability to collect, process, and transfer personal data.

1.3 State Privacy Law: CPRA

Several states have passed generally applicable consumer privacy laws, but the most influential
and most protective is California’s Privacy Rights Act (CPRA). The CPRA amended an earlier
privacy law called the California Consumer Privacy Act (CCPA), and together they are often
seen as a major milestone in consumer privacy law in the U.S. It applies to entities who do
business in California and either have gross annual revenue over $25 million dollars; buy, sell, or
share the information of at least 100,000 consumers, or derive at least 50% of their revenue from
selling or sharing consumer information.® Because California has both the largest population and
economy of any U.S. state, CPRA’s effect is quite large even though it is not federal.

The law establishes certain consumer rights, namely: 1) the right of access, 2) right of
rectification, 3) right of erasure, 4) a right to know how information is sold or shared, as well as
5) the right to prevent the sale of data. Under CPRA consumers also have the right to limit how
companies use or disclose “sensitive personal information” to purposes which are necessary to
deliver the goods or services that the company provides to the consumer. Companies must obtain
consent to use this information in any other way.’ There is no specific right to object to
processing or profiling, or to data portability as found in the GDPR.

Companies must also limit their collection, use, retention, and sharing of personal data to what is
necessary and proportionate for the purpose which it was collected.® Third parties who obtain

6 California Civil Code 1798.140 (d).
" California Civil Code 1798.121.
8 California Civil Code 1798.100 (c).
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personal data under agreement with the collecting entity must also respect these rights and
limitations.

CPRA defines personal information as:

information that identifies, relates to, describes, is reasonably capable of being
associated with, or could reasonably be linked, directly or indirectly, with a particular consumer
or household. Personal information includes, but is not limited to, the following if it identifies,
relates to, describes, is reasonably capable of being associated with, or could be reasonably
linked, directly or indirectly, with a particular consumer or household:

(A) Identifiers such as a real name, alias, postal address, unique personal identifier,
online identifier, Internet Protocol address, email address, account name, social security
number, driver’s license number, passport number, or other similar identifiers.

(B) Any personal information described in subdivision (e) of Section 1798.80.

(C) Characteristics of protected classifications under California or federal law.

(D) Commercial information, including records of personal property, products or services
purchased, obtained, or considered, or other purchasing or consuming histories or
tendencies.

(E) Biometric information.

(F) Internet or other electronic network activity information, including, but not limited to,
browsing history, search history, and information regarding a consumer’s interaction with
an internet website application, or advertisement.

(G) Geolocation data.
(H) Audio, electronic, visual, thermal, olfactory, or similar information.
(1) Professional or employment-related information.

(J) Education information, defined as information that is not publicly available personally
identifiable information as defined in the Family Educational Rights and Privacy Act (20
U.S.C. Sec. 1232¢; 34 C.F.R. Part 99).

(K) Inferences drawn from any of the information identified in this subdivision to create a
profile about a consumer reflecting the consumer’s preferences, characteristics,
psychological trends, predispositions, behavior, attitudes, intelligence, abilities, and
aptitudes.

(L) Sensitive personal information.
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It excludes public information, matters of public concern, or information that is aggregated or de-
identified from this definition.® This is one of the most detailed and comprehensive definition of
personal information in U.S. privacy law, and likely includes cookies and other online identifiers.
It appears to be anticipating the import of machine learning by including inferences drawn from
other information. Sensitive personal information is a separate category of data that is similar to

the GDPR’s definition of special category data but also includes “precise geolocation data”.

The statute also establishes a California Privacy Protection Agency to enforce the law and to
issue rules that clarify ambiguities or address novel problems. However, it is important to note
that much of the law still relies on notice and consent. Companies must notify consumers of how
they will use data, and obtain consent for changes. As a state law it applies to companies who
serve consumers in California, although differentiating by location is difficult so many
companies may choose to apply it broadly.

CCPA/CPRA seem to take some inspiration from the GPDR, particularly in emphasizing
consumer rights and data minimization principles as represented in the “necessary and
proportionate” language, a term borrowed from EU jurisprudence. Obligations to protect
consumer data must also follow the data contractually when the data changes hands, although it
does not use the same language of data “controllers” and “processors.”! In general it does not
seek to be as comprehensive as the GDPR, shying away from explicitly regulating developing
fields like Al (i.e. it lacks a provision on automated processing).

1.4 Privacy Standards and Self-Regulation

In all jurisdictions, but especially those that lack explicit privacy statutes like the U.S., industry
standards and self-regulation are an important source of privacy protection. The most common
set of standards are the Fair Information Practices (FIPs, sometimes also called Fair Information
Privacy Practices or FIPPs). The Organization for Economic Cooperation and Development
(OECD) articulated a commonly cited version of the FIPs in the 1980s.'? The FTC has its own
formulation that is similar.®® The FIPs are broad principles or guidelines about what constitutes
good privacy. They are:

1. Collection Limitation Principle. There should be limits to the collection of personal
data and any such data should be obtained by lawful and fair means and, where
appropriate, with the knowledge or consent of the data subject.

2. Data Quality Principle. Personal data should be relevant to the purposes for which they
are to be used, and, to the extent necessary for those purposes, should be accurate,
complete and kept up-to-date.

® California Civil Code 1798.140 (v)

10 California Civil Code 1798.140 (ae).

11 California Civil Code 1798.100 (d)(2).

12 OECD, “Recommendation of the Council concerning Guidelines Governing the Protection of Privacy and
Transborder Flows of Personal Data”, https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0188
13 FTC “Privacy Online: Fair Information Practices in the Electronic Marketplace”,
https://www.ftc.gov/sites/default/files/documents/reports/privacy-online-fair-information-practices-electronic-
marketplace-federal-trade-commission-report/privacy2000.pdf
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3. Purpose Specification Principle. The purposes for which personal data are collected
should be specified not later than at the time of data collection and the subsequent use
limited to the fulfillment of those purposes or such others as are not incompatible with
those purposes and as are specified on each occasion of change of purpose.

4. Use Limitation Principle. Personal data should not be disclosed, made available or
otherwise used for purposes other than those specified in accordance with Paragraph 9
except:

a. with the consent of the data subject;

b. Dby the authority of law.

5. Security Safeguards Principle. Personal data should be protected by reasonable security
safeguards against such risks as loss or unauthorized access, destruction, use,
modification or disclosure of data.

6. Openness Principle. There should be a general policy of openness about developments,
practices and policies with respect to personal data. Means should be readily available of
establishing the existence and nature of personal data, and the main purposes of their use,
as well as the identity and usual residence of the data controller.

7. Individual Participation Principle. An individual should have the right:

a. to obtain from a data controller, or otherwise, confirmation of whether or not the
data controller has data relating to him;

b. to have communicated to him, data relating to him within a reasonable time; at a
charge, if any, that is not excessive; in a reasonable manner; and in a form that is
readily intelligible to him;

c. tobe given reasons if a request made under subparagraphs(a) and (b) is denied,
and to be able to challenge such denial; and

d. to challenge data relating to him and, if the challenge is successful to have the
data erased, rectified, completed or amended.

8. Accountability Principle. A data controller should be accountable for complying with
measures which give effect to the principles stated above.

Scholars have debated the usefulness of the FIPs,'* but they remain a frequently cited standard
for “good” privacy. Many corporate privacy policies are written in such a way as to address the
principles. When companies talk about having “good” privacy practices, they are often referring
to some version of the FIPs.

1.5 Consent and Dark Patterns

As mentioned previously, U.S. privacy law primarily operates on a “notice and choice,” or
consent based model. However, recent scholarship has focused on the limits of the consumer’s
ability to effectively exercise consent given the prevalence of choice architecture and behavioral
psychology techniques in digital interfaces that can subtly nudge them into choices that favor the
company’s interests at the expense of their privacy.!® Broadly speaking these techniques are

14 Woodrow Hartzog, The Inadequate, Invaluable Fair Information Practices, 76 Md. L. Rev. 952 (2017).
https://digitalcommons.law.umaryland.edu/cgi/viewcontent.cgi?referer=&httpsredir=1&article=3759&context=mlr
15 Jen King, Adriana Stephan, Regulating Privacy Dark Patterns in Practice — Drawing Inspiration from California
Privacy Rights Act, 5 Geo. L. Tech. Rev. 250 (2021). https://georgetownlawtechreview.org/wp-
content/uploads/2021/09/King-Stephan-Dark-Patterns-5-GEO.-TECH.-REV.-251-2021.pdf.

173


https://georgetownlawtechreview.org/wp-content/uploads/2021/09/King-Stephan-Dark-Patterns-5-GEO.-TECH.-REV.-251-2021.pdf
https://georgetownlawtechreview.org/wp-content/uploads/2021/09/King-Stephan-Dark-Patterns-5-GEO.-TECH.-REV.-251-2021.pdf

known as dark patterns. Although this work is still nascent, it may be the closest analog in U.S.
law to a right of informational self-determination.

Even in the 2010s and before, the FTC noted that a lack of understanding often undermined
informed consent on the part of users.*® The commission has often sought enforcement using its
section 5 authority against companies that use deceptive practices to charge hidden fees or
obscure their data collection practices, such as in the Effen Ads and Vizio consent decrees.’
However it is only recently in 2021 that the FTC announced increased enforcement against dark
patterns as a formal policy.'® While this stronger regulatory stance is welcome news, the erosion
of the consent model has been occurring for over two decades and the commission has not been
able to stop it, in large part because it lacks statutory authority to do so.

The CPRA seeks to impose a more robust consent requirement and to directly address dark
patterns. The new enforcement agency under the state attorney general, called the California
Privacy Protection Agency (CPPA) has proposed rules that clarify and elaborate on the consent
requirements, among other issues in the CPRA. It states that consent must be “freely given,
specific, informed, and unambiguous indication of the consumer’s wishes,” and cannot make use of dark
patterns.'® It also authorizes additional regulations to address the use of dark patterns when obtaining
consent.?’ A draft proposal for the regulations would require that consent be 1) easy to understand, 2)
reflect symmetry of choice (it isn’t harder to say ‘no’ than ‘yes’), 3) avoid confusing language or
interactive elements, 4) avoid manipulative language or architecture, and 5) be easy to execute.?! All other
consent mechanisms would be considered a dark pattern.

A separate but somewhat related effort are proposals to introduce a duty of loyalty into American privacy
law. A duty of loyalty is an academic concept that would require companies to act in the best interest of
users when they collect and process user data.?? For example, a website that collects user information
would be obliged to use that data in the user’s best interest because the user has entrusted their data to the
website. In addition, some activities like selling the data to a third party would constitute per se disloyal
conduct. The duty of loyalty is still a novel theory, but it has made its way into some legislative
proposals.? This works represents the cutting edge of privacy theory and is an attempt to rectify the

16 Federal Trade Commission, “Protecting Consumer Privacy in an Era of Rapid Change”,
https://www.ftc.gov/sites/default/files/documents/reports/federal -trade-commission-bureau-consumer-protection-
preliminary-ftc-staff-report-protecting-consumer/101201privacyreport.pdf

17 Effen Ads, LLC (iCloudWork) https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3202-effen-ads-
lic-icloudworx. Vizio Inc. and Vizio Inscape Services, LLC https://www.ftc.gov/legal-library/browse/cases-
proceedings/162-3024-vizio-inc-vizio-inscape-services-llc.

BFTC to Ramp up Enforcement against Illegal Dark Patterns that Trick or Trap Consumers into Subscriptions,
https://www.ftc.gov/news-events/news/press-releases/2021/10/ftc-ramp-enforcement-against-illegal-dark-patterns-
trick-or-trap-consumers-subscriptions

19 California Civil Code 1798.140 (h)

20 California Civil Code 1798.185 (a)(20)(C)

2L California Privacy Protection Agency, Text of Proposed Regulations, Section 2004.
https://cppa.ca.gov/meetings/materials/20220608 _item3.pdf

22 Neil M. Richards, Woodrow Hartzog, 4 Duty of Loyalty for Privacy Law, 99 Wash. U. L. Rev. 961 (2021).
https://papers.ssrn.com/sol3/papers.cfm?abstract id=3642217

23 See the Data Care Act of 2021 https://www.congress.gov/bill/117th-congress/senate-bill/919. Massachusetts also
had a proposal for a privacy law built around a duty of loyalty. https://malegislature.gov/Bills/192/HD2664.
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failures of a consent-based regulatory model with little to no further consideration for how consumers
actually interact with consent notices in practice.

2.1 Enforcement

As mentioned above, the FTC is the primary enforcer of general consumer privacy, with specific agencies
responsible for the sectoral privacy laws under their purview. The FTC’s main enforcement tool is called a
consent decree, which is akin to an administrative law version of a guilty plea in U.S. criminal. In a
consent decree, the FTC will impose various conditions on the company’s business practices for a set
duration of time, for instance that they refrain from collecting or processing data in a certain way. The
company typically does not admit guilt or liability in these agreements, but if the FTC finds that they
violated the consent decree it can levee additional fines and even extend the length of the agreement. Prior
to the consent decree the commission may engage in informal investigations and consultation with the
company, filing a formal complaint if there is sufficient evidence of wrongdoing. The overwhelming
majority of complaints are settled, resulting in a consent decree.?*

At the state level, enforcement of the regulations promulgated by the CPPA was set to begin on July 1%,
2023, but a recent court decision has delayed that date until March 29, 2024. However, the office of the
attorney general (OAG) has been enforcing the older provisions of the CCPA and CPRA that are already
in effect.> Enforcement by the OAG operate in a similar way to the FTC, with most complaints resolved
in a settlement called a stipulated agreement. There have been some cases of cities or localities engaging
in their own privacy lawmaking and enforcement,?® but those efforts are beyond the scope of this report.

2.2 Judicial Proceedings

As stated above, judicial rulings resulting from government privacy enforcement are rare. Private
litigation related to privacy is also uncommon but does occur. Although there are several federal privacy
laws, they do not all allow for a private right of action.?” Even where the laws allow for private suit there
will be more nuance than can fit in the allotted space here,?® so this report will address general issues. One
of the major obstacles in these kinds of lawsuits is that the terms of service for many web services and
platforms will often prohibit litigation in favor of private arbitration. This not only inhibits individual
lawsuits but class action suits as well. In addition, damages in privacy cases can be quite difficult to prove
outside of situations like data breaches where individuals suffer identity theft or other pecuniary losses.

Lawsuits at the state level are even more complex, given that every state and territory has its own rules of
civil procedure and body of common law. In addition, at the time of writing, nine states have pass their
own comprehensive consumer privacy laws, with different approaches to private lawsuits. The common
law privacy torts first enumerated by Samuel Warrant and Louis Brandeis in 1890% are widely recognized
in state laws, but these claims can be difficult to win and not generally regarded as effective measures for
protecting privacy in the digital age. The CCPA/CPRA creates a private right of action along with

24 Daniel J. Solove, Woodrow Hartog, The FTC and the New Common Law of Privacy, 114 Colum. L. Rev. 583, 610
(2014). https://cyberlaw.stanford.edu/sites/default/files/SSRN-id2312913.pdf.

% The OAG maintains separate lists of CCPA enforcement actions (https://oag.ca.gov/privacy/ccpa/enforcement)
and privacy enforcement actions more broadly (https://oag.ca.gov/privacy/privacy-enforcement-actions).

% Ira Rubinstein, Privacy Localism, 93 Wash. L. Rev. 1961 (2018).

27 One of the “strongest” federal privacy laws HIPAA, does not offer a private right of action for violations.

28 To give just one example, some federal lawsuits raise a cause of action under the wiretap act and stored
communications act, which normally address government spying and access to data.

29 Samuel D. Warren, Louis D. Brandeis, The Right to Privacy, 4 Harv. L. Rev. 193 (1890).
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statutory damages for data security breaches,*® but not for any other provision in the law. Enforcement is
left to the OAG. Other California privacy laws do allow for private lawsuits, such as the state’s health
records privacy law.
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